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[bookmark: _Toc317156140]Scope of the deliverable

This deliverable should originally only report on the validation of the EuroRec Certification Procedures and Quality Assessment Scenarios.

The scope of the deliverable is extended to an overview of most of the existing procedures and scenarios. This deliverables provides a state of the art of the national certification procedures as well as of the more specific EuroRec quality labelling procedures and scenarios, implemented and validated for the EuroRec Seal Level 1 and Level 2.

Some of the procedural aspects have been briefly addressed in the Deliverable D5.2 “Roadmap to Sustainable Pan-European Certification of EHR systems”. These aspects will be discussed more in detail in this deliverable.

The deliverable starts listing the stakeholders involved and their role considering the kind of quality labelling and certification as implemented. The deliverable then describes the procedures / processes as implemented either in the different identified countries (authority driven) or cross-border (market driven) quality labelling and certification. 

The purpose is to identify good existing practice in “quality labelling and certification”. We added for that purpose a chapter about applicable standards to those activities and a chapter comparing different approaches or initiatives in Europe and abroad.  

The deliverable focuses on the procedures for testing the functional aspects of the EHR systems. Systems limiting their scope to administrative and billing related reporting are not considered within this deliverable.

Administrative and billing related aspects are mostly quality assessed by an “acceptance procedure”. The addressee, mostly a national or regional health insurance organisation, validates the “reports” and “billing documents” issued by a healthcare provider (organisation).

More and more administrative and billing “authorities” are extending, the last decade, their scope to some aspects of clinical management, most frequently related to chronic disease management. This is e.g. the case in France and Germany.

The Deliverable concludes with some recommendations that should be considered by anyone intending to implement EHR Quality Labelling and Certification in both main approaches: the authority driven public certification and the market driven quality labelling.

[bookmark: _Toc297023160]It’s important to repeat that EHR-QTN addresses mainly the functionality of EHR systems in the largest sense. 

This may include validation of data exchange in accordance with national and/or international standards. This data exchange is also the expertise of other organisations like I.H.E.

We are not considering portability between health devices and an EHR system, which is also the competence of the Continua Health Alliance.

Software development procedures and software quality assessment has not been considered in this project. This kind of quality labelling requires a completely different competence.

[bookmark: _Toc317156141]Executive Summary

Reviewing all/most of the quality assessment initiatives in health IT in general and more particularly in e-Health across the continent results in an impressive inventory of heterogeneous list of national, regional as well as cross border initiatives. Some of these initiatives are “ad hoc” constructs to validate one particular e-Health while other initiatives addresses either the EHR as a whole or some only exchangeability of sharable clinical content. Those ad hoc initiatives don’t generally comply with accepted standards governing quality labelling organisations and quality assessment procedures. 

The number of countries implementing and/or positively considering some kind of authority driven quality assessment of complete EHR systems or modular and specific EHR related functions clearly increased during the lifetime of the EHR-QTN project. This is certainly partially due to EHR-QTN project but also, at least for the modular approach, to the epSOS project.

Other, more cross border oriented initiatives, are typically the market driven data exchange and data portability validation initiatives like I.H.E. and the Continua Health Alliance. 

The EuroRec Seal approach combines the approaches, EHR system functionality as well as data exchangeability, the latter as another group of functionalities of the EHR systems. 

This deliverable of the EHR-QTN project clearly illustrates big differences and at the same time similarities between the quality labelling and certification implementation in the studied countries in Europe as well as between the different market driven initiatives and approaches.

We are mainly distinguishing:

· certification versus quality labelling,
· authority driven versus market driven quality labelling and certification,
· functional and data portability quality labelling and certification,
· system and modular quality labelling and certification. 

The quality of the quality assessment should be improved by complying with the standards listed in Chapter 5.

All quality labelling and certification initiatives should meet essential generic criteria as we have:

· independence, encompassing discretion and confidentiality, impartiality, openness and a clear and distinct role of each of the stakeholders involved in the process
· high quality documentation of the initial set of criteria, of the evaluation rules and of the testing results
· the involvement of all stakeholders in defining priorities and feasible goals, considering national and regional variation
· rules regarding validity and use of the Quality Label or Certificate and possible measure against misuse.

Of course, a high standard and high quality EHR system does not guarantee an appropriate use of that application. Attention should therefore been given to ease of use as well as to possibilities to measure that use, as input for future improvements. How to realise his may be the subject of another project.

[bookmark: _Toc317156142]Stakeholders and their respective role

[bookmark: _Toc317156143]Quality Labelling and Certification “Authority”

The concept “authority” is used in this deliverable to identify the organisation or the (public) health instances taking the initiative and/or leading the process of Quality Labelling and Certification.

Public Health Authorities are the guardians of the right of the patients to obtain efficient and optimal care. Optimal and efficient care requires the use of high standard, reliable and trustworthy IT applications, services as well as devices.

Public Health Authorities should ideally create the regulatory and/or legal framework to enable, to guarantee the availability of such services as well as devices. Quality labelling and certification is crucial in order to document in objective way compliance to such regulatory and legal constraints.

It is not mandatory for public health authorities to be effectively involved in the process of validating the application. Their main role is to set-out the rules, the lines. This may include:
· Functionality requirements.
· Reliability, security, trustworthiness and confidentiality requirements.
· Maintenance and support guarantees, including service level agreements.
· Portability and exchangeability of application content.
· Interoperability of the content.

“Private” Health Authorities are generally representing the interests of some of the involved parties in eHealth and/or in the use of eHealth applications. The General Practitioners Information Technology Group of the Irish College of General Practitioners initiated an optional “certification process” for EHR systems. 

Some Private (International) Organisations initiated on their own “authority” a quality assessment program, linked to granting a quality label. The quality label is then strictly related to that well defined set of requirements to comply with.

We are distinguishing Independent Private Organisations and Industry Organisations.

· EuroRec is an example of such an independent private organisation
· I.H.E. and Continua Health Alliance are industry based organisation, the latter providing labelling services only to “members”, as documented in Chapter 8.

[bookmark: _Toc317156144]Public and private health insurance organisations

Public Health Insurance organisations, mostly nationally, sometimes regionally organised, are generally considered as instance that profits at most of using high quality and fit for purpose applications, more especially EHR systems.

They are – at least in some countries – co-author of the requirements or criteria to be met and funding the (public) quality labelling and certification process.

They are sometimes directly or indirectly involved in the quality assessment and certification procedures too, selecting the CAB (conformity assessment bodies) or even the organisation granting the quality label or certificate. This is e.g. the case in Austria and Belgium.
[bookmark: _Toc317156145]EHR system buyers and users

EHR system buyers are not directly involved in quality labelling, though procurement can be considered as a private quality labelling. The buyer will list a number of requirements, using or not using the EuroRec Descriptive Statements, and validate the candidate application against them.

Quality Labelling and Certification with third party validation of the application will highly facilitate that procurement process.

Buyers are generally not involved in the process of defining criteria and validating application outside their own context of use.

EHR System Users should be involved in defining the priorities for quality labelling and certification, searching for a balance between their own expectations, the expectations of the health authorities and the resources available to the suppliers for complying to those requirements.
[bookmark: _Toc317156146]Certification Body

A certification (and quality labelling) body is an organisation managing / coordinating the whole process, starting with setting up the requirements, selecting the CAB and granting or at least advising to grant or refuse a certificate or a label.

The effective management of the quality labelling and certification procedures may be (ideally) outsourced by the health authorities to an independent organisation, of course within the limits defined by them.

Certification bodies should ideally be accredited by a national accreditation body, member of the IAF (International Accreditation Forum), providing at the same time guarantees about (technical) quality, professionalism and impartiality.

This accreditation is absent in most of the countries, at least to our knowledge, France excepted where the Haute Authorité de Santé has been accredited by the French Accreditation Organisation.
[bookmark: _Toc317156147]Accreditation Bodies

Accreditation bodies are national organisation affiliated to the IAF, accrediting certification bodies and CAB’s involved in quality labelling and certification.

The accreditation bodies are monitoring the certification bodies, more especially attesting their compliance to international (ISO) standards regarding quality labelling and testing of products, services and applications.

There is in principle one such an organisation per country. See for more information in the Deliverable D5.2 within this project.  


[bookmark: _Toc317156148]CAB – Conformity Assessment Bodies

The testing organisations (CAB) are mostly specialised service providers with quite some expertise in the domain of application as well as regarding testing and validation of applications.

They are effectively testing the products, services or applications.

They are selected by the Certification Body to which they report.

Testing organisations are not granting the Label or Certificate, even if the same organisation (with different departments e.g.) may fulfil the role of CAB and of Certification Body.

Conformity Assessment Bodies should ideally be accredited by a national accreditation body, member of the IAF (International Accreditation Forum), providing at the same time guarantees about (technical) quality, professionalism and impartiality.
[bookmark: _Toc317156149]Relevant ISO/ISEC Standards

In the previous chapter, several stakeholders and actors within the domain of quality labelling and certification have been outlined. 

With regard to the certification-, accreditation- and conformity assessment bodies, several relevant ISO (the International Organization for Standardization) – and IEC (the International Electrotechnical Commission) standards have been developed. Below a non-exhaustive list is presented:

· ISO/IEC 17000:2004 Conformity assessment – Vocabulary and general principles

· ISO/IEC 17011:2005 Conformity assessment – General requirements for accreditation bodies accrediting conformity assessment bodies

· ISO/IEC 17020:2000 General criteria for the operation of various types of body performing inspection

· ISO/IEC 17021:2011 Conformity assessment -- Requirements for bodies providing audit and certification of management systems

· ISO/IEC 17025:2005 Conformity assessment – General requirements for the competence of testing and calibration laboratories

· ISO/IEC Guide 28:2004 Conformity assessment – Guidance on a third-party certification system for products

· ISO/IEC Guide 65:1996 General requirements for body operation product certification systems

· ISO/IEC Guide 67:2004 Conformity assessment – Fundamentals of product certification

For each of the three bodies mentioned above, an overview of the main ISO/IEC standards will be given. 

[bookmark: _Toc315992495][bookmark: _Toc317156150]Accreditation bodies

The international standard ISO/IEC 17011:2004 concerns the requirements accreditation bodies have to meet in order to assess and accredit conformity assessment bodies. 
In the standard document, references are made to ISO 9000:2000 Quality management systems – Fundamentals and vocabulary, ISO/IEC 17000:2004 Conformity assessment – Vocabulary and general principles and VIM:1993 International vocabulary of basic and general terms in metrology. 

The document starts with some definitions (accreditation, accreditation body, etc…). 

Concerning the accreditation body, following topics are outlined: legal responsibility, structure, impartiality, confidentiality, liability and financing, and accreditation activities. 

Concerning the management aspects of accreditation bodies, general procedures are described, as well as the system how to manage such bodies, which procedures are in place for document control and - for records the accreditation bodies keeps. 
 
Furthermore, the management of nonconformities and corrective/preventive actions are described, and procedures for internal audits, management reviews and complaints are explained. 

Another topic concerns the human resources: personnel associated with the accreditation body and involved in the accreditation processes, the monitoring of the personnel involved and the record keeping of relevant data of the personnel (e.g. qualifications)

Concerning the accreditation process itself, the criteria and the way information should be made available are described. 

Other topics in the standard are:
· the application process,
· the review of the resources,
· the subcontracting and preparation of the assessment,
· the document and record review,
· the on-site assessment,
· the analysis and reporting,
· decision-making and granting the accreditation,
· appeals,
· reassessment and surveillance,
· extending -, suspending -, withdrawing – or reducing the accreditation,
· record keeping, 
· proficiency testing and other comparisons.

A last topic in the standard document describes the various responsibilities of the accreditation bodies and the conformity assessment bodies. 
[bookmark: _Toc315992496][bookmark: _Toc317156151]Certification bodies

The ISO/IEC Guide 65 concerns general requirements for bodies operating product certification systems. 

In this standard various aspects of the certification bodies are outlined: general provisions, organisational – and operational aspects, subcontracting, quality system in place, procedural aspects about granting, maintaining, extending, suspending and withdrawing of the certification, internal audits and management reviews, documentation, record keeping and confidentiality. 

Concerning the personnel involved in the certification body, general as well as specific quality criteria are described.

Other topics include
· the way changes in the certification requirements are dealt with,
· appeals,
· procedures for complaints, appeals and disputes,
· procedures for the certification application
· information how to prepare for the evaluation
· the evaluation itself
· the decision making on the certification
· surveillance aspects
· use of licenses, certificates and other marks of conformity. 

[bookmark: _Toc315992497][bookmark: _Toc317156152]Conformity Assessment Bodies

The main ISO/IEC standard for testing bodies is ISO/IEC 17025:2005 “General requirements for the competence of testing and calibration laboratories”. 

The standard contains five major topics, each with various subtopics. First, the scope of the standard is described. The second and third topics are “normative references” and “terms and definitions”, respectively. 

The majority of the standard is devoted to the topics “Management requirements” and “Technical requirements”. 

Concerning the management requirements, the following topics are described:

· The organizational aspect of the testing laboratory
· The implemented management system
· The procedures to control all documents
· The procedures concerning reviewing requests, tenders and contracts
· Subcontracting of tests/calibrations
· Purchasing services and supplies
· The customer services 
· How to handle complaints
· Controlling nonconforming tests
· Improvement of the management system
· Implementing corrective actions
· Preventive actions 
· Controlling records
· Internal audits
· Management reviews



Within the chapter on technical requirements, the following procedures are explained:

· General procedures
· Personnel involved
· Accommodation and environmental conditions
· Test – and validation methods
· Required equipment
· Measurement traceability
· Sampling
· Handling of test items
· Quality assurance of test results
· Reporting 



[bookmark: _Toc317156153]Phases of a quality labelling and certification procedure

The “Roadmap” deliverable D5.2 within this project described steps required in order to reach a National Level Quality Label or Certificate.

A distinction was made between four main phases, here illustrated in Figure 1:

· Setting the Framework, not to be discussed in this deliverable
· Pre-assessment phase agreeing on the content of the certification is essential to the process of quality labelling and certification. This includes the selection of the criteria / requirements to be tested effectively as well as an in depth documentation on how to interpret them.
· Assessment phase related to the effective testing
· Granting & Maintaining the Label or Certificate

This deliverable will focus phase 3 and 4.

[bookmark: _Toc317156154]Assessment Phase

The assessment phase – at least for the authority driven certification – when an agreement has been obtained and/or a decision is taken on what will be included in the intended session(s) as criteria / requirements that should be validated and on how interpret these criteria.
[bookmark: _Toc317156155]Test Bed

The “test bed” should be as reliable as possible, comparable with “real life” use by the users of the tested application.

One should therefore in principle avoid testing an application in production environment, in a “lab”.
Test Environment

We define the test environment as the set of hardware and devices required to validate the different functions of the applications.

These requirements depend on the functions to be validated during a test session. The average practice configuration should be required, including e.g. a printer, an internet connection, a smart card reader or even a small network in case of testing access management in a multi-user environment.
Test Population

EHR functionality testing can, for some functions, be done in a lab environment on dummy data. EHR functionality testing, e.g. prevention management at practice level, nevertheless requires the presence of a “realistic” practice population, sufficiently large to test performance and sufficiently up-to-date in order to validate e.g. patient recall functions. Statistical functions, e.g. based on the “Yearly Contact Group” is another example where such a realistic test population will be required.

This can be done on copy of a real practice database, provided that patient data are as much as possible de-identified, that secrecy of the data is guaranteed and that, when possible, dummy data are used as defined in the next point (6.1.1.3).





[bookmark: _Toc316815616]Figure 1 Steps to an authority driven national certification
0. Test Patient

In order to increase privacy, tests at individual patient level should be done on “dummy patients”, added for that purpose to the practice population.

Example of functions that can be tested on dummy patients are e.g. creation of a dossier, clinical data entry, recording an encounter and the related data, modification of health items, prescriptions, allergy surveillance, prescribing decision support, structuring a patient file, data export of e.g. a prescription or a patient summary or a referral and many more.

Dummy patients should be ‘realistic’ but does not need to be clinically correct.
[bookmark: _Toc317156156]Test Scenario’s and Test Scripts

Validation of the individual functions of the EHR is done by adding, removing, modifying, displaying test data to the dummy patients and by documenting the changes. These actions are predefined. We call them scripts.

The set of scripts to be executed during a test session is called a “test scenario”.

An example of a test scenario is added as an annex to this deliverable.
[bookmark: _Toc317156157]Assessment Tools Development

Some functions, more especially related to data export, to data exchange needs to be validated against the ‘standard’ syntax. Compliance to the semantic requirements and to structuring of the record need to be tested too. 

Tools may be developed to validate the “messages”. This is the main issue addressed by I.H.E. during the Connectathons.

[bookmark: _Toc317156158]Evaluation of feasibility and appropriateness of the test scenario’s

Draft scenarios should be validated. Do they discover deviations from the requirements, not only deviations from syntax and semantic requirements but also deviations at content level?

One way to do so, for functional testing, is publishing at least one of the scenarios as “test scenario”. Suppliers will surely simulate a test session to validate their application against the criteria. They will surely report abnormalities, supposed errors or not expected results.

This is also what’s done by I.H.E., publishing their “profiles”.
[bookmark: _Toc317156159]Install logistics

Time to prepare the testing as such once the criteria defined and documented, once the test population and test patients prepared, once the test scenarios written and validated and once the assessment tools available.

A service agreement should be signed between the parties, in principle the certification body and the applicant. That agreement specifies the rights and duties of each of the parties involved.

The agreement should address at least the following issues related to the testing procedure and to rules regarding granting the quality label and certification:

· Identification of the authority or organisation that will issue the quality label or certificate
· Identification of the Conformity Assment Body
· The criteria to be validated and the related documentation
· Rules regarding conformity evaluation (full compliance required or the level of compliance required) and documentation of the tests performed on the applications: time available for the complete scenario, software modifications during the session allowed or not.
· The possibility of subscribing more than one test session
· Competence of the Conformity Assessment Body
· Impartiality of the Certification Body and the Conformity Assessment Body. The CAB should not have, during the previous steps, any commercial or service relation with the supplier of the application.  
· Secrecy and confidentiality regarding the application as well as regarding the application
· The right to comment “findings” done by the Conformity Assessment Body
· Possibility and procedure for appeal by the supplier
· Cost of testing (per session) and getting the Quality Label or Certificate
· The commitment to use the Quality Label and Certificate only and solely related to the tested version of the application / module
· The obligation to inform the “authority” of the existence of new version of the application / module
[bookmark: _Toc317156160]Assess the applications

The effective testing is done by the CAB (Conformity Assessment Body), based on an ad random chosen test scenario.

The tested application is used by the supplier or someone chosen by the supplier, in order to be sure that no negative result may be due to usage error.

The effective testing is preferably done in presence of a delegate of the certification body, to reduce contestation.

A copy is made of the test population (with the test patients) before and after the testing, in order to enable reproduction / retesting of a disputed test.

Each step in the scenario is then comprehensively commented and documented, preferably completed with screen dumps.

This is preferably done in an “open approach”, enabling the supplier to request that his comments are added to the test documentation.

A copy of the test documentation is provided to the supplier. The supplier may then be allowed to challenge some of the issues addressed in that test documentation. 

Exported files, lists, messages produced during the tests are copied on a memory device and kept by the CAB.

[bookmark: _Toc317156161]Document conformity or non conformity to the criteria

The CAB should document conformity or non conformity to each of the criteria tested.

This can be done by a yes / no or a more scalable evaluation, e.g. very good, good, moderate, insufficient.

The scalable evaluation is of course more subjective, but most probably facilitates the final evaluation.

The CAB does in principle not advice on granting or not granting the Quality Label or the Certificate. This is the competence of the Certification Body or the Authority governing the whole procedure.
[bookmark: _Toc317156162]Granting and Maintaining the Label/Certificate

The final phase in the process is related to granting and maintaining the Quality Label or Certificate.
[bookmark: _Toc317156163]Decision

The Certification Authority, being it a public authority or any other organisation that offers quality labelling services, finally decides to grant or to refuse the quality label or certificate.

Each country and/or organisation will organise this phase the way it prefers, either or not defined by legal or regulatory constraints.

The Label or Certificate is granted to a particular version of a product or a module, intended to be used in predefined (professional) context and in a defined country or region.

Different requirements / criteria apply for general practitioners, physiotherapists, home care paramedics or e.g. dentists.

Some requirements are “national” or even “regional”, e.g. regarding some administrative issues, regarding applicable standards or knowledge bases, regarding primary and secondary prevention, etc…

The granting of the Quality Label or Certificate will be officially notified to the applicant. That notification mentions clearly name and version of the application, intended user group and geographical area.
[bookmark: _Toc317156164]Motivation

The Certification Authority should preferably motivate a refusal to grant a Quality Label of Certificate.

This can be limited to referring to the test documentation provided by the CAB.

The Certification Authority may provide some “suggestions for the future”, suggestions for improvement, mostly about user friendliness: not about what but about how functions are implemented, at least if not included and defined in the test criteria.
[bookmark: _Toc317156165]Archiving assessment documentation

The complete documentation should be archived. Access to this documentation should be strictly limited to persons authorised by the certification authority. One of the parties authorised to access that information should be the applicant.
[bookmark: _Toc317156166]Appeal and Retesting

Retesting should be foreseen, at least after the first test session. This means that there should be at least one “second session”.

An initial failure is sometimes due to a “misunderstanding” or “misinterpretation” of one or more test criteria. Initial criteria documentation may sometimes be not so convincing.

Appeal during the testing process is yet foreseen and discussed as we foresee:
· the possibility to challenge the CAB interpretation/comment by adding a supplier comment
· the possibility to challenge the initial decision (after the first session).

Appeal against the final decision of the Certification Authority should be possible. The conditions and terms of such an appeal should be part of the agreement discussed in 6.1.5.
[bookmark: _Toc317156167]Validity of the Quality Label or Certificate

As explained, a Quality Label of Certificate is granted to an identified version of an application or module.

All publications related to that Quality Label and Certificate should clearly refer to the qualified version. The version information should be displayed as part of the application name / ID.

The Certification Authority may limit the duration of the validity of a Quality Label or Certificate.

This should be part of the notification as discussed in 6.2.1
[bookmark: _Toc317156168]Withdrawal of a Quality Label or Certificate

A procedure should be foreseen to retest an application and to eventually withdraw a Quality Label or Certificate e.g. after complaints by users proving / suggesting that some of criteria are not or not correctly implemented.
[bookmark: _Toc317156169]Preparing the future

Ideas and suggestions are popping up during test sessions. They should be collected and used as input for future test sessions.



[bookmark: _Toc317156170]Kinds of Quality Assessment Procedure

Quality labelling and Certification can be offered in different way, as documented in Del. 5.2 “Roadmap towards a sustainable Trans-European Certification”.

	Quality Assessment Procedure 
	Attestation granted 

	Third party assessment by a CAB being a public authority or an organisation granted power by a public authority either by law or by regulation. 
	Certificate 

	Third party assessment by a CAB on requirements issued by an organisation not empowered by law or by regulation. 
	Quality Label 

	Self-assessment with an external audit. Conformity assessment is done by the supplier and documented to a third party, being a public entity, a professional organisation or an industry federation. 
	No “attestation”  but a Quality Mark on the product is allowed 

	Self-assessment by vendor who performed testing on his own products and affirms that they conforming to a given set of requirements. 
	Declaration of quality 



[bookmark: _Toc316815617]Figure 2 Overview of kind of quality attestations

Quality Labelling and Certification can be implemented in different ways, mainly depending on who drives the process.

We are defining a “market driven” certification or quality labelling as a process where market players, suppliers, are requesting a quality labelling and where “service provider” are offering a procedure to get that quality label.

Its opposite is the “authority driven” certification which is enforced by legal or regulatory mean by an authority, a public (health) authority or a professional authority, e.g. a National General Practitioners association as in Ireland.

Two different types of market driven certification / quality labelling may be distinguished: the independent / expert driven quality labelling and the industry driven (and controlled) quality labelling.

Industry driven quality labelling focuses more and are more suitable approaches for the “Quality Mark” and the “Declaration of Quality” approach, even if some initiatives has at least the ambition to grant real “Quality Labels”.

The EuroRec approach can be considered as an “independent market driven” approach.

IHE and Continua are, as illustrated in Chapter 8, clearly “industry controlled market driven” initiatives.

The cross-border level – for each of these approaches – will mainly be reached / favoured, at least for functional testing, by using the same descriptive language to formulate criteria / requirements to be fulfilled.

The “data exchange” of “interoperability” cross-border level will mainly be reached / favoured through market driven initiatives, considering the absence of an “European Authority”.

[bookmark: _Toc317156171]Documentation of existing “authority driven” certification

We are describing in this section the actual quality labelling and/or certification procedures in place in a number of countries which are “authority driven”. 

The “authority driven” quality labelling and certification is in principle national and slightly different (at least content wise) for each of the countries listed. We are documenting similarities and differences between the different countries.

Authority driven and market driven quality labelling and certification de facto coexist in several, most of the countries.

Countries identified with an “authority driven” certification are:
· Austria
· Belgium
· Denmark
· France
· Ireland
· Portugal
· Serbia

This certification not always addresses complete EHR systems. Certification is e.g. limited to prescribing medicinal products in France[footnoteRef:1] and Portugal or to standard data exchange in Austria. In opposition to Denmark where a large set of separate certifications address data exchange as well as some functional aspects. [1:  There is also a certification for chronic disease management systems, not documented in this deliverable.] 


Belgium, Ireland and Serbia are the three countries with the most comprehensive EHR systems certification, though sometimes limited to a particular group of health care professional users: General Practitioners in Ireland, several health professions in Belgium, hospital as well as primary care centres in Serbia and a large set of separate certifications in Denmark addressing data exchange as well as some EHR functions.

We are documenting for each of the countries the following aspects:
· Who initiates / initiated the process of certification?
· Legal or Regulatory context, if any
· Domain addressed by the national certification
· Is the certification compulsory, optional and/or incentivised
· Involvement of different stakeholders
· National scenario(s)
· Effectively granting the Certificate
· Appeal procedures
· Possible contractual commitments related to the Quality Labelling and Certification


[bookmark: _Toc317156172]Austria[footnoteRef:2] [2:  Documentation provided by dr. Ir. Stefan Sauermann, Technical University Vienna] 

The described certification for software for resident doctors in Austria has developed over the past years and is still evolving further. The discussion is ongoing and there may be further cooperation with other partners in the future, as the national EHR project ELGA evolves further.
[bookmark: _Toc312954951][bookmark: _Toc317156173]Initiation of the process
The process was initiated in cooperation of the Austrian social insurance providers and the chamber of doctors. The main focus was on reimbursement functions of the software and on the ability to export patient data in a standardised format. Recently functions of the Austrian national electronic insurance card (e-Card) have been added. 

[bookmark: _Toc312954952][bookmark: _Toc317156174]Legal Context (if any)
The requirement for certification of the reimbursement functions of software is included in §340 of the “general social insurance law” (Allgemeines Sozialversicherungsgesetz, ASVG). 
The other elements of certification are not legally mandated. However there exist contracts between the chambers of doctors and the social insurance providers regarding that issue. 
[bookmark: _Toc312954953][bookmark: _Toc317156175]Domain of quality labelling and certification
The following functions are included in the certification: 
· Reimbursement functions: The software needs to be able to generate the reimbursement data as required by the ASVG.
· Export of patient data: All software products need to be able to export patient data in a standardised form so that it can be re-imported into other software products in the event that a customer changes from one software product to the other.
· Connectivity to the e-Card system: If the software offers e-Card connectivity, this functionality is mandatory to be certified.
· Other functions like an economy-tool for prescribing, ABS (Arzneimittel-Bewilligungsservice, “prior authorization of reimbursement by medical staff of the health insurance”) are optional elements for certification.
[bookmark: _Toc312954954][bookmark: _Toc317156176]Compulsory, optional and/or incentivised
[bookmark: _Toc312954955]There is no incentive for certification. A list of certified products is published regularly in the internet.
[bookmark: _Toc317156177]Involvement of stakeholders
The social insurance providers together with the chamber of doctors are the owners of the present certification process. Discussions are on-going with software vendors. Additional contacts have emerged to the national EHR project ELGA, but there is no involvement at the moment. 
ProRec Austria has actively entered the discussion process and all relevant stakeholders have taken part in a number of workshops. 
[bookmark: _Toc312954956][bookmark: _Toc317156178]Scenario
Vendors first need to register for certification, providing a set of required information including documentation about the software product and a description on how the product will be continuously maintained. 
At the first certification of a product the product is then tested by a certification team at a testing session.  
The following items are tested:
· Entering data about patients and medical procedures as in the provision of care
· Generating the procurement data sets
· Formal and logical audit
· Audit of procedural and error logging functions
· Audit of data quality by comparing to central medication data

Depending on the type of test, testing data is made available during the test. The exact choice of test cases is decided by the certification team at the time of the testing session. Only a subset of tests will be performed at the testing session. 

Recertification of a software product becomes necessary in the following cases: 
· the certification criteria change significantly
· errors of a software product are detected during routine operation
· new functionality that needs to be certified is added to the software product

The procedure for recertification is the same as for the initial certification.
[bookmark: _Toc312954957][bookmark: _Toc317156179]Granting the Certificate
In case the test was successful, a certificate is issued on paper and handed over to the software vendor. Copies are distributed to some relevant stakeholders (Chamber of doctors, chamber of commerce, …). The certificate is valid for the tested software product only, and only for the functionality that was tested.

Additionally a unique ID of the certificate is issued. This ID needs to be communicated by the product so that communication partners are able to trace which software version generated which data. 
[bookmark: _Toc312954958][bookmark: _Toc317156180]Appeal procedure
There is no appeal procedure.

[bookmark: _Toc312954959][bookmark: _Toc317156181]Contractual Commitment
[bookmark: _GoBack]During registration the vendor company needs to sign a contract that it will comply to the procedures that are defined for the certification process and for further maintenance of the product.






[bookmark: _Toc317156182]Belgium[footnoteRef:3] [3:  Documentation provided by Dr. Jos Devlies, ProRec-BE and EuroRec] 


We are not reporting on the assessments of administrative and billing systems done by the National Health Insurance Institute and the National Sick Fund Organisations. 

These assessments are limited to the validation of specific messages related to third party payment of specialised, hospital care as well as private and hospital pharmacy services.
[bookmark: _Toc317156183]Initiation of the process

Quality Labelling and Certification was a joined initiative of the Ministry of Health and representatives from the specialised industry (the providers) as well as from health professional organisations.

The market in the 90’s was very fragmented (> 50 different GP systems, sometimes “kitchenette software”) with discontinuation of some providers. There was at the same time the need to organise / standardise data exchange, more especially of lab data, yet existing since the late 80’s.
[bookmark: _Toc317156184]Legal Context (if any)

The quality labelling and certification is based on a Declaration of the Minister of Health in 1997 defining the main functions of an EHR. ProRec-BE was asked to translate these functions into “Technical Implementation Requirements” (1998-1999).

This resulted in a Law of 25 January 1999 defining that “His Majesty may define minimal criteria to be met by software applications managing the electronic medical and electronic nursing records in order to be homologated by the Minister of Health”.

The law enumerated a number of aspects (not limitative) to be addressed:
· The functional processes
· The medical and nursing datasets used internally and their exchangeability
· Structure of the record
· Codes and Coding Systems
· Clinical decision support (diagnosis and prescription)
· The patient data to be sharable
· The patient identification
· The billing and reporting to the health insurance institute.

The law empowered the Ministry to define incentives: “Health professionals recording patient data and transforming anonymous data to the Ministry and the National Health Institute may be granted a subvention”.

The Law of 21 August 2008 assigned the responsibility for quality assessing healthcare software to the “eHealth platform”, a public organisation created by that law providing health IT services to the healthcare organisations and the health IT industry.

The eHealth Platform is assigned responsibility without being “accredited” by an accreditation body. This means that e.g. the procedures weren’t validated against international standards.



[bookmark: _Toc317156185]Domain of quality labelling and certification

Certification of health IT systems has been organised for different health professions, mainly for private care providers: general practitioners, home care nursing, private physiotherapists, speech therapists and dentists.
[bookmark: _Toc317156186]Compulsory, optional and/or incentivised

None of suppliers of Health IT applications is obliged to submit its product to quality labelling and certification. It is neither forbidden to use a non certified application.

The authorities choose to influence the market by granting a subvention to the users of certified / homologated applications[footnoteRef:4]. This resulted in a disappearing of the other systems. [4:  This is an interpretation of a Legal provision. The law defined that a subvention can be granted to physicians providing anonym data to the Health Authorities, e.g. National Health Insurance Institute or to the National Health (Research) Institute.] 


The incentive is not yet based on effectively delivering some data or on “effectively” using the applications correctly and intensively.
[bookmark: _Toc317156187]Involvement of stakeholders

Quality Labelling and Certification of EHR systems in Belgium have a long history of intense cooperation between mainly the health authorities, health care professionals (users) and suppliers of the systems.

ProRec-BE, representing suppliers and users, translated the functional specifications defined by the Ministry into a set of technical implementation criteria. 

A proposal for new functional requirements is made by the Ministry before each test session, previously yearly but now in principle every two years, based on what they expect systems should provide, considering of course expectations from the users too.
[bookmark: _Toc317156188]Scenario

The scenario follows largely the “standard” scenario as illustrated in chapter 5.
Pre-assessment phase

A selection is made of EHR functions or processes to be tested. This selection is made by a steering group of user representatives, the National Health Insurance Institute, the Ministry of Health and the eHealth Platform, responsible for controlling compliance of the applications.

ProRec-BE is representing the specialised industry to give a first indication about feasibility of the proposal. 

The functions are then translated in “verifiable” quality criteria. Each of the criteria is appropriately documented. Some of the criteria are selected as mandatory and to be verified while others are labelled as “nice to have”. For some criteria “auto evaluation” is accepted with ad random verification. This is mostly the case for criteria yet validated during previous certification procedures.

The list of criteria is send around to the suppliers. These criteria are ideally accompanied with an appropriate but not always final documentation for each of the criteria as well as regarding the quality assessment procedures. 

The suppliers can make comments or request complementary documentation. A Q&A service is made available to the suppliers.

Final selection is then negotiated during a “general assembly”, all the suppliers being invited together with representatives of the National Health Insurance Institute, the Ministry of Health, the eHealth platform and of representative user organisations.

The eHealth platform issued subsequently a tender to select a CAB (Conformity Assessment Body). The CAB will be responsible for the testing and take the lead of the assessment phase.
Assessment phase
Test Context

The CAB defines the context of the future certification procedure considering – if useful – previous certification procedures and the selection of the criteria to be tested. 

The first step is defining the “test population” to be installed / to be present on the hardware of the supplier that will be used for testing the application as well as the definition of test scenarios[footnoteRef:5]. [5:  The tested population for the Certificate 2010-2011 was expected to contain at least 500 “real patients” originally with a recent contact enabling to identify a real “yearly contact group”. The test population was requested to be anonmymous by scrambling all identification data: males of +18, females of + 16 and children. The population should contain at least 5 patients with a chronic disease having at least 5 patient contacts before the test session. The population should also contain at least 3 patients entered by at least two different users / healthcare professionals.] 


The test population was then completed with 12 “fake” patients, to be entered into the “practice population”. These twelve patients were then used for performing the tests.
Test Scenario

The CAB is also responsible for writing appropriate test scenarios. The test scenarios are composed of “scripts” validating one or more criteria.

Some of the scripts are validating – en passant – some of the AE (Auto Evaluation) criteria and may highlight unexpected problems of compliance to these criteria.

The test scenarios require some upfront validation on feasibility and appropriateness.

A test scenario includes also the availability of compliant data / documents to be integrated in the patient files, if required by the scenario, e.g. a lab report, an imaging report etc….

An example of a Test Scenario (in the national languages) is appended to this deliverable.
Test Logistics

The “authorities”, in Belgium the eHealth Platform is meanwhile setting up the logistics

· Collecting the inscription, based on a free decision of the supplier and being a real contract defining rights and duties of the different parties, also describing the process, the number of sessions allowed and eventual appeal possibilities in case of non-agreement.
· Making the appointments for the on-site testing.

The logistics encompasses also:

· the collection of the declaration of the supplier that his application meets the auto-evaluation criteria
· the collection of the service level agreements to be signed by / with the users and of the new versions of these agreements in case changes were required by the authorities.

Another aspect relates to financing the whole process.

· The costs related to setting the context (documentation, test scenario definition, test patients) is funded by the eHealth Platform.
· The costs related to the personnel of the eHealth Platform, the Ministry of Health and the Health Insurance Institute are to be supported by each of the organisations.
· The costs related to the effective testing are to be paid by the suppliers: 3.000€ for the first session tests, 2.500€ for a second session test.
· The costs for the vendors to adapt their applications, to attend preliminary meetings and to submit their application to a test session are to be supported by the suppliers.
Assessing the applications

The effective testing of the application is done “on-site”. The eHealth Platform has the right to delegate an observer (what happened in most of the cases). The supplier may delegate up to four persons. 

The supplier decides who executes the test scenario, under his responsibility.

A status of the patient population is archived at start and at the end of the test session.

Individual criteria are as much as possible documented with screen captures.

Remarks and findings are recorded in the scenario. The supplier has the right to add comments to the recorded remarks and findings.


Documenting conformity

A written report is made after over viewing the remarks and finding registered during the test session and after analysing the documents produced by the system, e.g. the patient summary (SumEHR: Summary Electronic Health Record) or electronic order forms.

The documentation includes a proposal for evaluation of the conformity to each of the individual criteria. 4 levels were used, based in a colour code:

· Dark Green		nearly perfect, no essential errors
· Light Green		not perfect, some important remarks nevertheless
considered as sufficient for granting the certificate
· Yellow			serious errors, to be evaluated by the eHealth
platform
· Red				clear failure to meet the tested criterion

The CAB did not provide any advice regarding the application as such. That’s the authority of the competent authorities, being in this case the National Health Insurance Institute.
[bookmark: _Toc317156189]Granting the certificate
Granting authority

The Health Insurance Institute is finally the authority granting the Certificate to an application and assuring meanwhile that the users of that system will be entitled to receive the incentive (National Subvention) for using quality labelled health IT applications.
Granting limitations

The Certificate is granted for a defined version of the application and remains only valid until the next certification session organised by the health authorities.

Major new versions should be submitted spontaneously for retesting.
User incentives

The user requesting the National Subvention produces using his application an electronic request to the National Health Insurance Institute. A form needs to be produced by each individual user. The form needs to mention the version of the software used by that user.

The actual incentive is 830€ per user using a certified application.

The focus of the incentive is expected to move more in the direction of effectively using in a measurable way the applications rather than linked to have such an application installed.


[bookmark: _Toc317156190]Appeal procedure

The supplier has the right to comment the findings documented by the CAB, not only in case of failure, any time. The CAB will respond within a reasonable time. This should enable the supplier to adjust his application either for the current labelling session or for future sessions.

The supplier has the right to request one or more retests within a given time span, the number of retests being defined at the start of the procedure.

The supplier has, beside usual legal rights to dispute decisions taken by the authorities, the right to contest the decision taken by the National Health Institute.

The case did not occur until now.
[bookmark: _Toc317156191]Contractual commitments

The Certified EHR systems needs to distributed to the users of the system within three months after being granted the certificate.

The supplier needs to meet pre-defined minimal support and maintenance levels. The rights of the users are guaranteed in the SLA (Service Level Agreement), based on a standard agreement suggested by the authorities.



[bookmark: _Toc317156192]Denmark[footnoteRef:6] [6:  Documentation provided by Mr. Morten Bruun-Rasmussen, Mediq and ProRec-DK] 


[bookmark: _Toc315114775][bookmark: _Toc317156193]Initiation of the process

In Denmark Quality Labelling and Certification of eHealth systems was introduced in 1995 and today we have more than 15 years of experience. Today the Quality Labelling and Certification is a natural part of defining the technical specification for new electronic messages.

Quality Labelling and Certification is performed in four areas:

1. EuroRec Seal (Hospital EHR systems)
2. Messaging (>100 profiles for exchange of data between GP’s, Hospitals, Municipalities, Pharmacies, Laboratories and other)
3. Functional test of ICPC-2 in EHR systems used by General Practitioners
4. Functional and technical test for updating a Shared Medication Records from all relevant eHealth systems (EHR systems, social care system and others)

[bookmark: _Toc315114776][bookmark: _Toc317156194]Legal Context (if any)

The Quality Labelling and Certification in Denmark is mainly market driven. The exception is ePrescription which are mandatory by law and updating the Shared Medication Record.

The exchange of data is very complex as the communication is many too many, with can affect a lot of errors in the implementation. To ensure a national uniform health professional and technical implementation of standards for the exchange of data it is necessary to test and certify the involved systems.

The introduction of Quality Labelling and Certification was introduced in 1995 as a service for the vendors (and end users) to establish a better quality of the data which are exchanged in the health care network.

[image: 399]
[bookmark: _Toc316815618]Figure 3 The Danish Health Care Network. Messages per. month
Today more than 5 million messages per. month are exchanged in the Health Care Network.


[bookmark: _Toc315114777][bookmark: _Toc317156195]Domain of quality labelling and certification

The focus of the Danish Quality Labelling and Certification is on data exchange and data sharing between healthcare professionals. 

This includes the functionally needed to be able to share related information and to produce the appropriate messages, e.g. an application needs to be able to produce a correct prescription and to manage medication before being able to export an electronic prescription (document).

We have, complementary, a take-up of some quality labelling linked to the EuroRec Seal.
[bookmark: _Toc315114778][bookmark: _Toc317156196]Compulsory, optional and/or incentivised
It is mandatory to test and certify eHealth systems which have a function for ePrescription or a medication (updating the Shared Medication Record). It is fee to use all other eHealth systems or modules.

The result of the test and certification is published on a web-page. This information is used by the buyers and today it is not possible to stay as vender on the market with an eHealth solution, which is not certified for the relevant communication standards.

[image: ]
[bookmark: _Toc316815619]Figure 4 The result of the test and certification is published
[bookmark: _Toc315114779][bookmark: _Toc317156197]Involvement of stakeholders

The Danish health authorities, the vendors and the buyers are all aware of the test and certification process. The number of functions and modules are growing each year and new areas are mainly incorporated by all new development.

Most of the test and certification is for the correct implementation of technical standards for the exchange of data (technical and semantically interoperability). This test is done by MedCom (www.medcom) who has a dedicated test-centre. However more and more test and certification are including functional testing. The ICPC-2 and the exchange of medication data with the national Shared Medication Record is include both a technical and a functional test.

ProRecDK/MEDIQ is doing the test and certification of the EuroRec Seals. The work is recognised by the authorities, the vendors and the buyers but there is no plans to make the test and certification mandatory. Like other areas the test and certification of EuroRec’s functional statements must be agreed by market.
[bookmark: _Toc315114780][bookmark: _Toc317156198]Scenario

All test certification processes are documented but depends on the area to be tested.

ProRec DK have developed a guideline, which describes the process for test and granting the EuroRec Seal.





[bookmark: _Toc316815620]Figure 5 A guideline for granting the EuroRec Seal have been developed

The test and certification is based on the vendors self assessment and validation. The guideline describes:

· Test environment
· Test scenarios
· Test data
· Conformance criteria’s
· Schedule
· Phase I: Self evaluation
· Phase II: Validation

[bookmark: _Toc315114781][bookmark: _Toc317156199]Granting the Certificate

All results are published on a web-page. The following status colours are used:

· Approved (Green)
· In progress (Yellow)
· Not approved/not started (Red)

For a successful test of the EuroRec Seal a certificate is granted.
[bookmark: _Toc315114782][bookmark: _Toc317156200]Appeal procedure

There is no formal appeal procedure defined and until now it has not been necessary.
[bookmark: _Toc315114783]

[bookmark: _Toc317156201]Contractual Commitment

A written agreement (contract) is made between the test/certifying organisation and the vendor. The contract is describing the test/certification to be done and the eHealth system.

In some cases the test and certification is a part of national project. For example the national Shared Medication Record project pays all vendors appx. 30.000 EUR to implement the service and update the system by all existing customers. This payment is dependent on a positive test/certification.


[bookmark: _Toc317156202]France[footnoteRef:7] [7:  Documentation provided by François Wisniewski, Centre Henri Tudor, Luxembourg] 


Quality Labelling and Certification in France is an example of “modular certification”, certifying a particular module or function of the EHR system, more especially related to prescribing medicinal products.

This section is based on the documentation available on the website[footnoteRef:8] of the HAS – Haute Autorité de Santé - and specifically the document “Référentiel de certification des logiciels d’aide à la prescription”[footnoteRef:9]. [8:  http://www.has-sante.fr/portail/jcms/c_576417/referentiel-de-certification-par-essai-de-type-des-logiciels-daide-a-la-prescription-en-medecine-ambulatoire]  [9:  http://www.has-sante.fr/portail/jcms/c_576398/referentiel-de-certification-des-logiciels-daide-a-la-prescription] 

[bookmark: _Toc317156203]Initiation of the process

The health authorities decided to initiate a process of certifying the decision support systems when prescribing medicinal products.
[bookmark: _Toc317156204]Legal Context (if any)

The certification of prescribing support software is provided by the Code of Social Security in the following articles:
· Article L. 161-38: The HAS is responsible for establishing a certification process for prescribing support software that has to comply with a set of rules of good practice. It ensures that the software can directly prescribe in international non-proprietary name, display product prices at the time of prescription and the total amount of the prescription and include information relating to their manufacturer and the nature of their funding. As of 1 January 2006, this certification is implemented and delivered by an accredited body certifying compliance with the rules of good practice issued by the HAS.
· Article R. 161-75 (from Decree No. 2004-1139 of 26 October 2004 related to HAS): The HAS shall determine the rules of good practice to be followed by prescribing support software for which the certification referred to in Article L. 161-38 is requested. It defines the terms of this certification.

The health authorities decided that the applications should be certified and selected at the same time the Certification Body.
[bookmark: _Toc317156205]Domain of quality labelling and certification

Prescribing support software is an individualized program, which at least one feature is a decision support assistance when prescribing medicinal products.
The certification of prescribing support software aims to promote the features likely to:
· Improve the safety of the prescription;
· Facilitate the work of the prescriber and to promote regulatory compliance of the order;
· Reduce the cost of treating the same quality.
[bookmark: _Toc317156206]Compulsory, optional and/or incentivised

To certify software offering prescription support in ambulatory medicine, each supplier shall apply for certification from an accredited certification body. This certification is voluntary made by the supplier. It does not restrict access to the market.

[bookmark: _Toc317156207]Involvement of stakeholders

In developing this certification, the HAS has established working groups. The working group "référentiel" was charged to elaborate a list of criteria for certification. The group met from June 2005 to March 2007. It was composed by: suppliers of private practice software, suppliers of drug database, experts in information systems, users, a representative of the Afssaps, a representative of pharmaceutical vendors. Depending on the topics discussed, the group could meet in the absence of users.

The identified criteria were examined by the working group "référentiel" according to:
· their technical feasibility;
· their relevance in facilitating the work of the prescriber;
· their relevance in improving the security of the prescription;
their relevance in reducing the cost of treating the same quality.
[bookmark: _Toc317156208]Scenario

Pre-requisites for application for certification

A supplier willing to certify its software has to apply a demand to an accredited certification body.
The application includes a commitment to honour of the company to know and respect the terms of the certification.

In order to apply, the supplier must 
· specify the drug database on which the product use. This drug database must be approved by the HAS; 
· commit to comply with a list of criteria for certification during the complete period of validity of the certificate. The commitment to these “criteria list” is a prerequisite for the certification. These criteria are not controlled by tests on the day of the audit. Any person may report to the certifying body a failure to comply with this commitment to the audited version and later versions. The lack of respect for one of these criteria by the editor causes the withdrawal of the certificate;
· commit to provide an operator to perform the tests during the audit. This operator must have a good knowledge of the software to ensure that the handling of software is effective and that the features are properly tested. The results will thus be indicative of a correct use of the software tested. The supplier can only mandate a single operator. One and only one other representative of the supplier of the software can possibly attend to the test.
Test scenario
The test is on criteria that can be checked by test. The commitment to the “criteria list” is no controlled during the test, but a lack of commitment can be found during the test.

The duration of the test is set to 1 day / man for each pair software / drug database tested. The location of the test session is chosen by the supplier of the software. Before the test, the supplier of software installs the specimen (patient files) to be certified, with the drug database, on its IT material connected to the Internet via DSL (or better) and a printer.

The test is conducted by an auditor authorized by the certifying agency assisted by the operator delegated by the supplier of the software. The auditor is a doctor with an experience of electronic prescribing activity for at least 2 years after his medical thesis.
The auditor has test scenarios and an audit grid to note for each test if the result is consistent with the expected result. If non-compliance is determined, it must be documented with screenshots. At any time, the auditor may ask to manipulate the computer himself and to be guided in its manipulation by the operator. The supplier of the software cannot provide corrective action on the software code during the test.
The test should be completely done on the computer which all of the components of the software and the drug database have been installed. When making the test, the drug database declared in the application package for certification of the software must be the only source of information on the drug outside the software.

To obtain a satisfactory result to the test, a number of information is gradually stored in electronic record created during the test. It is the responsibility of the operator designated by the supplier of software to ensure that, during testing, this information is entered in the appropriate fields and in a proper coding in order to show automaticity and effectiveness of the prescription security features. In tests, any prescription printed is deemed to have actually been prescribed to the patient in the simulated situation. The operator must have full administrative rights on the computer where the software has been installed.

During the test, the auditor noted the version number of the drug database and the various programs within the software. All component of the software must be consistent with those indicated on the application of the software. The editor of software provide the auditor one or more CD or DVD and documentation for reinstalling the software identical to that used during the test session, including the drug database used.

The test results determine the award of the certificate. If it fails a test, the auditor shall take one or more screen shots to document this failure. These screen shots will be included in the report of the test. The certificate means that the software has been able to pass without failure every test sequences even if those sequences are caused by different scenarios. The audit arrangements with the test scenarios are specified on the website of the HAS. 
Documenting conformity

The auditor shall prepare the test report type and send it to the certifying body. The CD or DVD with of the installation test specimen will be kept by the certifying body at least during 5 years.
The test report is submitted to the editor by the certifying body.
According to its assessment objectives of this certification, the HAS may request certification bodies complete and nominatives audit reports.


[bookmark: _Toc317156209]Granting the Certificate

The type test certification applies only to a specimen of a certain version of the software at a given time: thus there is no surveillance audit or renewal.

The certification decision is taken under the provisions of EN 45011. It must be notified 15 working days at the latest after the end of the audit.

The certificate granted shall include the following:
1. the name of the software, the version number (also of the components)
2. the name and version number of the drug database
3. the name and version of the operating system on which has been certified the software
4. the sentence "certified for prescribing support functionality according to the requirements of the HAS for June 2008 ";
5. logo, contact details and mark of the certifying body;
6. date of issuance of the certificate and expiry date subject to the publication of a new repository by the HAS;
7. the certificate number;
8. identification of the holder;
9. Product name and version number;
10. reference to accreditation of the certifying body by the Cofrac according to the rules in force;
11. "The certificate applies only to the sample tested";
12. the date of publication of the grid tests used;
13. the number of cleared scenario for each test sequence in the test.
[bookmark: _Toc317156210]Appeal procedure

Remedies from the supplier are established by the certifying body. They operate in case of disagreement with the decisions of the latter. The supplier is informed of the remedies before contracting.
The certifying body should have an impartial and competent part to hear appeals submitted by candidates for certification or certification recipients. The appeal must be reviewed by other persons than those performing the test.
[bookmark: _Toc317156211]Contractual Commitment

The certificate is valid for a period of three years unless the HAS published a new certification before the end of that period. In this case the certificate is valid until the publication of the new version of the certification.



[bookmark: _Toc317156212]Ireland[footnoteRef:10] [10:  Documentation provided by Mr. Tony Kenny, ProRe-IE] 


Certification of Health Informatics systems in Ireland is largely focussed on GP systems. The GPIT (General Practice Information Technology) subcommittee of the Irish College of General Practitioners (ICGP) drives the initiative. This is the body that accredits all GP’s who wish to practice in Ireland. Therefore, it is very authorative and influential amongst the GP community. 

As a certification body in its own right, the ICGP has a statutory relationship with the Department of health. Therefore, the GPIT group has strong authorative lineage. The GPIT group take a very active role in promoting the use of Electronic records/practice management systems amongst the GP community. They operate a scheme of funded GP trainers – who organise user training and awareness sessions. 
[bookmark: _Toc317156213]Initiation of the process

The root of the GPIT certification arose from a general DOH initiative to promote the usage of IT systems by GP’s. This was backed up by a range of grants (circa €1500/3000 per practice doctor). 

In that context, the advantages of having certified systems had a direct appeal to the funders – but also to the trainers. However, this awareness only arose after an experience of a free for all – where GP has purchased solutions without much guidance from anyone. 

With that history, there is a widespread acceptance of the value of certification amongst the GP community. This feeds back into vendor acceptance of the process.
[bookmark: _Toc317156214]Legal Context (if any)

There is no formal statutory basis for the certification of health informatics products in Ireland. The main body that promotes/measures quality and safety metrics is the Health Information and Quality Authority (HIQA). Certification is not currently within their scope of practice. But the potential impact of new patient safety may change that. It would be very important to develop awareness of certification/quality labelling that HIQA would adopt a leadership position on this.
 
The current arrangements are informal- but widely accepted in the GP community. The same process will need to occur in all the other niche markets that make up the total of the health informatics. The current program of fiscal austerity is not very conducive for promoting awareness of the benefits of quality labelling and certification. 

Planned developments under the overall heading of Patient Safety may well provide the motive force to stimulate interest in quality labelling and certification. There has been a lot of discussion/confusion surrounding the potential impact of the immanent Medical devices directive on the need for certification of systems deployed in a health context. The argument appears to resolve around the need for certification of user developed/user adapted solutions in hospital and other clinical settings. The case is made that these do not interact directly with patients. But a counter argument – presented at the recent HISI conference[footnoteRef:11] – strongly argued that if a system interacts with a medical device i.e. passes it a piece of patient identification data, then it falls within the scope of the directive.  [11:  Can Software be classified as a Medical Device – FJ Maxwell] 


The outcome of this argument has many implications on the need for certification/ quality labelling or risk assessment on quality measurement. 

[bookmark: _Toc317156215]Domain of quality labelling and certification

The main domain for quality labelling and certification is General Practice’s systems. There has been some move towards adopting common national standards for interoperability messaging (HL7 v2.4).

[bookmark: _Toc317156216]Compulsory, optional and/or incentivised

The current certification arrangements are essentially optional. However, they are sustained through the informal arrangements where GP’s are incentivised to procure practice management systems, which are quality labelled (EuroRec Seal Level 1).
[bookmark: _Toc317156217]Involvement of stakeholders

GPIT are the core stakeholders- as they perform the quality labelling review of the various software products (four such solutions have been certified to date).  

The other main stakeholders are:
· The general GP community
· The Health Service executive- who  fund the acquisition of GP practice management systems

The Health Information and Quality Authority (HIQA) have a deep interest in quality standards in health informatics – but so far, they have not played a direct role in quality labelling work. 
[bookmark: _Toc317156218]Scenario

The root of the certification project grew from actual user experiences of trying to deploy practice management systems. While the motives behind supporting GP’s to adopt such systems were well intended, it led to a great deal of confusion – over what the real intent of this investment was. The focus in the early days was mainly on hardware – with little consideration of how to use the various software solutions effectively.

The standard operating profile of many GP’s was largely paper based. (Probably still is). However, recognition of the need to encourage effective use of these tools rapidly occurred to senior though leaders amongst the GP community. The existence of good informal relationships in the relatively small health informatics in Ireland. So the GPIT group were introduced to the work of EuroRec and their certification efforts. This led to a rapid confirmation of interest/ agreement to the EuroRec seal certification process. 
[bookmark: _Toc317156219]Granting the Certificate

The process followed one of the standard pathways outlined by EuroRec:

· Self-certification by vendors ( 4 in total)
· Quality assessment by the GPIT team – based on the Eurorec Seal functional profiles
· Final audit and confirmation by the EuroRec team 

The certificates were awarded at the annual Health Informatics Society of Ireland meeting in 2008.

[bookmark: _Toc317156220]Appeal procedure

There is an appeals procedure provided for in the EuroRec process. However, this did not arise in Ireland so far.

[bookmark: _Toc317156221]Contractual Commitment

There is a commitment that each vendor delivers the certified versions of the software to their customers, within 3 months of receiving the quality label. They also undertake to self-certify that all patches/software upgrades to the labelled version sustain the certified functionality.

There are some preliminary discussions with GPIT about extending the process to award the EuroRec Seal level 2. 





[bookmark: _Toc317156222]Portugal[footnoteRef:12] [12:  Documentation provided by Mrs. Lilia Marques, ACSS, Portugal] 


Quality Labelling and Certification in Portugal is an example of “modular certification”, certifying a particular module or function of the EHR system, more especially related to prescribing medicinal products.
[bookmark: _Toc312955001][bookmark: _Toc313975239][bookmark: _Toc313975457][bookmark: _Toc317156223]Initiation of the process

In Portugal, ACSS – Central Administration of Health System is the public institution driven the national certification process for software products to be used by healthcare institutions of Health System.

Following the law that enshrines the prescription requirement by international non-proprietary name of the active substances and the right of choice of the patient of generic medicinal product provided that the doctor does not oppose, the Legal ordinance n. 1501/2002 of December, 12th and Order n. 7330/2003 of April, 15th introduced the medical prescription model produced by electronic means and its regulation.

Starting up on that legislation, a certification of software products to support electronic prescription of medicinal products started on 2006 with a very “home-made” requirements definition process made by ACSS.

Since 2009, in the scope of its legal competences, ACSS has been designing and implementing a new certification process that ensures conformity assessment against requirements related to the quality management system, interoperability with the national information systems, namely to identify patients through the national patient registry or the national database of prescriptions, as well as fulfilment of technical and legal requirements for ePrescription of medicines.

The process is designed to cover new areas in the field of Primary Health Care like prescribing additional diagnostic tests, therapeutic acts or specialized consultations.
[bookmark: _Toc312955002][bookmark: _Toc313975240][bookmark: _Toc313975458][bookmark: _Toc317156224]Legal Context (if any)

The XVIII constitutional governmental programme expressly mentions that “the National Health Service realizes a health policy focused on citizens and more and better health-oriented” and that one of the priorities in the area of health is taking steps to have “a NHS- National Health Service - sustainable and well managed”. With regard to drug policy the programme establishes that the system of co-payment of medicines should be directed "to get better equity and more value for all citizens”.

For purposes of NHS cost sharing and pursuing those politics of medicines consume rationalization, the prescription of medicines done by informatics means is mandatory since August 2011, as defined by Decree Law n. 106-A/2010 of Oct., 1st and Legal ordinance n. 198/2011 of May, 18th. This determination is also included in “Troika Memorandum of Understanding with Portugal”[footnoteRef:13] measure 3.55. [13:  Portugal: Memorandum of Understanding on specific economic policy conditionality, of May 2011 ] 


Currently, despite the prescriptions being sent to a national database, the cycle of the electronic prescription is not entirely implemented yet, since the conditions for the pharmacies electronically access prescriptions and carry out their electronic dispensing are not yet available.
[bookmark: _Toc312955003][bookmark: _Toc313975241][bookmark: _Toc313975459]

[bookmark: _Toc317156225]Domain of quality labelling and certification

Software products to support electronic prescription of medicinal products, since the cost of medicinal products is to be supported by the NHS, no matter where it will be installed whether at hospitals, primary healthcare centres, GP office or private institutions.

This includes technical and legal functionalities, interoperability with national patient registry for retrieving patient identification, national prescription database for sending prescriptions produced and quality management system assessment for guarantying capacity of supplying software product that meet certification requirements on a continuous and systematic way.
[bookmark: _Toc312955004][bookmark: _Toc313975242][bookmark: _Toc313975460][bookmark: _Toc317156226]Compulsory, optional and/or incentivised

For the medicinal products that are reimbursed by the NHS (cost shared) is required that the prescription is produced by electronic means. The suppliers are obliged to ask for certification of their software product. There are no financial incentives for its use.
[bookmark: _Toc312955005][bookmark: _Toc313975243][bookmark: _Toc313975461][bookmark: _Toc317156227]Involvement of stakeholders

Stakeholders like Order of physicians, Order of dental physicians, Order of pharmaceuticals and Pharmacy associations were involved at the time of law development. The national authority for medicines and health products has been involved, namely as responsible for the National Drugs Database. It is mandatory to use that database when prescribing medicinal products.

There was, when initiating the process, a meeting with the industry to present the certification schema. Technical specifications of requirements were published on ACSS website for comments by stakeholders and reviewed by peers.

General rules of the certification schema preview the following councils, involving stakeholders:

· Advisory Board
· It is the collegiate body responsible for monitoring the fairness of certification policies and issuing opinions concerning activities carried out under ACSS certification scheme;
· Apart from ACSS, it should incorporate representatives of health institutions and other relevant stakeholders, like Order of physicians, Order of dental physicians Order of nurses, Portuguese Institute for Quality, Pharmacy associations, National authority for medicines and health products (Infarmed), Health General-Directorate, Certification entity, representatives of software suppliers elected among peers and external experts.
· Decision Committee
· This is a decision-making body of ACSS responsible for certification determinations, namely, to grant, maintain, renew, suspend or revoke certification, based on audit and test reports;
· It is composed of people with skills to ensure the correct analysis of the technical documentation which supports the process of granting certification.
· Appeal Committee
· It is the body responsible for managing appeals concerning decisions on certification.
· This Commission integrates an odd number of members, three at minimal, with one vote each one and the following composition:
· ACSS, which presides without the right to vote;
· External expert on conformity assessment designated by ACSS;
· An expert designated by the Advisory Board;
· Expert appointed by the Appellant. 
· Technical Commission of Standardization
· It is the body responsible for preparing the normative documents of ACSS in the area of ICT, notably technical specifications that support the certification process.
· This technical commission (TC) comprises representatives of ACSS, Infarmed and other external entities relevant to the areas to develop.
· The TC may propose the elaboration of new technical specifications.
[bookmark: _Toc312955006][bookmark: _Toc313975244][bookmark: _Toc313975462][bookmark: _Toc317156228]Scenario

The scenario follows largely the “standard” scenario as illustrated in chapter 5.
[bookmark: _Toc313975463]Pre-assessment phase

The conformity assessment of the software products is based on auditory and tests done by a Conformity Assessment Body (CAB). The CAB selected by ACSS through a protocol is accredited by IPAC – the Portuguese Institute for Accreditation – in the scope of NP ISO/IEC 17021 Conformity assessment – Requirements for bodies providing audit and certification of management systems and NP EN 45011 General requirements for bodies operating product certification systems, for the certification of quality management systems and environment, products, processes and services.

CAB is responsible for tests and takes the lead of assessment phase, working with an independent test laboratory qualified by it for certification of software products, accordingly to ISO/IEC 17025 General requirements for the competence of testing and calibration laboratories. The qualified laboratory applied also ISO 9001 Quality management systems – Requirements standard which means that it had implemented a Quality Management System that able to ensure continuous quality improvement on evaluation processes and quality principles in general.

The certification process is supported on international standards, as ISO/IEC 9126-1 Software engineering – Product Quality – Part 1: Quality Model, NP EN ISO 9001 Quality management systems - Requirements, ISO/IEC Guide 67 Conformity assessment – Fundamentals of product certification, for Quality characteristic of software product and product supply or quality management systems, among others.

ACSS developed technical specifications both for product and supplier quality management system requirements and test methods. The same set of technical specifications applies to every software product for electronic prescription of medicinal products. There is no “self-evaluation”, all the defined criteria are evaluated by the referred independent certified body and test laboratory.

Complementary documentation of the process have been elaborated: general rules for suppliers applying software certification, procedure for granting and monitoring the assignment of the ACSS mark and many other documents and templates, in addition to other documents in the scope of quality management system. The process documentation and requirements are published on ACSS website.

The process is dynamic, iterative and should monitor the developments proposed for the national health information systems.

The department of ACSS responsible for the process works also as a Q&A service available to the suppliers in what concerns interpretation of the procedures and a specific team to support integration tests with the national systems of patient register or database prescriptions.
[bookmark: _Toc313975464]Assessment phase
[bookmark: _Toc313975465]Test Context

The audit / testing is done at supplier premises with the target to assess its capacity to guarantee effective control of the manufacturing process which ensures conformity of the product with the requirements of the technical specification for Characteristics and product supply – general rules. These requirements are valid for companies with quality management system certificate as well as for the companies without such certificate. 

Tests are done at laboratory premises through the sample delivered by the supplier. Testing equipment and tools are provided by the test lab which performs tests based on specifications and procedures of test definition under CAB responsibility. “Test population” was provided by ACSS based on a testing database reproducing a real one, with transmuted data.
[bookmark: _Toc313975466]Test Scenario

The CAB is also responsible for writing appropriate test scenarios. The test scenarios are composed of procedures and test cases or “scripts” validating one or more criteria.

Requirements related to the following items are tested:

· Patient identification;
· Medicines finding and selection;
· Prescription production and printing;
· Message for sending the prescription to the central database.

It is also foreseen that some features of the software product identified in the description of the respective test cases like usability will be validated by a panel of five users, representative end-users. However, at this stage, this procedure is not implemented.
[bookmark: _Toc313975467]Test Logistics

The “authority” ACSS is setting up the logistics, by:

· Reception of the certification request. The process starts with the supplier asking ACSS for certification of its software product. The applicant shall formalize the request for certification through form submission, dully completed and accompanied by the documentation relating to product and quality system implemented by the manufacturer as specified in the general rules laid down for certification of software.
· Analysing the requirement and documentation. If it is complete, ACSS informs the CAB that the conformity assessment can start.

Then, CAB plans audit and testing of he application.

· After the analysis of the quality system documentation from the manufacturer sent by the applicant the CAB shall appoint auditors for conducting the audit.
· It is CAB responsibility to inform the applicant which auditors will be appointed so as to enable the applicant to object if required.
· CAB also provides the test plan to supplier.

Another aspect relates to financing the whole process. Costs are borne by the supplier:

· Opening and process statement (granting): 300€
· Audit: 700€
· Tests: 2.000€ for the first session, 1.000€ for a second session
· Use of the mark ACSS: 500€ per year
[bookmark: _Toc313975468]Assessing the applications

The results of the audit are recorded in the report model audit of CAB previously approved by ACSS. The auditor leaves with the manufacturer a copy of the audit report.

According to evaluation level assigned by the auditor, the CAB shall ask the applicant or manufacturer complementary information and the corrective actions plan of non-conformities detected during the audit. Depending on the severity of the findings and evidence of their correction by the manufacturer, the CAB shall decide on the need for a new audit, which aims to verify the effectiveness of corrective actions implemented by the manufacturer.

Compliance to individual criteria are as much as possible documented in the test report with screen captures. Remarks and findings are reported. The CAB sends a copy of the test report to the applicant. The supplier has the right to add comments to the recorded remarks and findings.

The application can submit new samples to the test laboratory in case of non-compliances to some of the criteria, after fixing the errors.

Digitals stamps of the product are recorded by laboratory in order to identify eventual differences between the sample tested and a new one or the one delivered to clients.
[bookmark: _Toc313975469]Documenting conformity

A written report is made after the audit and the tests. Implementation of tests can obtain different results from the expected. A failure of the software product is designated for non-compliance (NC) meaning that particular requirement of the software product is not as specified, or that is not the desired behaviour.

The severity of a NC depends on the impact it has on the requirement and must be registered with the corresponding degree, as described in the following table.



	Degree
	Characteristics

	Low
	does not affect significantly the requirement
does not affect the outcome or the process

	Medium
	significantly affects the requirement but the software product allows to make it otherwise
affects the process but not the result

	High
	significantly affects the requirement and the software product does not compensate it otherwise
it is possible to perform the operation in all its variants although with results partially incorrect and there is no alternative way to get results totally correct.

	Critical
	fully affects the requirement and there isn’t another way to do it
prevents the functioning of an operation or operation presents results totally wrong and there isn’t in the software product an alternative to get the correct result.



Success shall be deemed to exist when all test cases defined run getting the expected results and are not detected high or critical severity NC.
[bookmark: _Toc312955007][bookmark: _Toc313975245][bookmark: _Toc313975470][bookmark: _Toc317156229]Granting the Certificate
[bookmark: _Toc313975471]Granting authority

ACSS is the authority granting the Certificate to the software product and thus the authorization to use the mark ACSS-Certified software.

The decision on granting or maintaining certification is responsibility of the Decision Committee of ACSS, which takes into account the results of tests and audit as well as the opinion of CAB. In case of success, a certificate with a unique identifier is issued on paper and handed over to the supplier.

After the succeeded conclusion of a certification process, ACSS discloses the software product certified and certificate holder on its website, where could also be found up-to-date information about the certification process
[image: ]
The brand was registered at National Institute for Intellectual Property.

So far 8 certificates were granted and 26 more products are in the process of certification.

In annex there’s an example of the certificate.
[bookmark: _Toc313975472]

Granting limitations

The Certificate is granted for a defined version of the application and remains valid for five years. Certificates are renewable for equal periods to previously granted, provided that the initial conditions remain unalterable.

The product for which authorisation was granted for the use of the mark shall be subject to follow-up action, with annual periodicity, to assess if the initial conditions that led to their certification remain.

Based on the analysis of the results of the audit and monitoring tests, the CAB shall draw up an opinion which is analysed by the Decision Committee of ACSS and supports its decision on maintenance of certification. The certificate holder is informed of this decision.

As stipulated in the contract, the supplier undertakes to inform the ACSS of changes made to the software, which will be subject to evaluation by the ACSS that will determine the need for new tests to the product or the assessment of these changes on follow-up annual assessment. Major new versions should be submitted spontaneously for retesting.

There are previewed penalties for misuse or abusive use of mark ACSS-certified software.
[bookmark: _Toc313975473]User incentives

There are no incentives for using certified products other than transparency on the process through technical specifications, rules and procedures definition, use of international standards, external, independent and accredited entity for conformity assessment, which ensures market regulation and guarantees improved applications and information quality at the same time that guarantees product supplying quality and maintaining on functions for which it was certified.
[bookmark: _Toc312955008][bookmark: _Toc313975246][bookmark: _Toc313975474][bookmark: _Toc317156230]Appeal procedure

The supplier has first the right to comment the findings documented by the CAB, independently of being sacked or not. The CAB will respond within a reasonable time. This should enable the supplier to adjust his application either for the current labelling session or for future sessions.

Following tests results with non-conformities, the supplier has the right to request retests under payment.

The supplier has, besides usual legal rights to dispute decisions taken by the authorities, the right to contest the decision taken by ACSS. The resource is managed by the Appeals Committee (AC), with guarantee of confidentiality of information and respect for the principles of impartiality and independence. The AC analyses the process and can hear other stakeholders, namely representatives of the applicant, the CAB or the laboratory. The ACSS analyses the opinion of the AC and decide, inform the applicant and the AC, with reasons if the decision is contrary to the opinion of AC. The case did not occur until now.
[bookmark: _Toc312955009][bookmark: _Toc313975247][bookmark: _Toc313975475][bookmark: _Toc317156231]Contractual Commitment

At the time of product certification is signed a contract between the ACSS and the holder of the certificate through which the supplier undertakes to comply with procedures that are defined for the certification process and for further maintenance of the product. ACSS commits to maintain the process and disseminate information concerning certified products.

The contractual commitment between the supplier of software product and their clients is out of scope of ACSS competences.

Generic disclosure of brand ACSS-Certified Software is competence and responsibility of ACSS, without prejudice of specific advertising that the holder intends to give to the product that has obtained the certification. In this case, whenever making reference to the certification of its product the holder must comply with the ACSS’ requirements.


[bookmark: _Toc317156232]Serbia[footnoteRef:14] [14:  Documentation provided by Mrs. Nada Teodosijevic, ProRec-Serbia, Serbia] 


At the present time of a strong informatization of Serbian health care, much of the activity is dedicated to the standardization of software solutions, for primary care and hospital information systems.

This report will give a preview on the one hand clearly institutionalized certification process by the Ministry of Health and the other hand recognized purposes of certification by the users of software (management of health institutions, doctors, nurses) and IT companies as a providers.

[bookmark: _Toc313719715][bookmark: _Toc317156233]Initiation of the process

Up until the year 2000 there was no appropriately structured, operatively efficient information system which would stand as a pillar of the entire health care sector in Serbia. Electronic ICT used to be applied only in a fragmentary and uncoordinated fashion, while the information system was outdated and to a great extent limited to paper work. 

Dynamic development of ICT begun in 2003 with cooperation of Ministry of Health and international institutions (EU, European Investment Bank, UNDP, USAID, International Red Cross), and especially World Bank, that is, Serbia Health Project (2003 – 2010) and DILS project (2009 – 2012). 

Establishment of an Integrated Health Information System, by Ministry of Health, is based on the use of standardized software. Standardization begun through DILS project in 2010, financed by World Bank. 

Also, Ministry of Health supported establishment of ProRec Serbia in 2008. Founders of ProRec Serbia were key persons of medical informatics in Serbia, representatives of Ministry of Health, Republic Health Insurance Fund, Belgrade University, health care institutions and IT providers. EuroRec Seal certification, supported by ProRec Serbia, also started in 2010.

[bookmark: _Toc313719716][bookmark: _Toc317156234]Legal Context (if any)

Decree on the programme of work, development and organization of the integrated health information system – “е-Health2015“ is adopted by Government of the Republic of Serbia in June 2009 („Official Gazette of the Republic of Serbia”, no. 55/2009).

In according to this strategic document, the Rulebook on more detailed contents of technological and functional requirements for the establishing the Integrated health information system, called IT Rulebook, was adopted in November 2009, by Ministry of Health („Official Gazette of the Republic of Serbia”, no. 95/2009).

In January 2010, in according to strategy е-Health2015, Minister of Health appointed the Standing Committee for Certification, acting as a certification body (members were representatives of state institutions) and the Conformity Assessment Bodies, independent “external” experts for quality assessment.

[bookmark: _Toc313719717]

[bookmark: _Toc317156235]Domain of quality labelling and certification

In this stage, certification by Ministry of Health, in line with IT Rulebook, is performing for software solutions for primary health care and hospital information systems.
[bookmark: _Toc313719718][bookmark: _Toc317156236]Compulsory, optional and/or incentivised

The requirements referred to in IT Rulebook are fulfilled by software already operating in health institutions and software solutions whose inclusion in the Integrated Health Information System has been envisaged. 

As for incentives, there are actually no costs for the suppliers, at least not for the quality assessment and certification as such. The certification process, initially considered as a project of MoH, is funded by loan from the World Bank.

[bookmark: _Toc313719719][bookmark: _Toc317156237]Involvement of stakeholders

All stakeholders actively participate in all phases of the certification process. Certification as a basic principle of ensuring interoperability of the whole system is accepted by health care institutions and IT companies. This is achieved through constant joint promotions of certification by the Ministry of Health and ProRec Serbia (national conferences, workshops, visits of international conferences, cross-border cooperation).

[bookmark: _Toc313719720][bookmark: _Toc317156238]Scenario

Certification process performs as following: 

a) IT company, interested for certification, submits an application to Ministry of Health.
The application for determining the compliance should include the following information:
· extract from the Commercial Register (the name of the software producer, residence address, ID number, VAT number);
· contact person, phone, e-mail;
· subject to compliance determining (software designed for implementation in primary health care or secondary health care – hospitals);
· name and version of software product and
· name of the health care facility in which the software is implemented in Serbia and contact persons in health institutions in which the software is implemented (if the software is implemented in health care institution).

b) Within 10 days of the date of receipt of the application, the Standing Committee for Certification shall contact the applicant to agree on the date and venue of carrying out the certification procedure;

c) IT company submits required documentation that relates to software solution, including:
· business object model (preferably in UML notation);
· model of system architecture;
· installation version of software in two copies;
· installation instructions;
· minimal hardware requirements and the requirements of system software (state all necessary information on the terms of use and the price of the licensed system software); 
· training – training plan;
· user manual;
· implementation – methodology, principles and the plan.

d) The first stage of certification: To determine that the documentation is complete and exploring the content of the package by the Conformity Assessment Bodies (CAB).

e) The second stage of certification: The CAB examines compliance of the software in accordance with the provision of the Decree on the work, development and organization of the Integrated Health Information System and IT Rulebook (the Requirements). 
The requirements shall be considered fulfilled if the compliance of the software with the Requirements has been demonstrated and determined in actual environment (ambient), namely, in a health institution. 
In case the compliance of the software with the Requirements could not be demonstrated in actual environment due to infrastructural or organizational limitations within the specific health institution, the Requirements shall be considered fulfilled also in case if the compliance has been demonstrated in developing environment, namely, outside a health institution.

f) In case that, in the course of demonstrating the compliance of the software with the Requirements, it is evident that some of the Requirements have not been fulfilled, the term of additional 60 days may be determined for achieving the compliance of the software with the Requirements. 
In case that after the expiration of the additional term it is evident that the software operation does not comply with the Requirements, it will be acclaimed that the software does not fulfil the requirements for including in the integrated health information system. 
Software not fulfilling the Requirements hereof shall not be included in the integrated health information system and CAB will prepare such a conclusion in the Minutes of compliance with the Requirements

[bookmark: _Toc313719721][bookmark: _Toc317156239]Granting the Certificate

a) For a software solution that complies with the requirements, CAB will prepare such a conclusion in the Minutes of compliance with the Requirements with the important notes (web application, client-server application, the operating system on the client, ...)

b) The CAB submits its Minutes to the Standing Committee for Certification.  The Committee, after review of the complete documentation, gives to the Minister a proposal of the Decision on compliance with the requirements.

c) The Decision on compliance with the requirements hereof shall be passed by the Minister.

d) The entire certification process is transparent and the list of certified software  solutions is published on website of DILS Ministry of Health project (www.dils.gov.rs)

e) The contents of the Requirements shall be reviewed regularly and adjusted to the health system needs. 
The compliance of the software with the Requirements shall be reviewed biannually or more often, in case of making amendments to the Requirements in the meantime. 

[bookmark: _Toc313719722][bookmark: _Toc317156240]Appeal procedure
There is no appeal procedure.
[bookmark: _Toc313719723][bookmark: _Toc317156241]Contractual Commitment

The authorized representative of the IT companies signs the Minutes of compliance with the Requirements and therefore assumes all the obligations defined in the Decree and IT Rulebook.







[bookmark: _Toc317156242]Documentation of “market driven” certification

We are defining a “market driven” certification or quality labelling as a process where market players, suppliers, are requesting a quality labelling and where “service provider” are offering a procedure to get that quality label.

Market driven certification is typically not bound to borders and therefore to be considered as a “cross border quality label”.

The EuroRec Seal as well as the I.H.E. attestation and the Continua Logo can be considered as “Quality Labels”. 

One of the differences between these three organisations is that EuroRec seems to be an independent not for profit organisation, while I.H.E. and Continua are clearly industry leaded organisation resulting in a quality labelling “inter pares”.

EuroRec and I.H.E. are issuing a kind of “quality label” while Continua allows the use of a “quality mark” on the product[footnoteRef:15]. [15:  For more information about the differences: see Deliverable D5.2 “Roadmap towards a	 sustainable pan-european certification” and Chapter 6 of this document.] 


We will describe the procedures using the same chapters as for the authority driven certification:

· Who initiates / initiated the process of certification?
· Legal of Regulatory context, if any
· Domain addressed by the national certification
· Is the certification compulsory, optional and/or incentivised
· Involvement of different stakeholders
· National scenario(s)
· Effectively granting the Certificate
· Appeal procedures
· Possible contractual commitments related to Quality Label or Certificate.

[bookmark: _Toc317156243]The EuroRec Seal

The EuroRec Seals are quality labels issued by EuroRec and based on a subset of 20 (Level 1) or 50 (Level 2) criteria selected out of a repository of some 1.700 descriptive EHR functional statements. 

The creation and validation of the EuroRec Seal Level 1 and Level 2 can be considered as a result of the EHR-QTN project

The composition of the Seal is documented and available in over 17 languages on the web site of EuroRec (www.eurorec.org).

The purpose of the Seal is to guarantee minimal basic quality of the EHR systems across Europe, based on identical criteria applicable across the continent and available in all the languages / as much languages as possible. 

The procedure described in this section has been elaborated and validated throughout the EHR-QTN project in several countries and resulted in some 25 Seals granted and several ongoing procedures at the end of the project.

[bookmark: _Toc317156244]Initiation of the process

EuroRec initiated the concept of the Seal, being a cross-border functional quality label of EHR systems, based on its repository of descriptive functional statements.
[bookmark: _Toc317156245]Legal Context (if any)

Quality is an ethical obligation for any service and/or product provider in the healthcare as well as for the users of those services or applications.

Legal or regulatory constraints may address quality issues.

There are no European Directives or National Regulations identified that precisely define what level of quality should be obtained neither for e-Health services nor for health IT products. There are neither a specification on how this quality level should be measured and documented.

Market driven quality requirements can be considered as an alternative and seems to meet, when implemented, quality needs from the market.

EuroRec therefore defined a set of requirements to be met in order to reach “EuroRec Level Quality”.

[bookmark: _Toc317156246]Domain of quality labelling and certification

The EuroRec Seal addresses mostly “generic” aspects of EHR systems as well as some essential functions (in general).

The focus of Level 1 is on authentication, reliability and trustworthiness of the applications.

The Level 2 addresses in addition some basic functional aspects related to medication but also aspects governing access management and audit functions of the systems.

The EuroRec Seal can be granted to applications independently of the domain of use, e.g. hospital care, primary care or even dental care, as the Seal does not address domain specific aspects.
[bookmark: _Toc317156247]Compulsory, optional and/or incentivised

There is no obligation for a supplier to get the EuroRec Seal Level 1 or Level 2. The only “incentive” is the recognition by an independent organisation that the application meets a set of criteria and therefore meets a certain level of quality.

The criteria of Level 1 have been made compulsory by the Serbian Republic. Assessing conformity to the EuroRec criteria therefore results in a “Certificate” in Serbia.

[bookmark: _Toc317156248]Involvement of stakeholders

EuroRec is a federation of national ProRec centres, extended with partner organisations interested in the domain of quality labelling and certification and part of the EHR-QTN network.

ProRec centres are intended to promote the use of high quality EHR systems. Being a meeting point for all involved stakeholders (users, suppliers and authorities) is one of main requirements in order to be recognised as ProRec centre.

[bookmark: _Toc317156249]Scenario

The EuroRec quality labelling is to be considered as an auto-evaluation by the supplier completed with a third part assessment.
Pre-assessment phase

The selections of the criteria (20 or 50) are published on the web site of EuroRec. They are available in different languages. They are made available in different forms and contain comments as well as interpretation information. The interpretation information explains mainly – if not obvious – how a criterion should be interpreted and implemented.

The supplier candidate needs to validate his application against the criteria. This may be done with or without assistance of a EuroRec partner organisation or a national ProRec centre.

The pre-assessment may start or end by completing the form “Request for the EuroRec Seal – Seal Level 1 or 2 – Supplier Form”.

The form is available on the web site.

The supplier needs to precise in his form:
· The version of the software submitted
· The intended user group, e.g. general practitioners, hospital specialists, dentists, home care nursing etc…
· The country or countries of expected use of the application[footnoteRef:16]. [16:  See also section 8.1.9] 


The supplier may request “assistance” of the National ProRec Centre or any of the partner organisations. That organisation will support the supplier in documenting his application. That organisation may also offer “pre-testing” of the application.

Important to stress that a ProRec centre or a partner organisation assisting a supplier cannot be responsible for assessing the application. 
 
Assessment phase
Application documentation

The suppliers documents as convincing as possible how his application meets each of the criteria part of Level 1 or Level 2 Seal Criteria.

This documentation needs to be in English.

The documentation includes where possible / relevant screen captures (in the original language of the application) with text bulls translated relevant aspects of the screen.

The documentation includes a proposed scenario for validation of the different criteria. That scenario might be the standard scenario suggested by EuroRec or an alternative and equivalent scenario, to be accepted by EuroRec.

The supplier may request “assistance” by a ProRec centre or a partner organisation, as explained.
Documentation acceptance

The documentation is always reviewed by EuroRec before entering the next phase of the quality labelling.

EuroRec needs to accept the documentation as sufficient before entering in the testing phase.
Test Logistics

An appointment is made with EuroRec. The required fee is billed and needs to be paid before the effective testing.
Assessing the application

The effective testing of the application is done by EuroRec (a delegation of EuroRec) or by a partner organisation, not involved in the preparation of the application.

The effective testing of the application is in principle done “on-site”. 

The supplier decides who executes the test scenario, under his responsibility.

The tests are based on the documentation provided by the supplier and accepted as sufficient by EuroRec or the partner organisation.
[bookmark: _Toc317156250]Granting the EuroRec Seal

The attestation granted as a successful result of the procedure is a Quality Label.

An example of a granted EuroRec Seal is displayed on the next page, figure 6.

The label is always granted by EuroRec, eventually requested by a ProRec centre or a partner organisation that quality assessed the application. EuroRec will evaluate the testing documentation in case of a Seal requested by a ProRec centre or a partner organisation.

The “Request for the EuroRec Seal – level 1 / Level 2 – Certifier Form” shall be used by that ProRec centre or partner organisation.
[bookmark: _Toc317156251]Appeal procedure

There is no appeal procedure. The supplier can of course initiate the procedure as many times as they want.

There is no listing available and there will not be any listing available of application that applied for a Seal without being granted that Seal.


[bookmark: _Toc317156252]Limitations of the Seal

The Seal is granted for a particular version of the software and can only be used for that version.

The Seal is also limited to a country and can be easily be extended to other countries after validating the country-specific aspects of some criteria, e.g. meeting the legal requirements regarding patient identification, languages available or standards and reference tables used. One of the major issues is the drug database used / linked to the application.
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[bookmark: _Toc316815621]Figure 6 Example of a granted EuroRec Seal



[bookmark: _Toc317156253]I.H.E.

This section is based on the following documentation: 
· IHE website (http://www.ihe.net)
· Gazelle website (http://gazelle.ihe.net)
· Project HITCH Deliverable D4.1 State of the art on interoperability certification and labeling  (http://hitch-project.eu/sites/www.hitch-project.eu/files/HITCH-D4.1-State-of-the-Art-on-Interoperability-Certification-and-Labelling.pdf)
· Project HITCH Deliverable D4.2 Processing interoperability testing, semantic and functional criteria (http://hitch-project.eu/sites/www.hitch-project.eu/files/HITCH-D4.2-Processing-interoperability-testing-semantic-and-functional-criteria-v2.0.pdf)
  
Integrating the Healthcare Enterprise (IHE) is a not-for-profit organisation founded under the U.S. law. It is an initiative by healthcare professionals and industry to improve the way computers in healthcare exchange information. IHE promotes the coordinated use of established standards (e.g. DICOM, HL7, etc…) to address specific clinical needs when providing optimal patient care. 

[bookmark: _Toc313833427][bookmark: _Toc317156254]Initiation of the process

IHE organizes annual Asian, North American and European interoperability testing events, so called Connectathons. The major goal of Connectathons is to promote the adoption of IHE’s standards-based interoperability solutions in healthcare IT systems. A Connectathon is an opportunity for vendors to test their implementations with those of other vendors.

[bookmark: _Toc313833428][bookmark: _Toc317156255]Legal context (if any)

According to IHE, the Connectathon is not a ‘certification’ event nor is IHE a certification body.  

In Deliverable 4.1 of the HITCH project, the following statement has been made:

“So far, IHE has deliberately chosen to not provide formal product “labelling” or third party product certification to attest that a specific implementation has passed the IHE conformance testing process and offer a guarantee of interoperability. This decision was taken due to the high level of resources needed to establish the management infrastructure to support the process part of a certification program and issue some form of interoperability labelling of specific product versions offered commercially by vendors. IHE does not exclude adding to its current conformance testing process, such a legal and administrative certification process in the future.
The current situation does not mean that the IHE conformance testing process is irrelevant to certification. Indeed, the IHE Conformance Testing Process has been designed to be combined with any legal & administrative process offered by a variety of certification programs (public or private) recognized in different jurisdictions or by different organizations around the world.“

[bookmark: _Toc313833429][bookmark: _Toc317156256]Domain of quality labelling and certification

The requirements and criteria for interoperability in IHE are specified and defined in IHE Technical Frameworks. Several clinical domains have their own specific IHE Technical Framework: Anatomic Pathology, Cardiology, Eye care, IT Infrastructure, Laboratory, Patient Care Coordination,  Patient Care Devices, Pharmacy, Quality, Research and Public Health, Radiation Oncology, and Radiology.

The basic building brick of the IHE Technical Framework is the IHE Integration Profile which describes the solution to a specific integration problem, and documents the system roles by means of Actors and Transactions. 

IHE Actors are responsible for participation in the Transactions: producing, managing and/or acting on information in the context of an IHE Integration Profile. The Transactions that an IHE Actor may or must support are defined in the IHE Integration Profile. Transactions convey the encoded information between IHE Actors. 
[bookmark: _Toc313833430][bookmark: _Toc317156257]Compulsory, optional and/or incentivised

Participation in IHE Interoperability Testing is done on a voluntary basis. There is no obligation whatsoever. Two major incentives for participation in the process are:

· Vendors can – after successful conformance interoperability testing – obtain one or more IHE Integration Statements. These statements can be used to show that their systems are “interoperable” with other commercial systems on the market (commercial incentive)
· Connectathons are weeklong testing events where multiple tests are conducted with the vendors’ systems. During this week a lot of debugging takes place what normally would take months (operational incentive)
[bookmark: _Toc313833431][bookmark: _Toc317156258]Involvement of stakeholders

The IHE Stakeholder communities are: Healthcare Professional Organizations, Provider Organizations, Provider Developers, Open Source Developers, Vendors, Consultants, Trade Associations, Government Agencies, Consumer Organizations, Standards-Developing Organizations, Healthcare Services Purchasers or Employers, Health IT Promotion Organizations, and Health Research Organizations.
[bookmark: _Toc313833432][bookmark: _Toc317156259]Scenario : Connectathon process details
Registration

Registration to a Connectathon is done electronically though a web-based system. This system also generates the contract which has to be signed and resubmitted. After that, the invoice is sent. 
Pre-Connectathon testing

It is required to run some tests before the Connectathon. The vendor has to submit the logs of the tests. A Connectaton Manager will grade the test logs. 
Connectathon testing: thorough vs supportive testing

In order to successfully pass the Connectathon testing, a system must undergo either thorough or supportive testing. 

Thorough testing consists of successful completion by a vendor’s system of three instances of each p2p (peer-to-peer) test and one instance of each no-peer test assigned for the IHE Actor and IHE Profile it is testing. 

Some vendors’ system may qualify for supportive testing if they have previously passed Thorough Testing for that specific Actor and Profile (results must be available in the IHE database of Connectathon results) and if they have published the IHE Integration Statement in the IHE product registry for that actor/profile. Systems that qualify for Supportive Testing do not have to undergo the Pre-Connectathon tests. 
Validation of the IHE Integration Profile Interoperability requirements

Connectathon Monitors validate the test results by asking the vendors to show evidence that they have successfully run the tests. In case of failure, the test can be redone. The Connectathon Monitors record the test results in the online test management system Gazelle. 
Connectathon Results Reporting

The final grades are given by Connectathon Managers. Each test is reviewed in order to verify that the participant has completed enough tests to gain credit for testing. These grades are visible for the participants, who have one week to review the results. They can ask for clarification or re-grading. 
Post-Connectathon Feedback Process 

After the Connectathon, the overall test process as well as specific individual tests are evaluated. This information is used for improving test plans for future Connectathons. Furthermore, proposals for changing existing profiles are also evaluated.
[bookmark: _Toc313833433][bookmark: _Toc317156260]IHE Integration Statement

After successful testing, IHE will publish the official test result attesting that a vendor has been successful at meeting the specific interoperability requirements. It is up to the vendor to publish a product specific Integration Statement. IHE will publish links to the vendors’ Integration Statements, but makes no claims about the validity of these statements. 

All Connectathon results are available in a database, and can be accessed via http://connectathon-results.ihe.net/
[bookmark: _Toc313833434][bookmark: _Toc317156261]Appeal procedure

During a Connectathon, vendors can discuss test results with the testers (Monitors) and Connectathon Managers. 






[bookmark: _Toc317156262]Continua Health Alliance
Continua Health Alliance is a non-profit, open industry organisation with as mission: to establish a system of interoperable personal health solutions. 

The objectives of the Alliance are, as documented on the organisation’s web site:
· Developing design guidelines that will enable vendors to build interoperable sensors, home networks, telehealth platforms, and health and wellness services.
· Establishing a product certification program with a consumer-recognisable logo signifying the promise of interoperability across certified products.
· Collaboration with government regulatory agencies to provide methods for safe and effective management of different vendor solutions.
· Working with leaders in the health care industries to develop new ways to address the costs of providing personal telehealth systems.

The focus is clearly on personal health and telehealth systems. Certification is about “interoperability across certified products”. 

“Creating a rich eco-system of interoperable health and fitness devices will:
· Empower individuals and patients to better manage their health by providing them with information regarding their fitness and health through personal medical devices and services.
· Allow loved ones and professional care givers to more accurately monitor and coach chronic disease patients and elderly individuals living independently.
· Enable medical and fitness device manufacturers to rapidly develop interoperable devices and services using industry developed connectivity standards.
· Enable health care providers to offer better quality care through personalized health solutions assembled from a rich marketplace of interoperable health care devices and services.”
[bookmark: _Toc317156263]Initiation of the process
Going for a “Continua Certificate” is a free decision by the device supplier, though it may also be required by buyers as part of a procurement process.

There is no obligation to go for a Continua label, contrary to the CE label required for all electrical devices. 
[bookmark: _Toc317156264]Legal Context (if any)

The Continua Health Alliance is an industry initiative. It is not based on a particular legal initiative neither at European or National Level.
[bookmark: _Toc317156265]Domain of quality labelling and certification

The focus regarding “testing and certification” is on “interoperability across certified products”. 

“Continua Health Alliance device certification… only assures that devices communicate in a standard fashion per Continua certification requirements and Guidelines”.

The Continua Testing Scope encompasses[footnoteRef:17]: [17:  http://www.continuaalliance.org/static/cms_workspace/Continua_Certification_Public.pdf] 

· Compliance/conformance testing that a device meets a requirement as defined in a standard or specification.
· Interoperability testing, verifying that two devices work together in the intended way.

The Continua Testing Scope does not cover:

· Non-functional testing (i.e. performance, reliability, scalability…)
· User Interface testing
· Regulatory testing (regulatory compliance)

The Design Guidelines issued by Continua are not accessible for free and needs to be purchased by completing the “Continua Guidelines Order Form” and requires a payment of 500$.
[bookmark: _Toc317156266]Compulsory, optional and/or incentivised
There is no other incentive than a quality label that may be used by the device provider.
[bookmark: _Toc317156267]Involvement of stakeholders

The documentation distinguishes clearly the Continua organisation granting to right to use the “Continua Certified” logo and Testing Labs. 

The testing labs are listed on the web site of Continua http://www.continuaalliance.org/products/cert-process/continuatestlabs.html

The web site only lists 4 test labs worldwide, one in each of the following countries: Korea, Spain, USA and Taiwan. Other documentation lists a fifth lab in Chile. This is most probably linked to the countries of production of most of the devices.

AT4 claims to be the “only worldwide testing and certification laboratory authorised by Continua Health Alliance: http://www.at4wireless.com/testing-certification-services/medical-health.html. The European test Lab is located in Spain, with an “agent” in Finland.

The test labs are offering “testing services” as well as “consultancy services”, the last also “during the testing process”. The testing services are listed:
· Electromagnetic Compatibility
· Electrical Safety
· RF (Radio, SAR, OTA)
· Protocols
· Interoperability

There are no other stakeholders (other than the Continua organisation and the Test Labs) involved, though contacts are maintained with the different regulatory authorities in the different countries.

End-users are not really in the picture. Suppliers of products are involved as “clients”.
[bookmark: _Toc317156268]Scenario

The process described on the Continua Web Site includes 4 steps: prepare, apply, test and certify. These steps are very similar to the other procedures described in this deliverable.
Prepare
The flowing steps are listed:
· Completes the product development
· Study the certification process and define the type of “certification” needed. The “certification guidelines” are not accessible for free. A supplier needs to be a member of the organisation to get that documentation.
· Select the type of “certification” needed: A for new products, D for derivative products of existing type A certified products, O for products with type A sold by an OEM supplier.
· Starts pre-testing, including two processes:
· Conformance (pre)testing using Test Tools made available to members
· Interoperability testing (limited to PAN: personal area network): documentation only available to members 
Apply
The “members” are suggested to submit their application when they expect to be ready for the test. The member is therefore required to complete the “Certification Application” form.

Select your testing lab… though there is only one possible organisation that can be selected, more especially AT4 as yet documented.

Set up a testing time of your choice. Allow one week for initial testing and plan for one week for retest if needed.
Test
The “member” needs to ship his device to the Test Lab at least three days before the testing date.

It is recommended to attend the testing.

The Test Lab submits the test results to Continua.
“Certify”
The device is – if successful – granted the right to use the Continua Logo after
· Signing the Certification Mark License Agreement
· Signing the Reference Device License Agreement
· Paying the applicable fees:
· Testing fees : not possible to get appropriate information, restricted information for “members”
· Listing fees : 5.000$

The complete workflow has also been described in the following figure

[image: ]

[bookmark: _Toc316815622]Figure 7 Certification Work Flow according to the Continua Documentation
[bookmark: _Toc317156269]Granting the Certificate

Products tested and recognised to be “interoperable” according to the Continua requirements are allowed to use the “Continua Certified” logo.

Continua should not use the term “certified” according to the definition agreed within this project as well as within the HITCH project. The process of getting the “certificate” is not under control of an “authority” or subsequent to any legal or regulatory constraint. Alternatives may be e.g. “Continua Seal” or “Continua Tested” or “Continua Quality Label”.
[bookmark: _Toc317156270]Appeal procedure

The Work Flow illustrates the possibility of handling a “dispute” in case of failure of the testing procedure.




[bookmark: _Toc317156271]Comparison

All information presented in this chapter is depicted from the following source document:
Jens Weber, James Williams, Anissa Agah, Consumer health informatics services - certification programs – strengths and weaknesses, Report for the Privacy Commissioner of Canada, July, 2011.

The source document can be downloaded from:
http://webhome.cs.uvic.ca/plab/documents/UVic-IPIRG-2011-TR-06.pdf 

[bookmark: _Toc317156272]Introduction

In 2011, the Informational Privacy Interdisciplinary Research Group from the University of Victoria (Canada) has published a report in which several international certification programs were compared.  The following certification initiatives/programs were analyzed:
· The Certification Commission for Healthcare Information Technology (CCHIT) – United States
· Department of Health and Human Services (HHS) – United States
· ISO/IEC 15408 – The Common Criteria for Information Technology Security Evaluation
· The European Institute for Health Records (EuroRec)
· Health on the Net foundation (HON)
· Canada Health Infoway (Infoway)
· The Australian National E-Health Transition Authority (NEHTA)

In order to compare these initiatives, a detailed framework has been used where following topics were addressed:
1. Consumer Health Informatics (CHI)Service category (information-, management-, decision -, education aid, health sales services or rating services)
2. Quality Objectives (accountability, identifying purpose, consent, limiting collection, limiting use, disclosure, retention, accuracy, safeguards, openness, individual access and challenging compliance)
3. Focus of Conformance Assessment (people, process, product)
4. Certification Body (administration, independence, impartiality, integrity, quality system, accreditation, complaints & appeal)
5. Methods and procedures (openness, standard methods, evidentiality)
6. Certificate (assessment details, expiration, re-certification, warranty, surveillance & suspension, publication)


[bookmark: _Toc317156273]Comparison results

In the source report, an overview table was presented with the comparison of the different certification programs according to the framework applied. In the original document a ‘+’, ‘-‘ or ’0’ score was provided for each of the categories (‘+’ if the feature was supported within the certification program, ‘-‘ if the feature was not supported, and ‘0’ if limited support was provided).

In the present deliverable we have opted to use radar plots to show the several features of the certification programs. If the feature was supported, a score of ‘2’ was given. If limited support was provided, a ‘1’ score was given. A score of ‘0’ means that the feature was not supported. Using radar plots, it can be easily visualized which features are supported by the certification program and which features are not. In addition to the radar plots, textual information from the source document concerning the evaluation topics ‘Service category’ and ‘Focus of assessment’ is also represented below.
[bookmark: _Toc317156274]CCHIT
Service category

· Information aids
Quality objectives 

Concerning EHRs, following scores were given:
[image: ]

Concerning PHRs, the figure is somewhat different:
[image: ]
Focus of assessment

· Product (function and documentation)
· Process (operational)

Certification body

[image: ]

Methods and procedures

[image: ]
Certificate

· Expiration: 3 years (subject to annual renewal)
· Re-certification: new versions require re—evaluation if ‘significant’ changes are present

[image: ]

[bookmark: _Toc317156275]HHS
Service category
· Information aids (currently implemented programs target EHRs. PHRs have also been certified under these programs)
Quality objectives

[image: ]

Focus of assessment

· Product (function and documentation)
Certification body

[image: ]
Methods and procedures
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Certificate

· Expiration: 2 years
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[bookmark: _Toc317156276]ISO/IEC 15408
Service category

· All (depends on protection profile)
Quality objectives

[image: ]
Focus of assessment 

· Product (function, documentation and code)
· Process (development)
Certification body

[image: ]

The score given for ‘liability’ depends on the lab.
Methods and procedures

[image: ]
Certificate
· Expiration: no
· Re-certification: yes (subsequent versions must validate “minor changes” with CCTL)
[image: ]

[bookmark: _Toc317156277]EuroRec
Service category

· Information aids
Quality objectives – EuroRec Seals

“The criteria included in the EuroRec Seals represent a minimal “common denominator” of the membership states. They provide only limited support for the quality objectives in the comparison framework. However, the EuroRec repository, which includes all criteria applied by the different member states, covers all quality objectives. “
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Quality objectives – EuroRec Repository
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Focus of assessment

· Product (function and documentation)
Certification body
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The score for ‘liability’ depends on jurisdiction. 
Methods and procedures
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Certificate

· Expiration: unclear

[image: ]

[bookmark: _Toc317156278]HON
Service category

· All (except decision aids that replace regular clinician)
Quality objectives

[image: ]
Focus of assessment

· Product (function and documentation)
Certification body

[image: ]

Methods and procedures
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Certificate

· Expiration: 1 year
[image: ]

[bookmark: _Toc317156279]Canada Health Infoway
Service category
· Information aids
Quality objectives

Remark: in the original document, these scores were given between brackets: “Infoway’s certification claims to certify against the Model Code, but does not disclose criteria except to paying customers of their certification services.”

[image: ]
Focus of assessment

· Product (function and documentation)
Certification body

Remark: for ‘liability’ as question mark was given as a 0 score
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Methods and procedures

[image: ]

Certificate

· Expiration: 1 year
· Re-certification: “Infoway can ‘choose’ to extend certificate even when material changes have been made to the product”
Remark: for ‘Warranty & guarantee” a question mark was given as a 0 score. 

[image: ]

[bookmark: _Toc317156280]NEHTA

“The Australian certification program is currently still under development”. 
Service category

· Information aids

Quality objectives

Remark: Except for ‘safeguards’, all evaluation criteria were scored with a question mark.
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Focus of assessment

· Product (function and documentation)
Certification body

‘Technical scope’, ‘Business documentation’ and ‘Complaints & appeal’ were scored with a question mark. The score for ‘liability’ was presented between brackets. 
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Methods and procedures

A question mark was given for ‘Openness’. The score for ‘Standard methods’ was presented between brackets.
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Certificate

For each of the evaluation criteria, a question mark was given as a 0 score.



[bookmark: _Toc317156281]Recommendations

The recommendations listed in this deliverable are complementary to the recommendations in Deliverable D5.2 “Roadmap towards a sustainable pan-European certification”, the latter addressing more the steps needed to initiate quality labelling and certification process. That deliverable also recommends the legal and regulatory context favourable to setting up such an activity.

The recommendations here are related to the procedures as such.

We are distinguishing two classes of recommendations: the recommendations applying to all kind of quality labelling (market driven and authority driven) and specific recommendations mainly applicable to one kind of quality labelling and certification.

Most of the issues addressed here are also addressed by the ISO/ISEC standards as described in Chapter 5. We nevertheless highlight some issues as they are, based on the experience in some of the countries (for the authority driven certification) and by EuroRec / IHE (for the market driven quality labelling). 

General Recommendations
[bookmark: _Toc317156282]Independence
[bookmark: _Toc317156283]Discretion and Confidentiality

A supplier submitting an application to quality assessment does not expect competitors to be informed on that initiative nor on how the application complies or don’t comply with the criteria to be validated.

There is even, at least in a market driven approach, no need to list or to publish the application that didn’t pass a quality labelling and certification session.
[bookmark: _Toc317156284]Impartiality

No one involved in the final testing an application may be linked to a competing application or may have a conflict of interest, e.g. providing other health IT services.

No one involved in the final testing may have any role in supporting the applicants, e.g. by pre-testing the application “on request” of the applicant.

Impartiality should be unquestionable. It is not only important to avoid conflicts between suppliers. It is also important to guarantee trustworthiness of the whole process and acceptance of the labels by the specialised as well as general public, e.g. in procurement procedures.
[bookmark: _Toc317156285]Openness

Documentation and rules should be accessible for free to candidate applicants for a quality label or certificate as well as to any possibly interested citizen.

Question marks may therefore be put behind procedures where the membership of an (industrial) organisation is put as a prerequisite to be allowed to submit a product or an application to quality labelling and certification. This is more especially the case for some implementations of a “market driven” quality labelling and certification.

[bookmark: _Toc317156286]Distinct roles

The authority or organisation issuing the criteria / requirements for a certificate or label or the certification body (CB) should not perform the testing as such. Testing should ideally be done by a CAB (Conformity Assessment Body). This should improve professionalism of the testers.

This is nevertheless not the case for some organisations, e.g. I.H.E.

Granting the Certificate can be done by the Certification Body or the initiating authority or organisation.

The role of each of the stakeholders should be clearly defined when starting the process.
[bookmark: _Toc317156287]Documentation of the process
[bookmark: _Toc317156288]Initial Documentation

Criteria or requirements may have a (slightly) different meaning in different domains of application. Criteria may be interpreted and subsequently implemented differently by different suppliers, resulting in huge, time consuming and sometimes endless discussion or disputes.

The availability of a comprehensive, understandable straight forward documentation is a pre-requisite for a successful quality labelling or certification.

This documentation should be available well in time.

A Q&A service should be linked, but not to add new interpretations or the give pre-testing approval of implementation options.
[bookmark: _Toc317156289]Rules of evaluation

Rules of evaluation need to be documented before starting a round of testing sessions. 

This includes issues like:

· All or nothing: the application needs to meet all the requirements
· Level of commitment requirement: is an average score acceptable, how such a score will be calculated.
· How will conformity / non conformity be documented?
· How will comments be managed?
· How many times can an application be tested?
· Is there an appeal procedure?
[bookmark: _Toc317156290]Testing Documentation

Each of the tests performed should be documented clearly, with, when relevant, screen dumps to prove conformity / non conformity to the criteria and to the “official interpretation” of those criteria as provided in the initial documentation.

This testing documentation should include the comments added by the CAB personnel as well as complementary comments noted at request of the applicant.
[bookmark: _Toc317156291]Content of Quality Labelling and Certification
[bookmark: _Toc317156292]Involvement of all stakeholders

Authorities and users should, in an authority driven quality labelling and certification clearly express what they expect from an application. 

The selected criteria need to be verifiable and feasible, within an agreed timeframe. This has to be discussed and negotiated with the suppliers. Quality Labelling and Certification without applications finally being granted a label or certificate is not very meaningful and does not result in an quality jump of those applications.

The quality labelling service provider in a market driven approach, will most probably not include unrealistic features in a test set. Suppliers freely decide, in this model, to go for a label, accepting the set of criteria to be tested on compliance.

[bookmark: _Toc317156293]National and/or domain variation

A large number of functional and quality criteria are so called “generic” criteria. This means that they may apply to various types of applications for different classes of users in different healthcare domains across countries.

Other criteria are domain specific (e.g. paediatrics, gynaecology, home care nursing…).

The authority driven certification is mostly “national” or “regional” and does not require country specific interpretation / specification of the criteria, as we have in market driven quality labelling. or requiring national / regional specifications.
[bookmark: _Toc317156294]Limitations of Certificate or Label

Validity of a Quality Label or Certificate has to be limited in time and linked to an identified version of the application. Any publication needs to clearly link the Quality Label of Certificate to that particular version of the tested application.

Validity can also be limited to a pre-defined group of potential users, e.g. general practitioners, obstetrical nurses, home care nurses.

Validity will most probably also be limited to a particular region or country when country specific variants of some of the tested criteria apply, e.g. the general practitioners in Bulgaria, the dentists in Slovenia or the community nurses (home care nurses) in Belgium.

This is not always the case. The EuroRec Seal, more especially Level 1, is limited to very generic quality issues, in principle applicable to any system in any country.

Another example of cross border validity are e.g. the quality marks as we have the portability of data export from a device to (any) EHR system as defined in the Continua Health Alliance approach. 

Contractual obligation should avoid abusive use of the Quality Label or Certificate after date of expiration or for a different version of the application or within a non certified geographical area.

The contract should foresee the possibility to withdraw the Quality Label or Certificate in case of no respect of the conditions or in case of a documented non compliance to criterion, e.g. after user complaints.
[bookmark: _Toc317156295]From availability to effective use

Functional Quality Labelling and Certification only indicates that an application is able to offer some functionality.

Most systems yet offer much more functionality than the average user is using. Suboptimal use of EHR systems is more the rule than the exception. Investments should be done in increased health added value of the applications, in optimal / maximal use of existing functionality and in measuring that use. 








[bookmark: _Toc317156296]Annex A	Test Scenario Example (partially translated)

The original scenario provided as an example is in Dutch and French, as documented in Annex B.



 (
Label 2010
)

[image: ]
 (
     
)
 (
Supplier
:
 
Software:
 
) (
ro
ucent :
Softwarepakket:
)

[bookmark: _Toc316742376][bookmark: _Toc316769365][bookmark: _Toc316814678][bookmark: _Toc317023811][bookmark: _Toc317156297]Information



	Test

	Date of tests
	



	Location
	



	Starting Time
	



	End Time
	



	Company
	



	Software (name + version)
	



	Language used during tests
	






	Delegation
	Names

	

CAB


	




	



Supplier ( + role of each of the attendees )


	



	
eHealth platform

	






[bookmark: _Toc316742377][bookmark: _Toc316769366][bookmark: _Toc316814679][bookmark: _Toc317023812][bookmark: _Toc317156298]Checklist

[bookmark: _Toc316742378][bookmark: _Toc316769367][bookmark: _Toc316814680][bookmark: _Toc317023813][bookmark: _Toc317156299]Hardware and software available?

	Checklist
	Yes
	No
	Comment

	
CD or USB 
	
|X|

	|_|
	


	
WIFI/LAN
	
|X|

	|_|
	


	
Printer
	
|X|

	|_|
	


	
Screencapture softw.
	
|X|

	|_|
	


	
eID & SIS card reader
	
|X|

	|_|
	



 
[bookmark: _Toc316742379][bookmark: _Toc316769368][bookmark: _Toc316814681][bookmark: _Toc317023814][bookmark: _Toc317156300] eID, NISS[footnoteRef:18] card and ETK available? [18:  NISS: National Institute Social Security (RIZIV/INAMI)] 



	Checklist
	Yes
	No
	Comment

	
eID & NISS card CAB tester

	
|X|

	
|_|
	
Name: 

	
eID & NISS card supplier

	
|X|

	
|_|
	
Name: 

	
ETK vendor

	
|X|

	
|_|
	
Name: 









[bookmark: _Toc316742380][bookmark: _Toc316769369][bookmark: _Toc316814682][bookmark: _Toc317023815][bookmark: _Toc317156301]Requested lists available?
	Checklist
	Yes
	No

	
List of at least 5 patients (with NISS number) with a chronic disease and at least 5 encounters recorded.

Comment: 

	
|X|

	
|_|



	Checklist
	Yes
	No

	
List of at least 3 patients (with NISS number) with clinical data entered by more than one user of the application.

Comment: 

	
|X|

	
|_|



	Checklist
	Yes
	No

	
List of patients requiring a pap smear test at the date of producing the list. Date of the list: 

Comment: 

	
|X|

	
|_|



	Checklist
	Yes
	No

	
List of patients requiring a preventive faeces test for colon cancer at the date of producing the list. Date of the list: 


Comment: 

	
|X|

	
|_|



	Checklist
	Yes
	No

	
List of patients requiring a vaccination against flu at the date of producing the list. Date of the list: 

Comment: 

	
|X|

	
|_|



	Checklist
	Yes
	No

	
List of diabetic patients. Date of the list:


Comment: 

	
|X|

	
|_|



	Checklist
	Yes
	No

	
List of patients with hypertension

Comment: 

	
|X|

	
|_|



	Checklist
	Yes
	No

	
List of the original “users” within the test practice with their access and/or use rights. Not the test users.

Comment: 

	
|X|

	
|_|



[bookmark: _Toc316742381][bookmark: _Toc316769370][bookmark: _Toc316814683][bookmark: _Toc317023816][bookmark: _Toc317156302]Copy of the practice data available? 

	Checklist
	Yes
	No

	
Is there a copy of the “original” test population available (the population as it was before adding the dummy patients)? Remark: the population as such should not be provided to the testers, only the SHA256 key generated on that original population.

Comment: 


	
|_|

	
|X|


[bookmark: _Toc316742382][bookmark: _Toc316769371][bookmark: _Toc316814684][bookmark: _Toc317023817][bookmark: _Toc317156303]External files / messages available ?

	Checklist
	Yes
	No

	
Are the encrypted files addressed to user X1 (imaging report, blood test report, urine examination report, discharge letter) available for the dummy patients FR2 and FR4?

Comment: 

	
|X|

	
|_|




[bookmark: _Toc316742383][bookmark: _Toc316769372][bookmark: _Toc316814685][bookmark: _Toc317023818][bookmark: _Toc317156304]Selection of test patients, test users and external files/messages.

	Patients
	Code (e.g. NL8) and/or name

	G1
	

	F1
	

	H1
	





	Users
	Name

	A1
	

	A2
	

	Y1
	




	Files
	Details (e.g. name patient, type of file e.g. blood tests)

	File 1
File 2
	







[bookmark: _Toc316742384][bookmark: _Toc316769373][bookmark: _Toc316814686][bookmark: _Toc317023819][bookmark: _Toc317156305]Test
<CR9>
	Action

	Command
	Register a “view” of the most recent part of the application access audit file. Register it as file Doc1_C9 on the memory device.

	Comments testers


	Comments supplier




<CR8>
	Action

	Command
	Explain how the application manages the unique identification of the users.  (*8_1/3).

Explain how the application guarantees the permanent availability of a user identification. (*8_2/3).

	Comments testers


	Comments supplier




<CR91>
<CR90>
	Action

	Command
	*Open a session for user X1.

Produce, using the sort function, a list of patient with a chronic disease and at least five encounters in the past.

Export and store this list on the memory device in a format compatible to criterion 91 and name it Doc1_C91. 

Explain under which format this file has been exported (e.g. xml, mdb, dbf, xls, sql,…) and document at least one external statistical and/or database management tool that can be used to exploit these data. (*91_1/1)

List the medication of the patients with hypertension and at least one during the last 12 months. 

Export and store this list on the memory device in a format compatible to criterion 91 and name it Doc2_C91.


	Comments testers
 

	Comments supplier




<CR108>
	Action

	Command
	Display the percentage of patients belonging to the Yearly Contact Group and with a NISS number recorded. (*108_1/2)

	Comments testers


	Comments supplier




<CR19>
<CR21>
	Action

	Command
	Create a new record for a patient with the following NISS Number: 77.11.15-201.73.  (*19_1 /1)(*21_1/8)

What happens? (*21_2/8)

Has a new patient record been created? (*21_3/8)

Explain how the application reacts on an attempt to create a new record for a patient yet in the database. (*21_4/8)

Explain and/or illustrate the possible actions in such a case. (*21_5/8)

Explain and/or illustrate the impossibility to create more than one record with a given NISS number. (*21_6/8)

Create a new patient record with the following data elements:

Daems
Karel
M
08/07/1975
NISS nr. : 75070818931


	Comments testers


	Comments supplier






<CR26>
	Action

	Command
	Open the record of patient G1.

Control the presence of a GMR[footnoteRef:19]. (*26_1/2) [19:  GMR = Global Medical Record] 


Show the start date and the name / social security number of the responsible healthcare professional for the GMR.  (*26_2/2)

	Comments testers


	Comments supplier




<CR97>
<CR121>
	Action

	Command
	Export all the data for this patient as a ‘GP software migration format’ file.

Decrypt external file 1 with the key of the CAB. 

Integrate the content of the file in the record of patient G1.


	Comments testers


	Comments supplier




<CR65>
<CR35aa>
<CR35a>
<CR35c>
<CR35ad> 
<CR35f>
	Action

	Command
	Patient G1 comes to the practice today.

Enter the following data for patient G1 using either a proprietary terminology and coding scheme with a mapping to the ICPC2 and ICD-10 codes or by using directly ICPC2 and ICD-10 codes.  (*43_1/2)

Reason for encounter:
Fatigue
Back pain 
Painful urinating / Dysuria
Blood in the urine / Haematuria
Fever

Subjective data:
Smokes a lot
Patient fears to have a disease
Tired

Risks:
Nicotine intoxication

Diagnosis:
Nicotine intoxication / Tabagism

Diagnosis:
Urinary infection

	Comments testers


	Comments supplier



</CR35aa>
</CR35c>
</CR35a>
</CR35ad>
</CR35f>

<CR120>
	Action

	Command
	Illustrate by means of a screenshot on a memory device that the application links to the CEBAM library of good practice management related to smoking habits, without having to re-enter the diagnosis of tabagism. (*120_1/1)

	Comments testers


	Comments supplier



</CR120>

<CR35m>
<CR35n>
<CR35t>
	Action

	Command
	Enter the following date to the patient record:

List of Problems:
Fever
Urinary Infection
Foreign body in the nose

Add the following health issues:
Fever (dated today)
Urinary Infection (dated today)

Add and link the following health approach to the health issue “fever”:

Taking care of 

Add and link the following health approach to the health issue “urinary infection”:

Diagnostic search for origin
Follow-Up

Add the following services to the health approach “taking care of (fever)” and to the health approach “diagnostic search for origin (urinary infection)”:

Biometric data:
Temperature: 38,5°C

Add the following services to the health approach “diagnostic search for origin (urinary infection)”:

Acts:
Lab test urine

	Comments testers


	Comments supplier



</CR35m>
</CR35n>
</CR35t>

<CR45>
<CR47>
<CR35v>
	Action

	Command
	Add the following services to the health approach “follow up”: 

Prescribe the next medicinal product and initiate the medicinal treatment (medication).

Prescriptions: (*45_1/1)
Tarivid 400mg, 1 tablet/day, 1 pack of 10 tabltes

Illustrate with a screenshot copied on a memory device that the application offers / displays all cheap alternatives for this prescribed medicinal product.

Explain the steps required to obtain the list of cheap medicinal products starting from a prescription. (*47_1/1)

Rename the health issue “Dorsolumbalgia without irradiation” into a “Dorsolumbalgia with irradiation”.

Add the following services to the health approach “taking care of (fever)”.

Prescribe the next medicinal product and initiate the medicinal treatment (medication).

Prescriptions: (*45_1/1)
Dafalgan 1g, 3 tablets/day, 1 box of 32 tablets

	Comments testers


	Comments supplier



</CR35v>
</CR47>
	Action

	Command
	Display the list of the active health issues. Export this list as file Doc1_C65 on a memory device.

Display the list of services linked to the health issue “Fever”. Make a screenshot and copy that screenshot on a memory device.

	Comments testers


	Comments supplier




<CR5AE>
	Action

	Command
	Inactivate the health issue “Fever”.

Display the list of the active health issues. Export this list as file Doc2_C65 on a memory device.

Display the list of services linked to the health issue “Urinary infection”. Make a screenshot and copy that screenshot on a memory device.

Display the list of all the health issues (active as well as inactive). Export this list as file Doc3_C65 on a memory device.

	Comments testers
 

	Comments supplier



</CR5AE>
</CR65>

<CR39>
	Action

	Command
	Display a list with all the items entered by user X1 in the patient file of patient G1. Export this list as file Doc1_C8 on a memory device. 

	Comments testers
 

	Comments supplier




<CR13>
	Action

	Command
	*Open the application as user X3

Show all access limitations applicable to this user X3 when accessing the record of patient G1. (*13_3/5)

Explain how the application complies with criterion 13, using the provided documentation.
(*13_4/5).

	Comments testers


	Comments supplier




	Action

	Command
	*Open the application as user "A1 (Administrator)"

Show at least two different profiles of users with different access rights and indicate the access rights of each of the profiles / users. . (*13_1/5)

Specify the profile of each of the following users A1, A2, B1, X1, X2 and X3. Demonstrate how the access rights are granted, illustrating the differences between the users A1, A2, B1, X1, X2 and X3. (*13_2/5)

Delete user X1.

Create a new user Y1 with reduced access rights.

Display the list of the users and indicate how they are identified internally. (*8_3/3).

	Comments testers


	Comments supplier




<CR59b>
	Action

	Command
	*Open the application as user “X2"

Produce a list of patients that should get a preventive pap smear based on the prevention protocol “cervix cancer”. Store the list on the memory device as file Doc1_C59b. 

What kind of services is offered by the application to alert the patients that should get a pap smear as part of a primary prevention action? (*59b_1/5)

Is there an automatic alert to the physician when opening the patient file of these patients? (*59b_2/5)

Has the application a mail function to remind these patients on the examination? Demonstrate the function. (*59b_3/5) 

	Comments testers


	Comments supplier





<CR59c>
	Action

	Command
	Export the list of the patients that should have a faeces test on blood to detect colon cancer as part of the prevention protocol “colon cancer”. Store the list on the memory device as file Doc1_C59c.

What kind of services is offered by the application to alert the patients that a faeces test on blood as part of a primary prevention action against colon cancer? (*59c_1/5)

Is there an automatic alert to the physician when opening the patient file of these patients? (*59c_2/5)

Has the application a mail function to remind these patients on the examination? Demonstrate the function? (*59c_3/5) 

	Comments testers
 

	Comments supplier




<CR20>
	Action

	Command
	Create a patient file H1 by using the e-ID card. (*20_1/2)

Insert the NISS card of patient H1 in the reader and demonstrate that the software identifies the patient as patient H1. (*20_2/2).

Complete the patient file H1 with the data available on the NISS card.


	Comments testers


	Comments supplier



</CR20>

	Action

	Command
	Create a new patient file with the following data: 

Junkers
Nathalie
F
04/03/1956

What happens? (*21_7/8)

Has a new record been created? (*21_8/8)
	Utilisez les informations suivantes pour créer un nouveau patient :

Junkers
Nathalie
V
04/03/1956

Que constatez vous ? (*21_7/8)

Un nouveau dossier patient a t-il été créé ? (*21_8/8)

	Comments testers


	Comments supplier



</CR21>

	Action

	Command
	Modify the GMR responsible physician for patient F1. New data are : 

Dr. Gillion Benoît, social security number : 1.87618.77.004

Date of signature: today


	Comments testers


	Comments supplier



</CR26>

<CR35h>
	Action

	Command
	Demonstrate that the application alerts the user that patient F1 should have a preventive faeces examination on blood to detect colon cancer.  (*59c_4/5)

Add a consultation dated today with the following data:

Preventive acts
Today a faeces test on hidden blood.

Show that the application suggests and records a planned (repeat) test two years from now. Document this with a screenshot.  (*59c_5/5)

	Comments testers


	Comments supplier



</CR35h>

<CR86e>
<CR27a>
	Action

	Command
	Produce a Sumehr patient summary of patient F1 and displays its content (as a preview before exporting it).

Document the preview buy means of a screenshot.

Close the preview window.

Open again the file of patient F1.

Decrypt File 2. Encrypt the file with the application. 

Decrypt that newly encrypted file and  integrates its content in the dossier of patient F1.

Add the following data to the patient file.

Contact person:
Name: Sidell
First Name: John
Phone number: 0478855443

	Comments testers


	Comments supplier



</CR27a> 
</CR86e>
</CR121>

<CR86c>
	Action

	Command
	Produce a second patient summary file Sumehr for patient F1.

If the software enables the selective inclusion of identified data, select all available data.

Store the Sumehr as a document in the patient file and demonstrate that the document has effectively been integrated. (*86c_1/2)

Use the “Sumehr validation tool” that the syntax and content of the Sumehr file are correct. (*86c_2/2)

	Comments testers


	Comments supplier



</CR86c>

<CR35h>
	Action

	Command
	*Open the application as user “A1”

List all the data entered by user X1 in the file of patient G1. Store this list on the memory devices as file Doc2_C8.

Select out of the list of patients that should have a pap smear done a patient from the original practice population.

Open the patient and show that the application alerts the user that the patient should have a pap smear done as a preventive act.  (*59b_4/5)

Open a patient contact dated today and add the following data to the patient file:

Preventive acts
Today screening test (pap smear) for cervix cancer..

Show that the application suggests and records a planned (repeat) test three years from now. Document this with a screenshot. (*59b_5/5)

	Comments testers


	Comments supplier



</CR39>
</CR35h>

	Action

	Command
	Display the percentage of patients belonging to the Yearly Contact Group and with a NISS number recorded. (*108_2/2)

	Comments testers


	Comments supplier



</CR108>

	Action

	Command
	Export all the data of patient G1 as a ‘GP software migration format’ file. Store that file on the memory device.

	Comments testers


	Comments supplier



</CR97>

	Action

	Command
	*Open the application as user "Y1"

Demonstrate the limitations of the access rights of the user Y1 by accessing the record of patient G1. (*13_5/5)

	Comments testers


	Comments supplier



</CR13>

	Action

	Command
	Record as file Doc2_C9 on the memory device the most recent part of the audit file documenting the accesses to the software. 

	Comments testers


	Comments supplier



</CR8>
</CR9>

[bookmark: _Toc316742385][bookmark: _Toc316769374][bookmark: _Toc316814687][bookmark: _Toc317023820][bookmark: _Toc317156306]Files (with  sha-256 codes) provided to the CAB
	List of the files

	













































[bookmark: _Toc316742386][bookmark: _Toc316769375][bookmark: _Toc316814688][bookmark: _Toc317023821][bookmark: _Toc317156307]SHA-256 codes

	File with an overview of the SHA-256 codes of the screenshots/files

	
Name of the file : 



[bookmark: _Toc316769376][bookmark: _Toc316814689][bookmark: _Toc317023822][bookmark: _Toc317156308]Overall remarks / comments

[bookmark: _Toc316742388][bookmark: _Toc316769377][bookmark: _Toc316814690][bookmark: _Toc317023823][bookmark: _Toc317156309]Testers

	Overall comments formulated by the testers

	



































[bookmark: _Toc316769378][bookmark: _Toc316814691][bookmark: _Toc317023824][bookmark: _Toc317156310]Supplier
	Overall comments formulated by the supplier

	





























[bookmark: _Toc317156311]Annex B Original Belgian Test Scenario 2010-2011

The original file is in Dutch and in French.


 (
Label 2010
)

[image: ]
 (
     
)
 (
Supplier
 :
 
Softwarepakket:
 
) (
ro
ucent :
Softwarepakket:
)

[bookmark: _Toc316742391][bookmark: _Toc316769380][bookmark: _Toc316814693][bookmark: _Toc317023826][bookmark: _Toc317156312]Informatie



	Test

	Datum uitvoering test
	



	Locatie
	



	Tijdstip begin test
	



	Tijdstip einde test
	



	Firma
	



	Software (naam + versie)
	



	Taal tijdens test
	






	Delegatie
	Namen

	

CAB


	




	



Supplier ( + rol van elkeen vermelden )


	



	
eHealth platform

	






[bookmark: _Toc316742392][bookmark: _Toc316769381][bookmark: _Toc316814694][bookmark: _Toc317023827][bookmark: _Toc317156313]Checklist

[bookmark: _Toc316742393][bookmark: _Toc316769382][bookmark: _Toc316814695][bookmark: _Toc317023828][bookmark: _Toc317156314]Hard- en software aanwezig?

	Checklist
	Yes
	No
	Comment

	
CD or USB 
	[bookmark: Check1]
|X|

	|_|
	


	
WIFI/LAN
	
|X|

	|_|
	


	
Printer
	
|X|

	|_|
	


	
Screencapture softw.
	
|X|

	|_|
	


	
eID & SIS card reader
	
|X|

	|_|
	



 

[bookmark: _Toc316742394][bookmark: _Toc316769383][bookmark: _Toc316814696][bookmark: _Toc317023829][bookmark: _Toc317156315]Noodzakelijke eID, SIS-kaart en ETK voorhanden?


	Checklist
	Yes
	No
	Comment

	
eID & SIS kaart RAMIT tester

	
|X|

	
|_|
	
Name: 

	
eID & SIS kaart supplier

	
|X|

	
|_|
	
Name: 

	
ETK vendor

	
|X|

	
|_|
	
Name: 









[bookmark: _Toc316742395][bookmark: _Toc316769384][bookmark: _Toc316814697][bookmark: _Toc317023830][bookmark: _Toc317156316]Lijsten beschikbaar?
	Checklist
	Yes
	No

	
Lijst van minstens 5 patiënten (met INSZ nummer) met een chronische pathologie en met minstens 5 contacten.

Liste de 5 patients (avec numéro NISS) à pathologie chronique avec au moins 5 contacts

Comment: 

	
|X|

	
|_|



	Checklist
	Yes
	No

	
Lijst van minstens 3 patiënten (met INSZ nummer) met gegevens ingevoerd door meer dan één gebruiker van het systeem

Liste d'au moins 3 patients (avec numéro NISS) avec des données introduites par plus d'un utilisateur du système.

Comment: 

	
|X|

	
|_|



	Checklist
	Yes
	No

	
Lijst met patiënten voor wie een (screening)uitstrijkje vereist is op de datum van aanmaak van de lijst. Datum lijst: 

Liste des patients pour lesquels un frottis du col de l’utérus  est requis à la date de la production de la liste. Date de la liste : 

Comment: 

	
|X|

	
|_|



	Checklist
	Yes
	No

	
Lijst met patiënten voor wie een opsporing van occult bloedverlies vereist is op de datum van aanmaak van de lijst. Datum lijst: 

Liste des patients pour lesquels une recherche de sang occulte est requise à la date de la production de la liste. Date de la liste : 

Comment: 

	
|X|

	
|_|



	Checklist
	Yes
	No

	
Lijst met patiënten voor wie een griepinenting vereist is op de datum van aanmaak van de lijst. Datum lijst: 

Liste des patients pour lesquels une vaccination antigrippale est requise à la date de la production de la liste. Date de la liste : 

Comment: 

	
|X|

	
|_|



	Checklist
	Yes
	No

	
Lijst met patiënten die aan diabetes mellitus lijden

Les patients qui souffrent de diabète sucré

Comment: 

	
|X|

	
|_|



	Checklist
	Yes
	No

	
Lijst met patiënten die aan arteriële hypertensie lijden

Les patients qui souffrent d’hypertension artérielle 

Comment: 

	
|X|

	
|_|



	Checklist
	Yes
	No

	
Lijst  van de “gebruikers” van het initiële patiëntenbestand (zonder de testgebruikers) met hun rechten

La liste des "utilisateurs" de la patientèle initiale (sans les utilisateurs test) en précisant les droits

Comment: 

	
|X|

	
|_|





[bookmark: _Toc316742396][bookmark: _Toc316769385][bookmark: _Toc316814698][bookmark: _Toc317023831][bookmark: _Toc317156317]
Kopie patiëntenbestand beschikbaar?

	Checklist
	Yes
	No

	
Is er een kopie van het “originele” patiëntenbestand (i.e. vóór invoeren fictieve patiënten) beschikbaar ? Opm.: dit bestand wordt niet afgegeven aan de testers, wel wordt de SHA256-sleutel gegenereerd 

Copie de la patientèle “originale” (e.g. avant l’insertion des patients fictifs) disponible? Remarque: les testeurs ne reçoivent pas ce fichier, mais le clé SHA256 doit être généré 

Comment: 


	
|_|

	
|X|



[bookmark: _Toc316742397][bookmark: _Toc316769386][bookmark: _Toc316814699][bookmark: _Toc317023832][bookmark: _Toc317156318]Externe bestanden beschikbaar?


	Checklist
	Yes
	No

	
Geëncrypteerde bestanden voor X1 (resultaat beeldvorming, bloedonderzoek, urineonderzoek, ontslagbrief) beschikbaar voor patiënten FR2 en FR4 ?

Les fichiers encryptés pour X1 (résultat d’imagerie, analyse de sang, analyse d’urine, lettre de sortie) sont-ils disponibles pour les patients FR2 et FR4 ?

Comment: 

	
|X|

	
|_|











[bookmark: _Toc316742398][bookmark: _Toc316769387][bookmark: _Toc316814700][bookmark: _Toc317023833][bookmark: _Toc317156319]Definitie patiënten , gebruikers en bestanden


	Patiënten
	Code (b.v. NL8) en/of naam

	G1
	

	F1
	

	H1
	





	Gebruikers
	Naam

	A1
	

	A2
	

	Y1
	




	Bestanden
	Details (b.v. naam patiënt, type van bestand b.v. bloedonderzoek)

	Bestand 1
Bestand 2
	







[bookmark: _Toc276980263][bookmark: _Toc316742399][bookmark: _Toc316769388][bookmark: _Toc316814701][bookmark: _Toc317023834][bookmark: _Toc317156320]Test

<CR9>
	Action

	Command
	Registreer een “view” van het meest recente deel van het auditbestand met de toegangen tot de software onder de naam Doc1_C9 op de informatiedrager.
	Enregistrez sous le nom de Doc1_C9 un “view” de la partie la plus récente du fichier d’audit des accès au logiciel sur le support de stockage.

	Comments testers


	Comments supplier




<CR8>
	Action

	Command
	Leg uit hoe de software de eenduidige identificatie van de gebruikers beheert en waarborgt (*8_1/3).

Leg uit hoe de software waarborgt dat een gebruiker permanent beschikbaar blijft (*8_2/3).
	Expliquez comment  le logiciel gère et garantit le caractère univoque des utilisateurs (*8_1/3).


Expliquez comment  le logiciel gère et garantit le caractère permanent des utilisateurs (*8_2/3).

	Comments testers


	Comments supplier




<CR91>
<CR90>
	Action

	Command
	*Open de software onder de naam "X1" 

Maak via een sorteerfunctie een lijst aan van de patiënten met een chronische pathologie en met minstens 5 voorafgaande contacten.

Exporteer deze lijst en sla hem op onder de naam Doc1_C91 in een formaat dat in overeenstemming is met criterium 91. 

Beschrijf in welke vorm dit bestand geëxporteerd wordt (bv. formaat xml, mdb, dbf, xls, sql, …) en noem minstens één exploitatiemethode en een externe informaticatool (statistische tool of databasebeheer) die deze geëxporteerde gegevens kan verwerken. (*91_1/1)

Selecteer de patiënten met arteriële hypertensie die een contact hadden de jongste 12 maanden en geef voor die patiënten de medicatie.

Exporteer deze lijst en sla hem op onder de naam Doc2_C91 in een formaat dat in overeenstemming is met criterium 91.

	*Ouvrez le logiciel sous le nom X1 

Via une fonction de tri, listez les patients à pathologie chronique avec au moins 5 contacts préalables.

Exportez et enregistrez cette liste sous le nom de Doc1_C91 dans un format respectant les spécifications du critère 91. 

Indiquez sous quelle forme (ex : format xml , mdb, dbf, xls, sql …) se présente l’exportation et citez au moins une méthode d’exploitation et un outil externe informatique (statistiques ou gestion de base de données) capable de traitez ces données exportées . (*91_1/1)


Sélectionnez les patients et patientes avec un hypertension artérielle qui on eu un contact les derniers 12 mois et donnez pour ces patients et patientes la médication.

Exportez et enregistrez cette liste sous le nom de Doc2_C91 dans un format respectant les spécifications du critère 91. 


	Comments testers
 

	Comments supplier




<CR108>
	Action

	Command
	Duid het percentage patiënten aan dat over een INSZ-nummer beschikt en in de afgelopen 12 maanden een contact heeft gehad. (*108_1/2)
	Indiquez le pourcentage de patients disposant d’un NISS, avec un contact les 12 derniers mois. (*108_1/2)

	Comments testers


	Comments supplier




<CR19>
<CR21>
	Action

	Command
	Gebruik het volgende INSZ-nummer 77.11.15-201.73 om een patiëntendossier aan te maken. (*19_1 /1)(*21_1/8)

Wat stelt u vast? (*21_2/8)

Is er een nieuw patiëntendossier aangemaakt? (*21_3/8)

Leg uit hoe de software reageert wanneer een gebruiker een patiënt probeert aan te maken die al bestaat in het patiëntenbestand. (*21_4/8)

Leg uit wat de mogelijke acties zijn voor de gebruiker naar aanleiding van deze poging. (*21_5/8)

Leg uit hoe de beschikbare acties verhinderen dat verschillende patiëntendossiers met eenzelfde INSZ worden aangemaakt in de gegevens opgeslagen door de software. (*21_6/8)


Maak een nieuw patiëntendossier aan met de volgende gegevens:

Daems
Karel
M
08/07/1975
INSZ nr. : 75070818931

	Utilisez le numéro NISS suivant 77.11.15-201.73 pour créer un dossier patient.(*19_1 /1)(*21_1/8)

Que constatez vous ? (*21_2/8)

Un nouveau dossier patient a t-il été créé ? (*21_3/8)

Expliquez quel est le comportement du logiciel lorsqu’un utilisateur tente de créer un patient déjà existant dans la patientèle du logiciel. (*21_4/8)

Expliquez quelles sont les actions possibles pour l’utilisateur suite à cette tentative. (*21_5/8)


Expliquez en quoi ces actions disponibles rendent impossible la création de plusieurs dossiers patients avec un même NISS dans les données stockées par le logiciel. (*21_6/8)



Créez un nouveau dossier patient avec les données suivantes :

Daems
Karel
M
08/07/1975
INSZ nr. : 75070818931


	Comments testers


	Comments supplier




<CR26>
	Action

	Command
	Open het dossier van patiënt G1.

Controleer of er een GMD is. (*26_1/2)

Geef de datum van ondertekening/aanvang en de titularis (RIZIV) (*26_2/2)
	Ouvrez le dossier du patient G1.

Vérifiez la présence d’un DMG. (*26_1/2)

Indiquez la date de signature/début et son titulaire (INAMI) (*26_2/2)

	Comments testers


	Comments supplier




<CR97>
<CR121>
	Action

	Command
	Exporteer de gegevens van deze patiënt onder de vorm van een ‘GP software migration format’.

Bestand 1 wordt gedecrypteerd door RAMIT. 

Integreer dit protocol in het dossier van patiënt G1.

	Exporter les données de ce patient au format ‘GP software migration format’.


Bestand 1 est décrypté par RAMIT. 

Intégrez ce rapport dans le dossier du patient G1.


	Comments testers


	Comments supplier




<CR65>
<CR35aa>
<CR35a>
<CR35c>
<CR35ad> 
<CR35f>
	Action

	Command
	Patiënt G1 komt vandaag op consultatie.

Voeg de volgende gegevens eenmalig toe aan het dossier van patiënt G1, hetzij door middel van een eigen codering met conversie naar de CIPS2-CIM10-codering, hetzij door het gebruik van de CISP2- en CIM10-codes. (*43_1/2)

Reden voor contact:
Vermoeidheid 
Rugpijn 
Pijnlijke urinelozing
Bloed in de urine 
Koorts 

Subjectieve gegevens:
rookt veel
Is bang om een ziekte te hebben
Voelt zich moe

Risicofactoren:
nicotinevergiftiging

Diagnose:
nicotinevergiftiging

Diagnose:
urineweginfectie 
	Le patient G1 vient en consultation ce jour.

Soit sous la forme de codage propriétaire avec conversion vers le code CIPS2-CIM10, soit sous forme de code CISP2 et CIM10, ajoutez les données suivantes au dossier du patient G1 en ne les saisissant qu’une seule fois. (*43_1/2)

Motif de contact :
Fatigue 
Mal au dos 
Miction douloureuse
Sang dans les urines 
Fièvre 

Données subjectives :
Fume beaucoup
A peur d’avoir une maladie
Se sent fatigué

Facteurs de risque :
Tabagisme

Diagnostic:
Tabagisme 

Diagnostic:
Infection urinaire 

	Comments testers


	Comments supplier



</CR35aa>
</CR35c>
</CR35a>
</CR35ad>
</CR35f>


<CR120>
	Action

	Command
	Toon aan de hand van een screenshot die u opslaat op de informatiedrager, dat uw software toegang verleent tot de aanbevelingen van CEBAM inzake goede praktijk met betrekking tot tabaksgebruik, zonder dat de diagnose opnieuw moet worden ingevoerd. (*120_1/1)
	Montrez à l’aide d’une capture d’écran que vous enregistrerez sur le support de stockage que votre logiciel permet d’avoir un accès aux recommandations de bonnes pratiques publiées par le CEBAM concernant le tabagisme sans avoir à ressaisir le diagnostic (*120_1/1)

	Comments testers


	Comments supplier



</CR120>

<CR35m>
<CR35n>
<CR35t>
	Action

	Command
	Voeg de volgende gegevens eenmalig toe aan het dossier van de patiënt.

Lijst van problemen:
koorts 
Urineweginfectie 
Corpus alienum in de neus 

Voeg de volgende zorgelementen toe:

Zorgelementen
Koorts (datum van vandaag)

Zorgelementen
Urineweginfectie (datum van vandaag) 

Voeg de volgende zorgaanpakken toe aan het zorgelement “Koorts”:

Zorgaanpak:
Verzorging

Voeg de volgende zorgaanpak toe aan het zorgelement « Urineweginfectie »:

Zorgaanpak:
Zoek naar de oorzaak van de infectie
Opvolging


Voeg de volgende diensten toe aan de zorgaanpak “Verzorging (Koorts)” en aan de zorgaanpak “Zoek naar de oorzaak van de infectie”:

Biometrie:
Temperatuur: 38,5°C

Voeg de volgende diensten toe aan de zorgaanpak “Zoek naar de oorzaak van de infectie”

Actieplan:
biologie
	Ajoutez les données suivantes au dossier du patient en ne les saisissant qu’une seule fois.

Liste des problèmes :
Fièvre 
Infection urinaire 
Corps étranger du nez 

Ajoutez les éléments de soins suivants :

Eléments de soins
Fièvre (date d’aujourd’hui)

Eléments de soins
Infection urinaire (date d’aujourd’hui) 
[bookmark: _Toc316742400][bookmark: _Toc316769389][bookmark: _Toc316742401][bookmark: _Toc316769390][bookmark: _Toc316814702][bookmark: _Toc317023835][bookmark: _Toc317156321]Ajoutez les démarches suivantes à l’élément de soin « Fièvre » :

Démarche :
Prise en charge

Ajoutez la démarche suivante à l’élément de soin « Infection urinaire » :

Démarche :
Recherche origine infection
Suivi


Ajoutez les services suivants à la démarche Prise en charge (Fièvre) ainsi qu’a la démarche « Recherche origine infection » :


Biométrie :
Température : 38,5°C

Ajoutez les services suivants à la démarche « Recherche origine infection »


Plan d’action :
Demande de biologie

	Comments testers


	Comments supplier



</CR35m>
</CR35n>
</CR35t>

<CR45>
<CR47>
<CR35v>
	Action

	Command
	Voeg de volgende diensten toe aan de zorgaanpak “Opvolging”:

Schrijf het volgende geneesmiddel voor en start de behandeling. 

Voorschriften : (*45_1/1)
Tarivid 400mg, 1 tablet/dag, 1doos van 10 tabletten

Toon aan de hand van een screenshot die u opslaat op de informatiedrager, dat uw software alle goedkope alternatieven voorstelt bij het voorschrijven van dit geneesmiddel.


Leg uit welke handelingen een gebruiker moet stellen om de lijst met goedkope geneesmiddelen te bekomen in functie van het oorspronkelijke voorschrift. (*47_1/1)

Hernoem het zorgelement “Dorsolumbaal syndroom zonder irradiatie” in het patiëntendossier in “Dorsolumbaal syndroom met irradiatie”. 

Voeg de volgende dienst toe aan de zorgaanpak “Verzorging (Koorts)”.


Schrijf het volgende geneesmiddel voor en start de behandeling:

Voorschriften:
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]Dafalgan 1g, 3 tabletten/dag, 1 doos van 32 tabletten 
	Ajoutez les services suivants à la démarche « suivi » :

Prescrivez le médicament suivant et initiez le traitement  

Prescriptions : (*45_1/1)
Tarivid 400mg 1co 1x/j  1boite de 10 co.


Montrez en effectuant une capture d’écran que vous enregistrerez sur le support de stockage que le logiciel propose, en fonction de ce médicament, tous les équivalents en catégorie "bon marché".

Expliquez la procédure à effectuer pour obtenir la liste des médicaments bon marché en fonction de la prescription initiale. (*47_1/1)


Renommez l’élément de soin « Syndrome dorso-lombaire sans irradiation » du dossier du patient en « Syndrome dorso-lombaire avec irradiation ».

Ajoutez le service suivant à la démarche prise en charge (Fièvre).


Prescrivez le médicament suivant et initiez le traitement :

Prescriptions :
Dafalgan 1g 3x/j 1 boite de 32 co 


	Comments testers


	Comments supplier



</CR35v>
</CR47>
	Action

	Command
	Toon de lijst met de actieve zorgelementen. Exporteer deze lijst en sla ze op op de informatiedrager onder de naam Doc1_C65.

Toon de lijst van de diensten gekoppeld aan het zorgelement ‘Koorts’. Maak een screenshot van deze diensten en sla deze screenshot op op de informatiedrager.
	Montrez la liste des éléments de soins actifs. Exportez et enregistrez cette liste sur le support de stockage sous le nom de Doc1_C65.

Montrez la liste des services reliés à l’élément de soins Fièvre. Effectuez une capture d’écran de ces services et enregistrez-la sur le support de stockage.

	Comments testers


	Comments supplier




<CR5AE>
	Action

	Command
	Inactiveer het zorgelement “Koorts”.

Toon opnieuw de lijst met de actieve zorgelementen. Exporteer deze lijst en sla ze op op de informatiedrager onder de naam Doc2_C65.

Toon de lijst van de diensten gekoppeld aan het zorgelement « Urineweginfectie ». Maak een screenshot van deze diensten en sla deze screenshot op de informatiedrager op.

Toon de lijst met alle zorgelementen. Exporteer deze lijst en sla ze op op de informatiedrager onder de naam Doc3_C65.
	Inactivez l’élément de soin « Fièvre ».

Montrez à nouveau la liste des éléments de soins actifs. Exportez et enregistrez cette liste sur le support de stockage sous le nom de Doc2_C65.

Montrez la liste des services reliés à l’élément de soin : Infection urinaire. Effectuez une capture d’écran de ces services et enregistrez-la sur le support de stockage.

Montrez la liste de l’ensemble des éléments de soins. Exportez et enregistrez cette liste sur le support de stockage sous le nom de Doc3_C65.

	Comments testers
 

	Comments supplier



</CR5AE>
</CR65>

<CR39>
	Action

	Command
	Toon de lijst van alle gegevens die door gebruiker X1 ingevoerd werden in het dossier van patiënt G1. Sla deze lijst op op de informatiedrager onder de naam Doc1_C8.
	Dans le dossier du patient G1, filtrez et montrez la liste des données saisies
par l’utilisateur X1. Enregistrez cette liste sur le support de stockage sous le
nom de Doc1_C8.

	Comments testers
 

	Comments supplier




<CR13>
	Action

	Command
	*Open de software als gebruiker X3

Toon aan welke beperkingen van toepassing zijn op de toegangsrechten van gebruiker X3 bij het openen van het dossier van patiënt G1. (*13_3/5)

Geef uitleg over criterium 13 op basis van de geleverde documentatie (*13_4/5).
	*Ouvrez le logiciel en tant que X3

En ouvrant un dossier patient du patient G1, montrez en quoi consiste les limitations de droits de l’utilisateur X3. (*13_3/5)


Fournissez l’explication du critère 13 sur base de la documentation fournie (*13_4/5).

	Comments testers


	Comments supplier




	Action

	Command
	*Open de software onder de naam "A1 (Beheerder)"

Toon ten minste twee profielen/gebruikers met verschillende toegangsrechten en duid aan over welke toegangsrechten tot de gegevens elk profiel/elke gebruiker beschikt. (*13_1/5)

Preciseer welke profielen toegekend zijn aan de gebruikers A1, A2, B1, X1, X2 en X3 en hoe de toegangsrechten van deze gebruikers bepaald zijn. Toon daarbij de verschillen aan voor de gebruikers A1, A2, B1, X1, X2 en X3. (*13_2/5)


Schrap gebruiker X1.

Creëer gebruiker Y1 en ken hem beperkte oegangsrechten toe.

Maak een lijst van de gebruikers of toon ze. Verduidelijk hoe zij intern geïdentificeerd zijn (*8_3/3).
	*Ouvrez le logiciel sous le nom de A1 (Administrateur)

Montrez au moins deux profils/utilisateurs avec des droits d’accès différents et indiquez quels sont leurs droits d’accès aux données de chaque profil/utilisateurs. (*13_1/5)

Précisez a quel profil correspondent les utilisateurs A1, A2, B1, X1, X2 et X3 ou comment sont définis les droits d’accès de ces utilisateurs et en quoi les accès des utilisateurs A1, A2, B1, X1, X2 et X3 sont différents. (*13_2/5)

Rayez l’utilisateur X1.

Créez l’utilisateur Y1 avec les droits d’accès limités.

Produisez une liste des utilisateurs ou montrez-les. Précisez leur identifiant interne (*8_3/3)


	Comments testers


	Comments supplier




<CR59b>
	Action

	Command
	*Open de software onder de naam "X2"

Maak via een sorteerfunctie een lijst aan van de patiënten die in aanmerking komen voor een uitstrijkje in het kader van de opsporing van baarmoederhalskanker. Sla deze lijst op de informatiedrager op onder de naam Doc1_C59b. 

Met welke functies van de software kunnen de gebruikers de patiënten verwittigen die in aanmerking komen voor een uitstrijkje in het kader van de opsporing van baarmoederhalskanker? (*59b_1/5)

Laat de software toe om de betrokken patiënten te informeren op het ogenblik van het contact? (*59b_2/5)

Beschikt de software over een mailfunctie om de betrokken patiënten te verwittigen? (*59b_3/5) Demonstreer deze functie.
	*Ouvrez le logiciel sous le nom de X2

Via une fonction de tri, listez et enregistrez sur le support de stockage la liste des patientes qui possèdent les caractéristiques pour subir un frottis de col en vue d’un dépistage du cancer du col sous le nom de Doc1_C59b.


Quelles sont les fonctionnalités du logiciel qui permettent aux utilisateurs d’informer les patientes qui possèdent les caractéristiques pour subir un frottis de col en vue d’un dépistage du cancer du col ? (*59b_1/5)

Le logiciel permet-il d’informer les patientes concernées au moment du contact ? (*59b_2/5)

Le logiciel dispose t-il d’une fonction mailing pour avertir les patientes concernées ? (*59b_3/5) Montrez cette fonction.

	Comments testers


	Comments supplier





<CR59c>
	Action

	Command
	Exporteer de lijst van de patiënten die in aanmerking voor een opsporing van occult bloedverlies in de stoelgang in het kader van de opsporing van dikkedarmkanker. Sla deze lijst op onder de naam Doc1_C59c.

Over welke functies beschikt de software om in het kader van de opsporing van dikkedarmkanker de patiënten te verwittigen die in aanmerking komen voor een opsporing van occult bloedverlies in de stoelgang? (*59c_1/5)

Laat de software toe om de betrokken patiënten te informeren op het ogenblik van het contact? (*59c_2/5)

Beschikt de software over een mailfunctie om de betrokken patiënten te verwittigen? (*59c_3/5) Demonstreer deze functie.
	Exportez et enregistrez la liste des patients qui possèdent les caractéristiques pour subir une recherche de sang occulte dans les selles en vue d’un dépistage du cancer du colon sous le nom de Doc1_C59c.

Quelles sont les fonctionnalités du logiciel qui permettent aux utilisateurs d’informer les patients qui possèdent les caractéristiques pour subir une recherche de sang occulte dans les selles en vue d’un dépistage du cancer du colon? (*59c_1/5)

Le logiciel permet-il d’informer le patients concernés au moment du contact ? (*59c_2/5)


Le logiciel dispose t-il d’une fonction mailing pour avertir les patients concernés ? (*59c_3/5) Montrez cette fonction.

	Comments testers
 

	Comments supplier




<CR20>
	Action

	Command
	Gebruik de volgende eID-kaart van patiënt H1 om het dossier van de patiënt aan te maken. (*20_1/2)


Steek vervolgens de SIS-kaart van patiënt H1 in en toon aan dat de software de patiënt herkent als de bestaande patiënt H1 (*20_2/2).

Indien de software dit toelaat, vul het dossier van de patiënt aan op basis van de informatie op de SIS-kaart van patiënt H1
	A l’aide de la carte eID du patient H1, créez le dossier du patient. (*20_1/2)



Insérez ensuite la carte SIS du patient H1 et montrez que le logiciel reconnaît qu’il s’agit du patient déjà existant (*20_2/2).

Si le logiciel le permet, compléter le dossier du patient avec les données contenues dans la carte SIS du patient H1.

	Comments testers


	Comments supplier



</CR20>

	Action

	Command
	Gebruik de volgende gegevens om een nieuwe patiënt aan te maken:

Junkers
Nathalie
V
04/03/1956

Wat stelt u vast? (*21_7/8)

Is er een nieuw patiëntendossier aangemaakt? (*21_8/8)
	Utilisez les informations suivantes pour créer un nouveau patient :

Junkers
Nathalie
V
04/03/1956

Que constatez vous ? (*21_7/8)

Un nouveau dossier patient a t-il été créé ? (*21_8/8)

	Comments testers


	Comments supplier



</CR21>

	Action

	Command
	Wijzig in het dossier van patiënt F1 de titularis van het GMD met de volgende informatie: 


Dr. Gillion Benoît, RIZIV-nummer : 1.87618.77.004

Datum van ondertekening: vandaag.

	Dans le dossier du patient F1, modifiez le titulaire de DMG avec les informations suivantes :

Dr Gillion Benoît n° INAMI : 1.87618.77.004


Date de signature : aujourd’hui.


	Comments testers


	Comments supplier



</CR26>

<CR35h>
	Action

	Command
	Toon aan dat de software de gebruiker waarschuwt dat patiënt F1 in aanmerking komt voor een opsporing van occult bloedverlies in de stoelgang in het kader van de opsporing van dikkedarmkanker. (*59c_4/5)

Voeg een raadpleging op datum van vandaag toe en voeg de volgende informatie toe:

Preventieve handelingen
Breng op datum van vandaag een opsporing in van occult bloedverlies in de stoelgang.

Toon aan de hand van een screenshot die u opslaat op de informatiedrager, dat er in de software een herhaling gepland is twee jaar na de registratie van de uitgevoerde screening in het dossier van de patiënt. (*59c_5/5)
	Montrez que le logiciel avertit que le patient F1 entre dans les caractéristiques pour subir une recherche de sang occulte dans les selles en vu d’un dépistage du cancer du colon. (*59c_4/5)


Ajoutez une consultation à la date d’aujourd’hui et ajoutez l’information suivante :

Actes préventifs
Encodez à la date d’aujourd’hui une recherche de sang occulte dans les selles

Montrez via une capture d’écran que vous enregistrerez sur le support de stockage qu’un rappel est planifié par le logiciel 2 ans après, dès que la notion de dépistage effectué ait été encodée dans le dossier du patient. (*59c_5/5)

	Comments testers


	Comments supplier



</CR35h>

<CR86e>
<CR27a>
	Action

	Command
	Maak een Sumehr-bericht aan van het dossier van patiënt F1 en maak een preview van de inhoud ervan.

Documenteer deze preview aan de hand van een screenshot die u opslaat op de informatiedrager.

Sluit het previewvenster.

Heropen het dossier van patiënt F1.

Bestand 2 wordt gedecrypteerd door RAMIT. 
Vervolgens wordt Bestand 2 opnieuw geëncrypteerd voor Figac

Decrypteer dit protocol, en integreer het in het dossier van patiënt F1.


Voeg de volgende gegevens toe aan het dossier.

Contactpersoon:
Name: Sidell
VoorName: John
Telefoon: 0478855443
	En vue d’effectuer un export, produisez un message Sumehr du dossier du patient F1 et pré-visualisez son contenu.

Enregistrez une capture d’écran de cette prévisualisation sur le support de stockage.


Fermez la fenêtre de prévisualisation.

Rouvrez le dossier du patient F1.

Bestand 2 est décrypté par RAMIT. Ensuite, Bestand 2 est encrypté pour Figac.


Décryptez ce rapport, et intégrez-le dans le dossier du patient F1.


Ajoutez les données suivantes au dossier.

Personne de contact :
Nom : Sidell
Prénom : John
Téléphone : 0478855443

	Comments testers


	Comments supplier



</CR27a> 
</CR86e>
</CR121>
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]
<CR86c>
	Action

	Command
	Maak opnieuw een Sumehr-bericht aan voor patiënt F1.

Indien de software een selectie voorstelt van gegevens die kunnen worden opgenomen, kies dan alle beschikbare gegevens.

Sla het Sumehr-bericht op in het dossier (als document) en toon aan dat het effectief opgeslagen is. (*86c_1/2)

Toon met behulp van de “Sumehr validation tool” aan dat de syntaxis en de inhoud van dit Sumehr-bericht correct zijn. (*86c_2/2)
	Produisez à nouveau un message au format Sumehr du patient F1.

Si le logiciel propose une sélection des données à inclure,  choisir l’ensemble des données disponibles.

Stocker le Sumehr dans le dossier (comme document) et démontrer qu’il s’y trouve. (*86c_1/2)

Montrez en utilisant le "Sumher validation tool" que la syntaxe et le contenu de ce Sumehr sont corrects. (*86c_2/2)

	Comments testers


	Comments supplier



</CR86c>

<CR35h>
	Action

	Command
	*Open de software onder de naam "A1 (gebruiker)"

Toon de lijst van alle gegevens die door gebruiker X1 ingevoerd werden in het dossier van patiënt G1. Sla deze lijst op op de informatiedrager onder de naam Doc2_C8.


Kies in de lijst met patiënten van het originele patiëntenbestand een patiënte bij wie een uitstrijkje moet worden afgenomen.

Open haar dossier en toon aan dat de software de gebruiker verwittigt dat deze patiënte in aanmerking komt voor een uitstrijkje in het kader van de opsporing van baarmoederhalskanker. (*59b_4/5)

Voeg een raadpleging op datum van vandaag toe en voeg de volgende gegevens toe aan het dossier:

Preventieve handelingen
Breng op datum van vandaag een screening in het kader van de opsporing van baarmoederhalskanker in.

Toon aan de hand van een screenshot die u opslaat op de informatiedrager, dat er in de software een herhaling gepland is drie jaar na de registratie van de uitgevoerde screening in het dossier van de patiënt. (*59b_5/5)
	*Ouvrez le logiciel sous le nom A1 (utilisateur)


Dans le dossier du patient G1, filtrez et montrez la liste des données saisies
par l’utilisateur X1. Enregistrez cette liste sur le support de stockage sous le
nom de Doc2_C8.

Dans la liste des patients de la patientèle originale, choisissez une patiente pour laquelle un frottis de col est requis.

Ouvrez sont dossier et montrez que le logiciel avertit que cette patiente entre dans les caractéristiques pour subir un frottis de col en vu d’un dépistage du cancer du col. (*59b_4/5)


Dans son dossier, ajoutez une consultation à la date d’aujourd’hui et encodez l’information suivante :

Actes préventifs
Encodez à la date d’aujourd’hui un dépistage du cancer du col.


Montrez via une capture d’écran que vous enregistrerez sur le support de stockage qu’un rappel est planifié par le logiciel 3 ans après, dès que la notion de dépistage effectué ait été encodée dans le dossier du patient. (*59b_5/5)

	Comments testers


	Comments supplier



</CR39>
</CR35h>

	Action

	Command
	Duid het percentage patiënten aan dat over een INSZ-nummer beschikt en in de afgelopen 12 maanden een contact heeft gehad. (*108_2/2)
	Indiquez le pourcentage de patients disposant d’un NISS, avec un contact les 12 derniers mois. (*108_2/2)

	Comments testers


	Comments supplier



</CR108>

	Action

	Command
	Exporteer de gegevens van patiënt G1 in het formaat ‘GP software migration format’. Sla dit exportbestand op de informatiedrager op.
	Exporter les données du  patient G1 au format‘GP software migration format’. Stockez-les sur le support de stockage.

	Comments testers


	Comments supplier



</CR97>

	Action

	Command
	*Open de software onder de naam "Y1"

Toon aan welke beperkingen van toepassing zijn op de toegangsrechten van gebruiker Y1 bij het openen het dossier van patiënt G1. (*13_5/5)
	*Ouvrez le logiciel sous le nom de Y1

En ouvrant le dossier du patient G1, montrez en quoi consiste les limitations de droits de l’utilisateur Y1. (*13_5/5


	Comments testers


	Comments supplier



</CR13>

	Action

	Command
	Registreer een “view” van het meest recente deel van het auditbestand met de toegangen tot de software onder de naam Doc2_C9 op de informatiedrager.
	Enregistrez sous le nom de Doc2_C9 un “view” de la partie la plus récente du fichier d’audit des accès au logiciel sur le support de stockage.

	Comments testers


	Comments supplier



</CR8>
</CR9>
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Setting the Framework


Convince the authorities to take the decision to go for quality labelling and certification


Create the legal framework


Pre-assessment Phase


Select and prioritise functions / processes to be assessed


Negotiate feasibility with suppliers and users


Assessment Phase


Define "test population"


Granting & Maintaining the 
Label / Certificate


Accreditate a certification body


Create advisory platforms with users and suppliers


Create appropriate documentation regarding each of the criteria and the procedure


Select  CAB (Conformity Assessment Body)


Manage Q & A and "interpretations"


Define "test scenario's"


Evaluate test scenario's on feasability and appropriatness


Install logistics (inscription, financial aspects,..)


Assess the applications


Document comformity or non confirmity to the criteria


Enable "appeal" and "restesting" sessions





Decide on granting or not granting the label or certificate


Distribute the "incentives"


Update / upgrade of the criteria for future use


Document motivation and archive assessment documentation


Development of assessment tools


Formulate verifiable quality criteria
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Cost budget


			DCHT				467.500 EURO


			OUH				500.000 EURO


			Kiel				500.000 EURO


			County South Jytland	500.000 EURO


			DIAKO, Flensburg		600.125 EURO


			FRANZ, Flensburg		600.125 EURO





TOTAL			      3.167.750 EURO


Funding 50%	    	      1.583.875 EURO





c-TITS, PMB #1. Odense, Denmark. 13. February 2003








Budget details


			cTITS -Budget			 			 			Fyn-K.E.R.N			Sønder Jylland-Schleswig


			Figures i EURO			Proj. Manag.			 			 			 			 			 			 


			 			CFST			CFST			OUH			KIEL-UNI			SJA			DIAKO			FRANZ


			1.1			Monthly rate, category 1			8800			8800			8100			6150			7220			6150			6150


			1.2			Monthly rate, category 2			8000			8000			8000			5470			5300			5470			5470


			1.3			Monthly rate, category 3			0			0			6500			4200			4500			4200			4200


			1.4			Monthly rate, category 4			3500			3500			3500			3500			3500			3500			3500


			2.1			PMS, category 1			          4,432 			        5,000 			         4,000 			         4,000 			         4,000 			         4,000 			         4,000 


			2.2			PMS, category 2			        14,000 			      10,563 			       18,825 			       27,020 			       32,853 			       41,664 			       41,664 


			2.3			PMS, category 3			               -   			 			       10,000 			       18,000 			       10,000 			       18,000 			       18,000 


			2.4			PMS, category 4			        14,000 			        5,000 			         8,000 			         8,000 			         8,000 			         8,000 			         8,000 


			3			Personal (intern/extern)			      200.000 			     146.000 			      276.000 			      276.000 			      276.000 			      356.100 			      356.100 


			4			Overhead = 25,0%			        50.000 			      36.500 			       69.000 			       69.000 			       69.000 			       89.025 			       89.025 


			5			Equipment			 			 			      120.000 			      120.000 			      120.000 			      120.000 			      120.000 


			6			Travel & meetings			 			      20.000 			       20.000 			       20.000 			       20.000 			       20.000 			       20.000 


			7			Consultancy assistance			 			 			 			 			 			 			 


			8			Accounting			 			      10.000 			       10.000 			       10.000 			       10.000 			       10.000 			       10.000 


			9			Dissemination			 			        5.000 			         5.000 			         5.000 			         5.000 			         5.000 			         5.000 


			 			TOTAL cost			      250.000 			     217.500 			      500.000 			      500.000 			      500.000 			      600.125 			      600.125 
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