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[bookmark: _Toc310349173]Task Description and Goal

This deliverable is one of the Tasks within Work Package 5. This task results in the redaction of a report specifying a “Roadmap to Sustainable Pan-European Certification of EHR Systems”.

The main goal of the EHR-QTN project is, on the other hand, not to promote one particular approach or solution for Quality Labelling and Certification. The main goal is to put and to keep that Quality Labelling and Certification on the agenda of all involved stakeholders: healthcare authorities, healthcare providers (hospitals, health insurance), healthcare professionals, health IT industry as well as the patients.

[bookmark: _Toc310349174]Introduction[footnoteRef:1] [1:  Authoring Team: Jos Devlies, The EuroRec Institute, France/Belgium; François Wisniewski, Centre de Recherche Public Henri Tudor, Luxembourg; Iciar Abad Acebedo, Hospital Fuenlabrada, Spain and contributing members of the EHR-QTN project. Reviewed and commented by the partners in the EHR-QTN project.] 


The deliverable starts, after the Executive Summary, by evaluating the importance and possible impact of having well documented good quality and reliable EHR systems on the market and used. Indeed certification as such is not a goal. Certification and quality labelling are only means or tools to raise the quality level of EHR systems, in a verifiable and across Europe comparable way.

The deliverable describes how certification can be stimulated considering the legal and regulatory context in the different countries.

The deliverable describes possible roadmaps towards certification, illustrating the roadmap with examples of on-going EHR Quality Labelling and Certification in some countries.

The deliverable addresses the issue of sustainability of the certification process as well as the issues favouring cross border certification and consistency of certification across the Union.

This document focuses on the functional aspects of EHR systems. Interoperability aspects are only addressed indirectly. The more systems are similar in functionality the easier interoperability may be realised.

Functionality encompasses more than strictly using EHR systems in ‘isolated’ care context. It also includes data exchange, at least the facility to produce and to import messages, being compliant to national and/or international data exchange standards.

Though quality requirements for EHR systems are universal and similar in most of the countries / continents, we are focusing on Europe and more especially the countries involved in the EHR-QTN project.
[bookmark: _Toc310349175]
Executive Summary

The health added value as well as the “economic value” of eHealth and Health IT applications depends on the intrinsic quality of the applications used to document health processes and to collect related health data and also on the way these data are used. 

The EHR forms the kernel application of Health IT, offering in a reliable and trustworthy way means to collect health data and to use it not only for clinical decision making and monitoring services but also for research purposes where appropriate. The quality of these clinical and research services depends on the intrinsic quality and functionality of the EHR.

Realising this health added and economic value is not easy and can never be considered as obvious. It requires huge investments and a professional development environment. It also requires a permanent focus on “quality”, both at functional quality as well as on “interoperability” quality. 

That quality should on the other hand be documented in an objective, comparable and trustworthy way. Several ways to document functional and interoperability quality of an application are described in this deliverable: third party certification, self-assessment with external reference and self-assessment[footnoteRef:2].  [2:  As documented in the HITCH project.] 


This quality assessment will result in a certificate, a label or a declaration depending on who issues the attestation that an application meets predefined quality requirements. Authorities entitled by legal or regulatory rules can issue certificates. Labels are issued by other organisations (national or international) certifying compliance to the requirements. Quality declarations are based on trust between supplier and user and are not further discussed in this deliverable. 

Within this deliverable, we will be focusing on third party quality certification and labelling, addressing, where appropriate, self-assessment with external reference.

Roadmap to sustainable cross border certification

We will not discuss in detail each of these processes but focus on how “cross border certification (and labelling)” could become more generalised and – if possible – as an economically viable activity. We are defining possible roads (roadmaps) towards a sustainable cross border quality labelling and certification.

There are on a road map several routes between the same two locations. The nearer the target is, the less difficult to choose the quickest or the shortest road. The less precise the target, the more difficult it will be to find the correct way. 

This same applies to quality labelling and certification of EHR systems. Data exchange and portability quality assessments are more precise and easier to evaluate and to obtain than full functionality and interoperability certification. 

Importance and quickness to raise profit from quality labelling and certification highly influences the market’s eagerness to adopt quality labelling and certification and to spend appropriate resources for it. Profit can be expressed in different ways: trust from users, incentives for the users, avoiding penalties to the users, compliance to regulations or legal requirements.

The road to choose will most probably (at least partially) be different for a van, a truck, a caravan or a train. It will also be defined by the economic requirements, e.g. the less fuel consuming road.

The quality labelling roadmap to be used and the route to be implemented in a given country and for a set of EHR systems depends on the kind of label, the targeted users for the applications (physicians, nurses, paramedics, patients), the domain of application (clinical management, data exchange, administration and billing,…), the applicable healthcare model (for example the Bismarck versus the Beveridge model) and the legal and regulatory (political) context.

Available information

Most of the information available about on-going quality labelling and certification relates to professional and more especially clinicians’ EHR systems, addressing separately different kinds of quality labelling: functionality testing (including reliability and trustworthiness) of the applications, exchangeability and ultimately interoperability testing of their content, cross-border product harmonisation and portability promotion, patient safety, administrative and billing related testing or even quality of the production and maintenance processes of the software as such (ISO 9126 Software Quality Model). 

Most of the conclusions related to the clinicians’ systems seem to apply also to the Personal Health Record and to other healthcare provider record systems, but this has rarely been proven until now.

Quality labelling and certification sustainability

The starting point for any quality assessment and certification is the decision to go for it. The process and the business model will depend on who takes the decision: a public authority entitled to do so, a buyers association or insurance trust, a user’s professional organisation, a suppliers association or group of suppliers and finally the individual suppliers going for a quality label.

Sustainability of quality labelling and certification activities for some of these “routes” is possible in the medium long term (3 to 5 years) and is depending on the level of political, social and market compelling pressure as well as on the resources made available by authorities and industry. 

It will also depend on the “economic model”: one organisation providing all eHealth quality assessment services or complementary service providers or even competing organisations providing the same services at European or at National Level.

[bookmark: _Toc217964395][bookmark: _Toc223070934][bookmark: _Toc310349176]
Definitions

The definitions are listed as they should be understood within the context of this deliverable.

1. EHR – Electronic Health Record

ISO 20514[footnoteRef:3] and Waegeman[footnoteRef:4] provide an outline of the several EHR concepts and used acronyms. In order to be compliant with all kinds of EHR concepts, as a first level, a generic definition has been formulated.  [3:  ISO/TR 20514 - Health informatics - Electronic health record - Definition, scope, and context]  [4:  C. Peter Waegemann, Status Report 2002: Electronic Health Records, ] 


“a repository of information regarding the health status of a subject of care, in computer processable form.”

Later on a more precise definition was given to a more integrated concept: the Integrated Care EHR (ICEHR);

“a repository of information regarding the health status of a subject of care in computer processable form, stored and transmitted securely, and accessible by multiple authorised users.”

Some attributes were assigned to the ICEHR:

· “It has a standardised or commonly agreed logical information model which is independent of EHR systems.”
· “Its primary purpose is the support of continuing, efficient and quality integrated health care and it contains information which is retrospective, concurrent, and prospective.”

2. PHR – Personal Health Record

· A specific EHR (Electronic Health Record) managed by the patient and enabling the patient to access his health data.

3. Quality Assessment

· The process of assessing a product or service against a number of requirements or quality criteria.
· Similar concept: Conformity Assessment

4. Quality Assurance

· The process of confirming that a product or service reaches a level of quality by meeting a number of requirements or quality criteria.
· Similar concept: Conformity Assurance

5. Quality Labelling

· The process of assigning a quality label to a product or service that reached a level of quality while meeting a number of requirements or quality criteria.

6. Quality Label

· A document issued by an organisation attesting that a product or service reached a level of quality by meeting a number of requirements or quality criteria.

7. Certificate

· A document issued by a certification authority attesting that a person or a product meets a set of requirements or criteria.

8. Certification

· Certification refers to the confirmation of certain characteristics of an object, person, or organization. This confirmation is often, but not always, provided by some form of external review, education, or assessment. (Wikipedia)
· Issuing the written assurance (the “certificate”) that an independent accredited external body has audited and verified that a product or software conforms to specified requirements. [based on ISO 9001:2000, ISO 9001/2008 and ISO14001:2004][footnoteRef:5] [5:  http://www.iso.org/iso/iso_catalogue/management_standards/certification.htm] 

· The purpose of software certification is to attest to the trustworthiness of a software product as well as to instil trust in clients of those products.[footnoteRef:6] [6:  University of Victoria – Consumer Health Informatics Services – Certification Programs – Strengths and Weaknesses – Jens H. Weber Jahnke, James Williams, Anissa Agah – Technical Report  http://webhome.cs.uvic.ca/plab/] 


9. Roadmap

· A detailed plan to guide progress towards a goal (Encyclopaedia Britannica)
· A detailed plan or explanation to guide you in setting standards or determining a course of action  (Farlex Dictionary)

10. Accreditation

“A process in which certification of competency, authority or credibility is presented” (Wikipedia).

“The accreditation process ensures that their certification practices are acceptable, typically meaning that they are competent to test and certify third parties.” (Wikipedia).

Accreditation by UKAS (United Kingdom Accreditation Service) means that evaluators i.e. testing and calibration laboratories, certification and inspection bodies have been assessed against internationally recognised standards to demonstrate their competence, impartiality and performance capability. (www.ukas.com).

Accreditation is mostly about the implementation of a QMS (Quality Management System) by the accredited organisation. It is used to assure that certification body has the proper qualifications.

Accreditation is a kind of “second-order” certification, frequently based on the several standards:
· ISO / IEC 17020 “General criteria for the operations of varies types of bodies performing inspection” [ISO, 1998]
· ISO / IEC 17025 “General requirements for the competence of testing and calibration laboratories” [ISO2005]
· ISO / IEC Guide 65 “ISO/IEC Guide 65 – General requirements for bodies operating product certification systems [ISO, 1996]



11. Accreditation Authority

Accreditation authorities are organisations nationally or internationally entitled, mostly by law, to accredit organisations enabled to test and to certify compliance of products, processes, services, institutes or persons to a defined set of requirements.

Example of accreditation bodies are

· UKAS, United Kingdom, www.ukas.com
· Cofrac, France, www.cofrac.fr 
· DANAK, Denmark, www.danak.org
· IAF, International, www.iaf.nu

12. Accredited certification bodies

Organisations, accredited by an accreditation body, entitled to issue certificates to certify third parties against official standards or sets of requirements. These organisations are then “accredited certification bodies”[footnoteRef:7]. [7:  USDA ISO Guide 65 Program Accreditation for Certification Bodies (US Dept. of Agriculture] 


Some organisations accredited (directly) by law or decision of the competent (health) authorities. 

The eHealth platform in Belgium is legally entitled to issue certificates for EHR systems for General Practitioners, Physiotherapists, Home Care Nursing and Logopedist and by extension all healthcare professionals.

13. Conformity assessment 

The process of determining whether a product, a process, a system or a person meet specified requirements.[footnoteRef:8] [8:  ISO/IEC 17020: 1998 General criteria for the operation of various types of bodies performing inspection] 


14. Conformity assessment body (CAB)[footnoteRef:9] [9:  From the HITCH project] 


Third party who assesses the conformity of products, services and suppliers to specifications and requirements.

15. Verification

Process that aims to confirm that a software artefact is built correctly with respect to a specified set of technical requirements. 

Verification provides the answer to the question “is the software built right?”.

Verification addresses issues as: is the software (not the application) well documented? Are there test scenarios? Are the programming rules respected?

16. Validation

Process that aims to confirm that a software artefact conforms to costumer’s expectations.

Verification provides the answer to the question “is the right software built?”
[bookmark: _Toc299974399][bookmark: _Toc299974539][bookmark: _Toc300438743]

[bookmark: _Toc310349177]The Electronic Health Record potential

The Electronic Health Record has a tremendous potential to improve quality of care even at a lower cost, at least when correctly designed, developed and when used properly.

The consortium members were first requested to list possible added values of using EHR systems, based on their expertise.

A literature review was done on quantifiable profit by using an Electronic Health Record.

The potential of generating a benefit is obviously depending on the quality of that system and on the way it is used. Both aspects are treated briefly in this chapter.
[bookmark: _Toc310349178]Reasons for using an Electronic Health Record

The properly used Professional EHR serves many goals, the main goals being:

· Documentation of care and health status of the patient, providing evidence of care delivered in case and empowering the patient
· Pro-active life-time shared care management and decision support, improving the quality and efficiency of care
· Source of information for public health, epidemiology and clinical research 

The consortium members filled an internal survey in order to list, in a pragmatic approach, reasons for using an Electronic Health Record. They ranked possible reasons from 5 to 1. 

The consortium listed in total 10 good arguments for generalising the use of EHR systems in clinical practice:

1. Enable a wider availability of health and care related data, accessible any time anywhere.
2. Improve cost efficiency of care avoiding double or unnecessary procedures and care consumption.
3. Improve quality of care through decision support, surveillance and monitoring care, supporting operational processes.
4. Enable appropriate documentation of the care.
5. Improve interoperability and continuity of care through sharing of information.
6. Improve care management by structuring patient data.
7. Enable traceability, reliability and responsibility management.
8. Improve practice management by saving time for the provider.
9. Enable patient empowerment.
10.  Enable re-use of care related information.



[bookmark: _Toc310349179]Benefits of using an Electronic Health Record

Recent reviews of the literature find a set of high quality studies showing that Health Information Technology and specifically an EHR system improves the quality of care by increasing adherence to guidelines, enhancing disease surveillance, and decreasing medication errors[footnoteRef:10].  [10:  Shekelle PG, Morton SC, Keeler EB. Costs and benefits of health information technology. Evidence Report/Technology Assessment (Full Rep). 2006 Apr;(132):1-71.] 


Balfour[footnoteRef:11] observed most absolute increases in improvements in quality of care in the range of 12% to 20%.  [11:  Balfour, D.C. et al. Health information technology - results from a roundtable discussion. Journal of managed care pharmacy JMCP 15, 10-17 (2009).] 


Coordination of care is one of the main benefits proposed by EHRs, particularly for individuals with chronic conditions or with multiple co-morbidities.
 
Enhancement of primary and secondary preventive health care delivery has been examined in studies by Chaudhry[footnoteRef:12], like influenza vaccination (12 to 18%), pneumococcal vaccinations (20 to 33%) and faecal occult blood testing (12 to 33%). [12:  Chaudhry B et al. Systematic review: impact of health information technology on quality, efficiency, and costs of medical care. Ann Intern Med. 2006 May 16;144(10):742-52. Epub 2006 Apr 11.] 


Another positive value is a decrease in rates of health services utilisation, specifically radiology tests and laboratory measurements[footnoteRef:13]. [13:  Balfour, D.C. et al. Health information technology - results from a roundtable discussion. Journal of managed care pharmacy JMCP 15, 10-17 (2009).] 


EHR technology enables also a better patient education, legal and regulatory compliance, decreases in adverse drug events, better ability to conduct research and business relationships.

Most of these huge benefits don’t profit directly to the EHR users or to the suppliers of those systems. They are related to an improvement in quality and efficiency of care. The individual patients as well as the healthcare providers or the healthcare authorities are the main beneficiaries of an appropriate use of EHR systems.

The implementation of an EHR system requires on the other hand a substantial capital investments, important organisational changes and – hopefully – a once in a lifetime migration cost. 

A limited number of empirical studies measuring cost data found some positive economic values of EHR System, of course depending on the functionality and the functional quality of the system. The economic return isn’t comparable to the societal and health benefit to patients and healthcare providers / insurers.

Money is saved by improving the quality and accuracy of practice management resulting in a decrease in billing errors, an increase in the productivity, in reducing transcription and paper supply costs, transport of information cost, lower space requirements etc...

It sometimes results in increasing enhancing revenue from higher payment for increased levels of coding for visits and health maintenance reminder. 

Thanks to less paper burden, the use of EHR reduced office visit times by 13% creating additional time during the patient encounter to deliver care or to see another patient[footnoteRef:14].  [14:  Menachemi N, Brooks RG. Reviewing the benefits and costs of electronic health records and associated patient safety technologies. Journal of Medical Systems 2006 Jun;30(3):159-68.] 


According to a study by Balfour[footnoteRef:15], the benefit of EHR system enable to overcome this investment in an average time of 2.5 years with a profit realized soon after.  [15:  Balfour, D.C. et al. Health information technology - results from a roundtable discussion. Journal of managed care pharmacy JMCP 15, 10-17 (2009).] 


As a conclusion, there is no doubt that EHR systems generate large benefits for community and patients, improves professional satisfaction and mostly generate sufficient benefit to the user to have a return on investment within a reasonable time.
[bookmark: _Toc310349180]Barriers to EHR adoption

Despite the large benefits associated with the appropriate use of EHR systems, large scale implementation and effective optimal use of those systems are still issues.

Adoption of EHR technology clearly doesn’t depend solely on the systems themselves. There are many other barriers potentially slowing down EHR adoption. 

From an extensive but not exhaustive review of literature on EHR adoption problems it is clear that organisational, social, political and human issues were more difficult to overcome than purely technical ones[footnoteRef:16].  [16:  E. Deutsch, G. Duftschmid, W. Dorda, Critical areas of national electronic health record programs—Is our focus correct?, International Journal of Medical Informatics 79 (2010), 211 - 212] 


[bookmark: _Toc283631392][bookmark: _Toc289422389][bookmark: _Toc292194461][bookmark: _Toc310349181]Barriers to EHR adoption: the healthcare professional’s perspective

In 2010, a review of the scientific literature tabulated 22 studies aiming to determine the reasons why physicians would resist the adoption of any EHR technologies. 

Below is an abridged table reflecting the review’s findings. 


	Category
	Barriers
	References Reported per Barrier 
(n=22)

	Primary barriers
	Financial
	High Start-up Costs
	12

	
	
	High On-going Costs
	11

	
	
	Return on Investment (ROI) Uncertainty
	8

	
	
	Lack of Financial Resources
	2

	
	Technical
	Lack of computer skills of the physicians and/or Staff
	10

	
	
	Lack of technical training and support
	9

	
	
	Complexity of the system
	2

	
	
	Limitation of the system
	2

	
	
	Lack of Customizability
	5

	
	
	Lack of Reliability
	3

	
	
	Interconnectivity/Standardization
	8

	
	
	Lack of computers/hardware
	2

	
	Time
	Time to select, purchase and implement the system
	5

	
	
	Time to learn the system
	7

	
	
	Time to enter data
	6

	
	
	More time needed per patient
	8

	
	
	Time needed to convert the records
	2

	
	Psychological
	Lack of belief in EHRs
	3

	Secondary barriers
	
	Need for control (loss of control or influence)
	2

	
	Social
	Uncertainty about the vendor
	3

	
	
	Lack of support from external parties
	3

	
	
	Interference with doctor-patient relationship
	3

	
	
	Lack of support from other colleagues
	2

	
	
	Lack of support from the management level
	2

	
	Legal
	Privacy or security concerns
	10

	
	Organizational
	Organizational size
	6

	
	
	Organizational type
	2

	
	Change Process
	Lack of support from organizational culture
	2

	
	
	Lack of incentives
	2

	
	
	Lack of participation
	1

	
	
	Lack of leadership
	3


[bookmark: _Ref283220462][bookmark: _Toc283216099][bookmark: _Toc289422403]
[bookmark: _Toc309037028]Table 1 Ranking of Reported Barriers to EHR Adoption by Physicians (Adapted from Boonstra[footnoteRef:17]) [17:  A. Boonstra, M. Broekhuis, Barriers to the acceptance of electronic medical records by physicians from systematic review to taxonomy and interventions, BMC Health Services Research 2010, 10:231, http://www.biomedcentral.com/1472-6963/10/231] 


The above table 1 shows that most physicians are concerned with financial, technical and time issues. These high level categories can be more concretely interpreted as concerns with the financial costs of EHR IT systems (initial start-up costs, change management costs as well as training and continued support costs), the lack of understanding of the capabilities of existing EHR systems (security of data, software customization to meet existing workflow requirements, reliability of the system/data, etc.) and the loss of time due to system selection, training and modifications to existing workflows. Physicians were reported to be especially concerned with the loss of time due to data entry and the conversion of this lost time into a reduced number of patients that could be assisted[footnoteRef:18]. Interestingly, the above categories are interrelated, as a concern about the impact of a lack of incentives can be found in both the financial and the change process categories. The most revealing are the last two categories in this table: organizational and change management. While it is not reflected as a key issue by physicians in the report, it is here that we begin to see evidence that these two issues can play an important role in mitigating the barriers to EHR adoption by physicians. To clarify, organizational barriers concern factors such as physician practice size (physicians in large practices, clinics or offices tend to be more open to the adoption of new EHR programs as they have access to more resources and they experience some advantages more intensively a e.g. sharing of patient information) and whether or not a physician’s adoption of an EHR solution is influenced by the hospital they are affiliated with. Change processes involve factors such as the level of program leadership and the level of commitment by project champions. It also includes the importance of offering incentives, which have been identified in this report to be a key adoption factor for individual physicians.  [18:  D. Ludwick, J. Doucette, Adopting electronic medical records in primary care: Lessons learned from health information systems implementation experience in seven countries, International Journal of Medical Informatics 7 8 (2009) 22–31, Page 27] 


For physicians or administrative staff, the use of user-friendly systems played a significant role in adoption.[footnoteRef:19] For instance, are there new eHealth services or functionalities that could be integrated in their current systems that are familiar to use. Work on specific designs of software could improve specific diagnostic processes or workflow and be key for adoption. [19:  D. Ludwick, J. Doucette, Adopting electronic medical records in primary care: Lessons learned from health information systems implementation experience in seven countries, International Journal of Medical Informatics 7 8 (2009) 22–31] 


eHealth project, that does not respect privacy in an appropriate way, can cause problems[footnoteRef:20]. A lack of attention to privacy issues during the early stages of a project may have a catastrophic impact later on. [20:  L. Esterle, A. Kouroubali et al, Political and Organisational Factors Influencing Large Scale Implementation of Electronic Health Records : Recommendations for a Realistic Implementation Plan, 2010, http://www.ehr-implement.eu] 


While not evident in the table, HCPs are concerned with both standards used in their EHR systems as well as those imposed in a national EHR, but this concern focuses more on the sustainability of these systems[footnoteRef:21]. HCPs want warranties that the data entered into these systems will remain accessible throughout the life of a patient (at a minimum). The use of standards facilitates the export of that data to a new system if needed.  [21:  Based on interview with Dr F. Berthet, Direction de la Santé ] 


[bookmark: _Toc289422390][bookmark: _Toc292194462][bookmark: _Toc310349182][bookmark: _Toc283631393]Barriers to EHR adoption: the technology providers’ perspective 

While it is important to understand the barriers noted by HCPs, it is equally important to understand the barriers that IT providers or IT project managers face when asked to implement a technical solution. 

From a limited review of the literature, it is clear that barriers involved are the followings:

· A lack of standards in several areas (decision support, confidentiality, interoperability, system testing, etc.) can restrict IT providers from providing a cost effective solution to customers[footnoteRef:22]. [22:  F. Sabogal, EHR Adoption: A Barrier Analysis, DOQ-IT, http://www.google.com/url?sa=t&source=web&cd=1&sqi=2&ved=0CBIQFjAA&url=http%3A%2F%2Farchive.healthit.ahrq.gov%2Fportal%2Fserver.pt%2Fgateway%2FPTARGS_0_890598_0_0_18%2FEHR%2520Adoption%2520A%2520Barrier%2520Analysis.pdf%3Fwtag%3Dwtag731&rct=j&q=sabogal%20EHR%20adoption%20a%20barrier&ei=ijUsTc2yIIaAOvTogN4K&usg=AFQjCNFcEGiNdNqh9Q6DryEQ1RLED6oAAA&sig2=ZlU0Nph19T9diBEO61lmgw&cad=rja, downloaded on 11/01/2011] 

· Given the complex scope of national EHR implementations and the long period necessary for adoption, system requirements can change significantly from the start of the program/project until it is ready for the pilot phase[footnoteRef:23]. [23:  L. Esterle, A. Kouroubali et al, Political and Organisational Factors Influencing Large Scale Implementation of Electronic Health Records : Recommendations for a Realistic Implementation Plan, 2010, http://www.ehr-implement.eu ] 

· IT providers cannot offer a high degree of software customisation or services to a small market due to economies of scale[footnoteRef:24].  [24:  D. Ludwick, J. Doucette, Adopting electronic medical records in primary care: Lessons learned from health information systems implementation experience in seven countries, International Journal of Medical Informatics 7 8 (2009) 22–31] 

· For IT providers, health care institutions often have difficulty making technical staff available in order to assist implementers with workflow design, network support and system integration[footnoteRef:25]. [25:  HIMSS (2003), 14th Annual HIMSS Leadership Survey, Healthcare Chief Executive Officer Results, Healthcare CIO Survey Final Report, http://www.himss.org/2003survey/docs/healthcare_cio_key_trends.pdf Accessed on 11/01/2011 ] 

[bookmark: _Toc310349183]Barriers to EHR adoption: political and organisational factors 

Large scale implementation of EHR systems is not only an issue of technology or resistance by the target users.

The EHR-Implement project19 identified the most important societal and political barriers, setting out of ten recommendations: http://www.eurorec.org/files/filesPublic/EHR-I%20%20Recommendations.pdf

The project listed the ten most important factors affecting large scale implementation of EHR systems:

1. The presence of a consistent leadership, governance and vision.
2. Clear definition of business cases, objectives, benefits and outcomes.
3. Realistic implementation plan and change management.
4. Preliminary evaluation and assessment of similar initiatives
5. Stakeholders involvement: industry, users, authorities, healthcare providers, patients…
6. Vendor selection based on detailed application evaluation taking in account local processes, workflows and functional needs
7. Well-defined infrastructure and information-structure availability
8. Education and training of the healthcare professionals
9. Sufficient resources and incentives
10. Stable and consistent legislation addressing privacy and responsibility of the involved stakeholders.
[bookmark: _Toc310349184]Any EHR?

The benefits listed are average figures for EHR applications in general. 

The performance of an EHR system may be much more disappointing than expected, e.g. when not meeting essential requirements regarding functionality and user friendliness. 

EHR systems should be fit for purpose. The single monolithic EHR that can be used by all healthcare professionals and by patients does not exist. Each user group has specific (essential) requirements.

The EHR system should not only be fit for the intended user group but be sufficiently configurable to meet – up to a certain level – the personal preferences of the individual user.

Errors, bugs and rigidity in use will very quickly result in frustration, leading to under usage of the application.

Selecting the most appropriate application from the correct vendor is a real challenge.
  
    EHR-Implement issued two concrete recommendations:
· Application selection should be the subject of detailed user evaluation to ensure local processes; workflow and functional needs are taken into account.
· Vendor selection must be the subject of a thorough due diligence process to ensure that both the EHR software and vendor organisation are fit for purpose.

Quality assessment, labelling and certification of the systems can fulfil an important role when procuring an application. 

They offer, considering the trustworthiness of the procedure, a guarantee of compliance with standards, legal and user requirements, of course as far as they are tested against pre-defined and comparable / similar criteria.

[bookmark: _Toc310349185]Effective and correct use of an Electronic Health Record

The use context of use and the application being perfect do not guarantee the full realisation of the potential benefit of using an EHR system. 

The best EHR system not used comprehensively or not used correctly will not generate the expected profit/benefits. 

The effective use by the user is one of the important issues when identifying possible benefit and return-on-investment for EHR systems. 

“Meaningful use”, as defined in the United States, is actually a concept related to that level of use. It documents in a more “quantitative” way the use of some features of an application.

The clinically correct use of the system addresses more e.g. correct coding and structuring of the content of an EHR. Clinically correct use of the application does not address aspects of appropriate care but aspects like labelling in a correct way a health item, e.g. as a reason for encounter, a problem or a hypothesis.

Both effective and correct use of an EHR system requires motivation and specific skills: computer skills in general and specific skills in using of the own application.

Table 1 illustrates the importance of lack of computer skills and the lack of training and support as factors creating not only irrelevant fears but also impacting quality of use.  

The importance of the quality of effective and correct use of the EHR systems was recently indirectly documented in two publications regarding the suboptimal improvement of healthcare, in comparison with the expectations, despite important investments in introducing those EHR systems.

A survey made in the ambulatory care in US, in which no significant improvement was shown in the adherence of clinical decisions to the evidence guides and good practices after the implementation of an EHR with a Clinical Decision Support aim[footnoteRef:26]. [26:  Max J. Romano, BA; Randall S. Stafford, MD, PhD, “Electronic Health Records and Clinical Decision Support Systems: Impact on National Ambulatory Care Quality”; Arch Intern Med; Published online January 24th, 2011; Consulted February 18th, 2011.; doi:10.1001/archinternmed.2010.527] 


A systematic literature review of the evidence in the improvement of quality and safety of healthcare linked to eHealth developments (1995-2010) that have shown that “There is a large gap between the postulated and empirically demonstrated benefits of eHealth technologies. In addition, there is a lack of robust research on the risks of implementing these technologies and their cost-effectiveness has yet to be demonstrated”[footnoteRef:27] [27:  Black AD, Car J, Pagliari C, Anandan C, Cresswell K, et al. (2011) “The Impact of eHealth on the Quality and Safety of Health Care: A Systematic Overvie” PLoS Med 8(1): e1000387. doi:10.1371/journal.pmed.1000387; Consulted February 18th, 2011] 


It is indeed not enough to install an EHR system in order to have an impact of the quality of care.

Most vendors testified to a sub-use of their systems, some users only effectively using some practice management features for store and retrieval of patient data. 

The health-added-value of a correctly and intensively used EHR system with integrated decision support may be a sufficient motivation for a (small) group of healthcare professionals. Other users are more interested in the “economic” return on their (time) investment. 

A health-added-value expressed as improved quality of care requires on-going efforts by the healthcare professionals in structuring and coding the patient data. Measuring this high standard usage of EHR systems is one of the main challenges, once an EHR system has been installed. 

The incentives foreseen within the “meaningful use” initiative seems to be a good incentive, more especially because a link is made with a requirement to use only certified (quality labelled) applications.

Other incentives are increased payments by health insurance organisations or direct subsidies as in Belgium, though these are still related to having an EHR system installed rather than gratifying intensive and correct of the applications.

Others are more interested or also interested in an “economic” return on their (time) investment. 




[bookmark: _Toc310349186]Importance of Quality Labelling and Certification

The Policy Brief on the Current Status of Certification of Electronic Health Records in the US and Europe starts with the following sentence “If Electronic Health Record systems are to provide an effective contribution to healthcare, a set of benchmarks need to be set to ensure quality control and interoperability of systems”.[footnoteRef:28]  [28:  Georges De Moor, John O’Brien, Doug Fridsma, Carol Bean, Jos Devlies, Catlain M. Cusack, Meryl Bloomrosen, Nancy Lorenzi and Pascal Coorevits. ARGOS Project.] 


[bookmark: _Ref307392870][bookmark: _Toc310349187]Listing possible added value of quality labelling and certification

The EHR QTN consortium investigated, by means of an internal survey, the potential benefits of quality labelling and certification. The project partners were requested firstly in a first time to formulate in plain text five good reasons to generalise quality labelling and certification of EHR systems in the represented countries. The answers collected were grouped in eleven main reasons. 

In a second step, the project partners were requested to list these eleven reasons by importance.
For the analysis, a weighting score has been attributed to each answer from 5 (important) to 1 (nice to have) according to the importance order given by each partner: 
· Answers ranked 1, 2 and 3 get a score of 5 
· Answers ranked 4 and 5 get a score of 4 
· Answers ranked 6 and 7 get a score of 3 
· Answers ranked 8 and 9 get a score of 2 
· Answers ranked 10 and 11 get a score of 1 

The scores obtained for each of the selected reasons for generalised quality labelling and certification are in Figure 1:

1. (83)	Assured compliance to national rules and standards
2. (65)	Increasing quality of the products through coherent and pre-tested functionality
3. (63)	Leverage exchange of health (care) related data and interoperability of systems
4. (59)	Improved patient safety in care
5. (54)	Improving the quality of the care by improving the quality of the content based on related criteria 
6.  (53)	Increase compliance to user and use quality requirements
7. (51)	Have a reliable data source for secondary use
8. (49)	Improve EHR Procurement
9. (48)	Validated privacy protection
10. (37)	Stimulate competition on quality and reduce market fragmentation
11. (20)	Improve market deployment and product development

Assuring compliance to national rules and standards is clearly identified as the most important reason, quality labeling being most probably the only way to get such an assurance.

Figure 2 illustrates the spread of scores obtained for the selected reasons.

[bookmark: _Ref307234596][bookmark: _Toc309037034]Figure 1 Eleven good reasons that can motivate a country to adopt EHR certification

[bookmark: _Toc310349188]Procurement and Quality Labeling and Certification

Selecting a Health IT application is always a challenge.

How can a buyer be confident that an application behaves as expected or even as documented by the supplier? 

Users need feasible methods to decide which product meets the complex functional clinical and regulatory requirements as well as the requirements regarding data exchange. Even experts find it hard to define requirements and to judge which product meets those requirements.

End-users or small organizations don’t have the resources to perform an in depth preliminary testing and validation of those systems or to compare the products on the market. They need to rely on “documentation” provided by the system provider. Such “documentation” is not always fully reliable or comparable. 

A third party assessment offers in principle “objective” information about the application. That information is even comparable if based on “standard functional descriptive statements” as provided by EuroRec.

Large organisations or national / regional authorities on the other hand may issue a call for tender. They may have important resources to evaluate some applications but are not always willing to spend them for that purpose or to be solely responsible for the assessment of the candidate application.  Third party assessment remains nevertheless valuable for them.

Vendors need feasible methods to prove that their products are conformant to specific requirements or that their products offer a range of (validated and comparable) functions. Being quality labelled and certified is most probably the most reliable and comparable way to do so. 

Vendors like to have well-defined requirements agreed by large communities providing an expert contribution and clear guidance on how conformance is established to ease the marketing of their products across various domains and countries.
[bookmark: _Toc310349189]The quality challenge and risks of using EHR systems

Beyond the primary EHR System needs to fulfil the expectations of the users, payers, patients and health authorities, the EHR Systems have to respect some quality requirements in order to provide the full potential of the benefits listed in chapter 5 and in order to prevent some avoidable risks. 

As example, Nanji[footnoteRef:29] noticed that a computerised prescribing system, without comprehensive functionality and processes in place to ensure meaningful system use, does not decrease medication errors. Alerting for allergies, contra-indications or dosage errors are important functions to be integrated in such systems in order to impact upon rates of medication errors. [29:  Karen C Nanji, Errors associated with outpatient computerized prescribing systems, JAMIA] 


In the past, health-related software has been used mainly for administration and billing purposes: the potential to harm the patient was very low. 

Nowadays, EHR systems deal with critical function such as prescribing. Such systems may have a catastrophic impact on the health of the patient. This clinical software function shift has been accompanied only in few countries by a regulatory framework to prevent preventable patient safety risks.
More and more adverse events resulting from the use of bad information systems or from misusing EHR systems are observed. For instance, Myers[footnoteRef:30] et al. made a review of the reported Clinical Information System Adverse Events in US Food and Drug Administration Databases.  [30:  Myers DB, Jones SL, Sittig DF, Review of Reported Clinical Information System Adverse Events in US Food and Drug Administration Databases, Applied Clinical Informatics 2011; 2: 63–74.] 

The collected information shows that these adverse events are mainly manifested by missing or incorrect data, data displayed for the wrong patient, chaos during system downtime and when systems are unavailable for use. 
The authors concludes to the necessity to raise awareness regarding publicly available tools for documenting problems with CIS and for additional reporting and dialog between manufacturers, organisations, and users.
Karsh[footnoteRef:31], listed some risks. “Current HIT may: [31:  Ben-Tzion Karsh, Matthew B Weinger, Patricia A Abbott, Robert L Wears, Health information technology: fallacies and
sober realities JAMIA 2010;17:617-623.] 

· Have been developed from erroneous or incomplete design specifications;
· Be dependent on unreliable hardware or software platforms;
· Have programming errors and bugs;
· Work well in one context or organisation but be unsafe or even fail in another;
· Change how clinicians do their daily work, thus introducing new potential failure modes.”

A website has been launched to make a compilation of example of reported incidents in healthcare where medical information system was the cause or a significant factor:
http://iig.umit.at/efmi/badinformatics.htm

The ISO/TS 25238:2007[footnoteRef:32] defined a concept of risk classes, based on a combination of consequence categories and likelihood categories. Each consequence and likelihood combinations induct a risk class indicating the level of risk to the safety of patients. Five risk classes are proposed, the Class A represents the highest potential risk and Class E the lowest.  [32:  ISO/TS 25238:2007 Classification of safety risks from health software] 


[image: ]
[bookmark: _Toc309037029]Table 2 Software risk classes (Source: ISO/TS 25238:2007)

There is currently no regulatory requirement to assess the risk class of health IT and EHR systems. Except the medical device directive 2007/47/EC that considers standalone software intended to be used for diagnostic and/or therapeutic purposes as medical devices of Class I. This implies that they have to “be validated according to the state of the art taking into account the principles of development lifecycle, risk management, validation and verification”.
 
But can we reasonably let health IT and EHR systems with a risk of A, B or C onto the market, with simply a control on the quality of their design process and no final functional testing, considering their potential to harm a patient?

[bookmark: _Toc310349190]Impact of quality labelling and certification

Quality labelling and certification are considered as the main tools to enhance the quality level of the EHR systems on the market by the suppliers’ adoption of a minimum set of clearly defined functional requirements, based on international or at least nationally approved standards. The impact of the certification is increased when supported by a legal framework like in Serbia with the IT Rulebook[footnoteRef:33].  [33:  Full Name : “Rulebook on more detailed contents of technological and functional requirements for the establishing the integrated health information system”, Official Gazette of the Republic of Serbia, no. 95/2009] 


Financial incentives and customers (government, hospitals) requesting certified products, stimulate the use of the certified systems.

Some countries that legally enforced a quality certification mechanism observed a reduction of the number of EHR system on their market. This is mainly due to the technology leap necessary to build in the new interfaces, without threatening the healthcare system by lack of available applications and insufficient market offerings to guarantee quality driven competition.

The number of EHR systems for GP’s in ambulatory care decreased in Belgium from over 50 systems in the 90’s to 17 systems actually. The number of providers decreased even more, from some 50 providers to 9 providers end 2011, most probably decreasing even more in the next months.


Some countries declare that certification has clearly an on-going effect on the quality of the functionalities covered by the certification. e.g. prevention management, messaging, patient summary, eID, encryption, electronic signature, application migration[footnoteRef:34], etc... Software solutions become also more homogeneous. Procurement of e.g. data exchange modules becomes less cumbersome, functionality and compatibility to standards being tested and certified. This facilitates interoperability in selected areas on national level.  [34:  When a user wants to change or is enforced to change application.] 


Countries did not report significant difficulties faced during the certification process, nevertheless some problems may occur: 
· bad uptake by the market such as boycott by vendor, 
· diverging interpretations of some criteria, so the importance of documenting extensively the selected test criteria
· the lack of a legal framework for using eHealth systems
· no or insufficient involvement of vendors in the selection of the requirements
· the process of the testing and certification, requiring a good knowledge of clinical and IT environment
[bookmark: _Toc300438758][bookmark: _Toc300438759][bookmark: _Toc310349191]Long term perspective

The ultimate ambition should be that only quality labelled or certified and interoperable products should be used.

The products should also be comparable or at least described in a way that each procurer or user is able to judge advantages and disadvantages of an EHR system before acquiring it. 

This requires that some concepts related to EHR systems structure and functioning should be largely the same, e.g. allergy management should include largely the same functions in all the EHR systems.

This does not prevent systems from remaining specific e.g. regarding user interfaces, just like cars.  
[bookmark: _Toc310349192]
Stakeholders, considering different legal and market context

If quality labelling and certification of EHR systems is to become generalised, then it needs endorsement at the highest competent levels in the EU Commission, the responsible Member States Ministries, the Healthcare Providers Organisations and the specialised industry.

Each of these stakeholders plays a different role in setting up, organising and executing quality assessment of clinical information systems.
[bookmark: _Toc310349193]Authorities

The EHR-Implement project demonstrated that large scale implementation of EHR systems requires a clear and consistent political commitment by the European Commission and by the National or Regional authorities.

Optimal benefit from such an investment in EHR systems is only possible with high quality and reliable EHR systems. Successful quality labelling and certification is surely at risk without a commitment by the European and by National health and political authorities, either by making it mandatory or by stimulating it.
[bookmark: _Toc310349194]Health Authorities

Initiators

The health authorities having in a country the responsibility and the authority to define and to survey the quality of care are the main stakeholders, initiating the process of implementing a generalised and comparable Quality Labelling and Certification.

A generalised quality labelling and certification process within one market (segment) is the best or even the only way to have reliable and comparable quality assessments.  

They have responsibility on the way healthcare can / should be provided to the inhabitants of the country and directly or indirectly (e.g. nominating someone else to do it) also regarding the applications or instruments used to provide that care.

They need to create the legal context for quality assessment and certification. This offers not only the possibility to enhance the quality of the systems. It offers also to the health authorities a way to influence the evolution of the systems and to have systems that meet their needs, how and when they need such systems.

They define how that quality should be achieved resulting in a set of requirements. They define also how such a quality should be measured.
 
This means that in most cases the National or Regional Ministry of Health will be in charge. This may result in some countries in different levels of requirements, e.g. a minimum set at National level complemented with some regional criteria.



Enablers, Facilitators
The role of the Health Authorities is not limited to initiating the process of certification. They need to create the context that stimulates users to use quality labelled applications and the industry to provide such systems. 

The authorities should consider a shared cost model, being not only on behalf of the patient the main beneficiary of high quality systems. Quality labelling and certification offers a unique opportunity for the authorities to get their options and their wishes integrated in successive versions of the applications.

Responsible

This is the level that takes final responsibility on the requirements for quality and on the processes of assessing that quality and issuing a certificate.

Being responsible does not exclude intense cooperation with representatives of the end-users expressing their desiderata and representatives from the specialised industry documenting what’s feasible within a given timeframe.

This is also the level that could agree to have common requirements and/or common ways of expressing requirements at European level.

Delegation 

Delegation is possible, based on the legal context, to regulatory authorities, to governmental agencies or to specialised organisations for different aspects as e.g. accreditation of testing bodies or translating “political options” into concrete sets of requirements or profiles.
[bookmark: _Toc310349195]Regulatory Authorities

Regulatory authorities may – depending on the way healthcare is provided and organised – be the de facto level of defining the more concrete requirements to be assessed.

This is more especially the case for countries like the National Health Service in the United Kingdom.

 A National Health Insurance Institute may have a similar role in other countries.
[bookmark: _Toc310349196]Public Health Authorities

Public health authorities are frequently users of the data from EHR systems. The more that quality of the data can be described / defined the more reliable these data are for epidemiology or other public health usage.


[bookmark: _Toc310349197]Buyers

Buyers can be very different actors (hospital directions, individual GP’s, home care nursing organisation…) but their role regarding certification is always the same. They need to select a system either for themselves as end-users or for third parties’ end-users. They are frequently not able to evaluate the compliance of the systems to their user needs or even not able to define in a sufficient granular way their requirements.

Certification will help the buyers to know if what they are buying really covers what they need. Certification provides a way to know if the system they are about to buy really does what they want them to do. 

Choosing a quality labelled or certified system will give greater confidence that the application will meet the documented requirements and that it will be accepted by the end-users.
[bookmark: _Toc310349198]Health Professionals

Users of EHR applications

The health professionals are the main users of EHR systems. Acceptance by the health professionals will largely define the success of introducing EHR systems and even more the way they are used to manage and to share patient data.

Health professionals are increasingly dependent on their system not only to store and retrieve patient data but also to take the most appropriate clinical decisions and to monitor the health status of the patient and the provision of care. Prevention management and chronic disease protocol management are just two examples illustrating the role of EHR systems in more structured ways of providing care.

EHR systems should therefore not only fulfil all their needs but they should do that in an end-user friendly way. 

Health professionals do on the other hand not have the means or the knowledge to evaluate if a system will meet all their requirements or how legal requirements regarding e.g. privacy and security are met.

Quality Labelling and Certification of EHR systems will give them trust and confidence regarding functional and other requirements met.

Clients

The health professionals are not solely the users of the systems. They are also frequently – depending on the healthcare organisational framework – also the payers for the system. They are the clients of the system suppliers and therefore sometimes the ally of the suppliers when prioritising new developments.

Users of EHR systems are sometimes organised in “user groups” being the natural interlocutor of the suppliers and being as experts in using EHR systems – ideally – also important partners for the health authorities when selecting new requirements to be requested.



Heterogeneous group of users

Health professionals are a very heterogeneous group of users: general practitioners, hospital specialists, hospital nurses, home nursing, dentists, physiotherapists, paramedics etc… 

Each of these user groups has (slightly / moderately) different expectations. They need “different” systems resulting in different requirements and different quality labelling and certification needs. 

The health professional’s organisations are frequently involved in the definition of the needs at content as well as at functional level.
[bookmark: _Toc310349199]Patients

Beneficiaries

Patients are the main beneficiaries of high quality EHR systems and intensive user of EHR systems by their delivery of improved disease management and clinical decisions. 

They are the indirect beneficiaries of quality labelling and certification not only regarding functional aspects of the systems but also regarding portability of their content.

Users

Citizens are becoming more and more “users” of the Professional’s EHR systems, at least being enabled to access and to their information through these systems or through specific interfaces on their data.

An increasing number of citizens are using a Personal EHR system. PHR’s should also be quality labelled and certified.

Patient associations

Patient associations are becoming more and more involved in the definition of the requirements defining the needs from the patient point of view. 

[bookmark: _Toc310349200]Industry

Essential

Specialised industry, providers of EHR systems, is a very important and big stakeholder. They need to translate the requirements, the needs defined by authorities and users into products functioning properly. 

Specialised industry has a long experience in meeting at least most of the user needs. That’s why they are still in the market.

They should be considered as important “advisors” when defining the requirements to be validated, more regarding the feasibility of some of these requirements than regarding the (clinical) opportunity.



Beneficiary of quality labelling and certification

The EHR Market is still very fragmented as documented in Deliverable D3.1 of this project. The EHR Market is even more fragmented, the least used systems even not being reported.

Market seems also very disparate regarding functional quality as well as regarding software quality.

Quality labelling and certification leads to better systems and – by increasing the quality requirements - a decreasing number of providers in most of the countries organising such a certification. 

[bookmark: _Toc217964400][bookmark: _Toc223070938]

[bookmark: _Toc310349201]Roles of the stakeholders
[bookmark: _Toc310349202]Parties actively involved in quality labelling and certification

Several parties are directly involved in the process of quality labelling and certification.  Which parties differs from country to country, mainly depending on the options taken by the local authorities, as illustrated in the next chapter.

The parties are listed as they should be in a standard, ideal context for quality labelling and certification.
[bookmark: _Toc310349203]Certification Authority and Initiating Organisations

Each process of quality labelling and certification starts with an “authority” or “organisation” deciding to initiate such a process.

That authority is mostly a “public authority” and in our case a Health Authority, being it a National or Regional Health Authority.

That decision is mostly based on a legal document (law, decree…) enabling that authority to define (quality and functional) requirements to be met by EHR systems in their constituency.

This is e.g. the case in Belgium or in the USA.

The initiating “authority” may be a more private organisation, e.g. a professional organisation of GP’s (e.g. GP-IT Group in Ireland) or a federation of healthcare providers (e.g. a hospital federation) or a Federation of Health Insurance Organisations.

These organisations assign themselves the authority to initiate a quality labelling and certification process, of course within the limits of their competence.
[bookmark: _Toc310349204]Certification bodies

Certification bodies are organisations entitled to issue certificates or labels to certify third parties (products, persons…) against a set of requirements.

Certification bodies should meet a number of criteria based on ISO/IEC 17020 and most of all be independent.

Accredited certification bodies

Certification bodies are mostly and standards driven and accredited by an accreditation body to ensure that the certification body has proper qualifications and processess. These organisations are the “accredited certification bodies”.

Some certification bodies are “accredited” directly by law or by an “authority”, e.g. a national or regional health authority.

These organisations will grant a “certificate”.

Not accredited “certifying bodies”

Organisations issuing a quality label, certifying that an application meets a set of requirements, but that aren’t accredited by an accreditation body or by “law”, neither by an “authority”.

These organisations are granting a “label”.

IHE[footnoteRef:35] and EuroRec are two examples of such organisations. [35:  IHE stands for “Integrating the Healthcare Enterprise”, an industry based organisation testing and labelling applications that conform to international data exchange standards. www.ihe.net] 


Requirements for certification bodies

Certification bodies should meet certain quality criteria too. They are defined by the ISO/IEC Standard 17020 “General Criteria for the Operation of Various Type of Bodies Performing Inspection” [ISO, 1998].

The criteria address the following issues:

· Administrative requirements
· Identification: Is the certification identifiable as a separate legal entity or as separate part of an organisation?
· Technical documentation: are the functions and technical scope of activities documented?
· Business documentation: are the conditions under which it does business documented?
· Liability: Is there liability insurance or is liability assumed by the state in accordance to the law?
· Audit: Is the certification body independently audited?
· Independence, impartiality and integrity
· Confidentiality
· Organisation and management
· Quality system
· Personnel
· Facilities and equipment
· Inspection methods and procedures
· Handling and inspection samples and items
· Control of the records
· Inspection reports and inspection certificates
· Subcontracting
· Complaints and appeals
· Cooperation with other inspection bodies

Certification bodies are mostly / preferably not directly involved in the testing of the product or application as such. They review the testing documentation, aggregate and weigh the results in order to come to an overall decision regarding conformance to the requirements. 



[bookmark: _Toc310349205]Accreditation bodies

Accreditation bodies are organisations nationally or internationally entitled to accredit organisations enabled to test and to certify compliance of products, processes, services or persons to a defined set of requirements.

Their mission is to accredit certification bodies.

Accreditation is mostly about the implementation of a kind of QMS (Quality Management System) to assure the certification body and their subcontractors. Accreditation is a kind of “second-order” certification, certifying the certification body.

The IAF (International Accreditation Forum: www.iaf.nu) is a member organisation of “bodies conducting and administering programmes by which they accredit bodies for certification/registration of quality systems, products, services. The members declare their common intention to join the IAF Multilateral Recognition Agreement recognising the equivalence of the members’ accreditation to their own.

Accreditation, to the IAF, reduces risk for business and its customers by assuring them that accredited bodies are competent to carry out the work they undertake.

The complete list of accreditation bodies, with web site, are listed on their web site www.iaf.nu

Hereby a list of the European Accreditation Bodies, affiliated to the IAF

	Albania
	DA

	Austria
	BMWFJ

	Belgium
	Belac

	Czech Republic
	CAI

	Denmark
	DANAK

	Finland
	FINAS

	France
	COFRAC

	Germany
	DAkkS

	Greece
	ESYD

	Hungary
	NAT

	Ireland
	INAB

	Italy
	Accredia

	Kosovo
	DAK

	Luxembourg
	OLAS

	Norway
	NA

	Poland
	PCA

	Portugal
	IPAC

	Romania
	RENAR

	Slovakia
	SNAS

	Slovenia
	SA

	Spain
	ENC

	Sweden
	SWEDAC

	Switzerland
	SAS

	The Netherlands
	RvA

	United Kingdom
	UKAS




[bookmark: _Toc310349206]Testing bodies or Conformity Assessment Bodies (CAB)

Organisations assessing the conformity of products, services, persons, organisations to specifications and requirements.

Conformity assessment bodies test the applications and report their findings to the certification bodies.

Testing bodies are “technical partners”, mostly subcontractors of the certification bodies. Testing bodies should not be involved in granting the label or certificate as such.

The USA does not strictly separate Certification Bodies and CAB. They recognise “Authorized Testing and Certification Bodies” (ATCB), leaving it to the certification body to decide to hire external services to effectively perform the testing of the applications.

The Permanent EHR Testing and Certification Program, under development, proposes to separate testing from the certification programs.
[bookmark: _Toc310349207]Roles

Reality is sometimes confusing, one organisation playing different roles. We are distinguishing the following roles:

· Quality assessment initiators, mainly the authorities but may also be a supplier requesting for a quality label
· Accreditation: assessing conformance of the certification body to international standards
· Certification: governing the quality labelling process and granting the quality label or certificate
· Testing: assessing an application as being conformant to the selected test criteria 

The relation between the different concepts is illustrated in the next functional diagram

The certification body
· Is recognised by an accreditation body (mostly a national institute) (resulting in a certificate) or isn’t an accredited organisation (resulting in a quality label)
· Receives a request from a supplier to test an application against a defined set of quality criteria: functional criteria as well as data exchange capabilities
· Contracts a “conformity assessment body” to test the application against the defined set of criteria
· Receives and evaluates the test report
· Grants or refuses a certificate or quality label
· Informs the initiator (supplier or authority)

The CAB – Conformity Assessment Body
· Is contracted by a certification body to test an application
· Tests an application against the predefined set of criteria
· Returns a report to the certification body

The accreditation body
· Is recognised by a national authority
· Is affiliated to the IAF – International Accreditation Forum
· Supervise / recognise certification bodies and verifies compliance to rules of practice, mainly regarding impartiality and certification procedures

The IAF – International Accreditation Forum
· Accepts membership of national accreditation bodies
· Defines rules of conduct for national accreditation bodies and for certification in general

Certificate: attestation of compliance to a predefined set of criteria by an accredited certification body

Label: attestation of compliance to a predefined set of criteria by a certification body not accredited by an accreditation body





[bookmark: _Toc309037035]Figure 2 Quality Labelling and Certification Functional Diagram

[bookmark: _Toc310349208]Verification and Validation of Software

Both terms are used to refer to processes to confirm that software conforms to a number of expectations based on technical and functional requirements.

It’s important to distinguish both concepts as they are addressing different aspects of a software artefact.

Verification is concerned with the technical correctness of the software application or component of such an application. Verification attempts to answer to the question “is the software built right?”

Verification addresses issues as: is the software (not the application) well documented? Are there test scenarios? Are the programming rules respected? 

Validation is concerned with the compliance of the application to the consumers / users functional expectations: does the application what it is expected to do and in a correct way? Validation attempts to answer to the question “is the right software built?”

Validation of a software application can be done for a one or a limited group of users. This is what happens in a procurement environment.

Functional validation is done against more general requirements in order to document a product or to certify a product against a set of criteria forms. This is for example the focus of this EHR-QTN project with the EuroRec Seals but also the IHE Profile Labels or what happens in some countries like USA, Ireland and Belgium, validating an existing product against a set of functional and quality requirements. 
[bookmark: _Toc310349209]Kind of procedure and subsequent “attestation”

The kind of attestation to be granted as a result of a verification / validation session of a software product depends on who initiated the process, the parties involved in the process and mainly the kind of process followed.

We are illustrating different but still very similar schemes: EuroRec / EHR-QTN, HITCH Project and the KITH approach (Norway).

[bookmark: _Toc310349210]EHR-QTN approach

EHR-QTN distinguishes the following “certification” procedures resulting in different “certificates”:

1. Third party assessment by a conformity assessment body and a conformity attestation granted by a certification body, being a public authority or an organisation granted power by a public authority either by law or by regulation.

The attestation granted is a certificate.

Examples are the USA Certified EHR systems and the EHR systems certified by the Belgian National Health Insurance Institute, each time based on legal statements.


2. Third party assessment by a conformity assessment body based on requirements issued by an organisation not empowered by law or by regulation. 

The attestation granted is a quality label.

Examples are the IHE Interoperability Labels or the EuroRec Seals.

3. Self-assessment with an external audit: the conformity assessment is done by the supplier and documented to a third party, being a public entity, a professional organisation or an industry federation. The supplier may be subject to an external audit.

There is no “attestation” but the supplier is allowed to mention conformity to given requirements. He may be allowed to assign a quality mark to his product.

Examples are the many CE market

4. Self-assessment by vendor who performed testing on his own products and affirms that they conforming to a given set of requirements.

The attestation is a declaration of quality.

Both third party assessment options can be considered as a priori and ex-ante types of control. 

Both self-assessment options can be considered as a posterior and ex-post types of control.

[bookmark: _Toc310349211]HITCH approach

The HITCH approach is very similar to the EHR-QTN approach, distinguishing only three classes.

The HITCH project does not make a separate class for certificates and quality labels.

Hereby the three alternatives as described in D6.4 of the HITCH Project

“Three main scenarios already used in different domains were investigated and discussed and these represent alternatives:

· LabelCert of products (Third party LabelCert): The testing process is performed by a conformity assessment body (accredited third party) or a third party according to the specifications and requirements within the scope of the certification.

· Self-assessment with external audit: The testing process is performed by the supplier (like self-assessment), according to the specifications and requirements (that represent the scope of the LabelCert investigation) and within an agreed interoperability quality assurance framework. The vendor is subject to an external third party audit.

· Self-assessment of products: The testing process is performed by the vendor according to the testing specifications and requirements (that represent the scope) and under an agreed interoperability quality assurance framework.”

[bookmark: _Toc310349212]KITH approach

The Norwegian Workshop on Certification of November 23, 2010, led by KITH, came with the following proposal.

In order to document that an IT system meet specific requirements, different methods providing different levels of certainty can be used:
1. Self-declaration based on high level description of key requirements.
2. Self-declaration based on formal, verifiable requirements.
3. As 2 combined with the inspection of an "extract" from the EHR system (e.g. a message body) made by an independent third party.
Example: KITH's Test and Certification services for EHR messages.
4. As 2 or 3 combined with a formal test of particularly important functionality conducted by an independent third party.
Example: The National Archive of Norway's certification service for archive systems.
5. All formal requirements are tested by an independent third party.
Example: The EuroRec Seal.

This proposal differs from the others and the final proposal that two variant of self-declaration and two variant of self-assessment with external validation/audit were defined.

This proposal does not make a distinction between a certificate and quality label.

[bookmark: _Toc310349213]What kind of procedure fits best for EHR certification?

The choice depends on the maturity of the market, the legal context and the nature of the services to be validated.

 (
Third party assessment is the most suitable procedure for the still immature market of EHR systems.
)The market of EHR systems cannot be considered as a mature market. Third party assessment of the software applications seems to be the most reasonable approach, at least for functional testing.

Self-assessment with external audit may be considered as a valid alternative once the market become more stable and mature. This is not yet the case. 

Self-assessment with external audit looks feasible for some specific functions, e.g. data exchange related functions, based on National or International standards. Examples are e.g. the transfer of lab results from a lab to a GP practice or the ability to produce a (paper) prescription meeting legal requirements.

Data exchange requires anyway a different approach if one wants to guarantee a level of interoperability. Standalone product testing may not be enough. 

Self-assessment with external audit can be combined with third party assessment, e.g. for a quality labelling session where “new” criteria are validated together with criteria yet validated during previous sessions.

Self-assessment can also be the first step in the validation and verification process, followed by a systematic (better informed) third party assessment.

This is the EuroRec seal approach.
[bookmark: _Toc310349214]Comprehensive or progressive testing

Comprehensive functional third party testing of an application seems not feasible, considering the amount of functions in an EHR system. The EuroRec Repository of functional descriptive statements has over 1.700 functional statements. This means that, considering that not all the statements apply for each individual application, an estimated 1.000 statements apply for an average EHR system.

Costs of quality labelling session should not be sub estimated, as illustrated in chapter 10. Each test has its cost: defining the requirement, documenting the requirement, preparing the application, testing and validating the test as part of certification pathway, reporting compliance and granting the label or certificate. 

A label or a certificate does not require a “comprehensive scheme” from starting. Indeed a label or certificate guarantees conformity to a documented set of criteria or requirements.

What will be included in testing session depends on the initiator of the process, mostly the authorities (for general and public certification) or the initiating organisation.

Quality Labelling will in reality build on previous certification sessions and accept for a large part of possible functions “self-assessment with external audit” as assessment approach, while another predefined set of functions will be validated during a third-party testing session.
[bookmark: _Toc310349215]Modular quality labelling and certification

EHR systems are very complex applications, offering a large number of identifiable functions, e.g. a prescription module, a module for administration and billing, a prevention management module, chronic disease management, data exchange (import/export), patient summary… and many more.

Quality Labelling does not require to test and label all the functions, provided that the label or certificate clearly specifies which functions are tested and validated.

EHR systems are not only complex as all-in-one solutions. EHR systems are more and more pieced together with components or modules.

Quality Labelling and Certification of “interoperable components” should enable the users to go for the best of breed for each of the functions they need.

Quality Labelling can be limited to a specified number of criteria, across modules or functions, e.g. regarding authentication, access management, reliability, privacy management. It’s up to the “initiator” of the process or the certification authority to select the requirements to be met.

EuroRec Seal Level 1 and Level 2 are examples of such a functional quality label, with a limited number of “generic” attributes of EHR systems applicable to most of the EHR systems targeting most possible user groups in most of / all the countries. That the label covers a limited number of criteria is not a problem, as long as the criteria are well documented and as long as every interested party may obtain that information.

EuroRec enables to define sets of criteria (“baskets”) that can be used to quality label larger modules (e.g. a prescription module) or even specific aspects of the different modules of EHR systems (e.g. privacy management)..

IHE defines “profiles” linked to specific data exchange scenarios. These profiles can be considered as modules, sets of functions.
[bookmark: _Toc310349216]Territoriality of a label or certificate

Healthcare is still a national competence, resulting in different regulations. Healthcare is also dispensed locally, based on these national regulations, even to citizens from other member states residing temporally in another state than usually.

 (
Quality labels and certificates are primarily national.
)The European Union is composed by 27 Member States with over 20 national languages. This results at first in national sets of requirements. 

Quality Labels and Certificates are therefore primarily national. Quality labelled EHR systems are not (yet) portable as such into another country. 

This does not preclude that quality labels or certificates should be comparable or equivalent across Europe, of course highlighting in supplement some specific national aspects.

 (
It is strongly recommended to start “small”, to evaluate the effectiveness of the scheme in place and the parties involved and to increase focus and requirements to be validated step by step
.
)The EuroRec Repository of descriptive statements is specifically developed to enable national as well as cross-border definition of (functional) requirements. The statements are as generic as possible. Country specific aspects were removed as much as possible from the original statements. This does not mean that all functional aspects are applicable in all the countries. 

Example: Some countries require to mention the indication for (some) medicinal products on the prescription… what’s defended in other countries. This means that the functional statement on mentioning the indication on the prescription will be mandatory in a given country and not in another country.

The EuroRec Repository enables national authorities / experts to define country specific versions of the “generic statement”. A country specific criterion is compatible with the generic statement, specifying on top some aspects.

Example: 
· a statement indicating that a “standard” drug database should be used may have a national specification listing the database(s) that can be used.
· a statement indicating that a patient file can be accessed by using the eID card of the patient may precise the nature of the eID card(s) used in a given country.
· a statement may indicate that a system should be able to integrate a discharge letter using a nationally approved syntax standard. A national version of that statement will precise the nature of the standard(s) to be used in the given country.
[bookmark: _Toc310349217]Target users specific

EHR systems should fit for the intended user group(s). 

This results mostly in different sets of (functional) requirements and different systems for physicians (GP’s or hospital specialists), nurses (hospital or homecare), physiotherapist, pharmacists, etc…  

Pharmacy systems handle medication in a different way than prescriber’s systems. Hospital specialists are prescribing in a different way than GP’s.

A quality label or certificate issued to a system should specify the intended user group.

This does not preclude that a system may be granted more than one certificate, e.g. being configurable to be use in a primary care practice and in a hospital.


[bookmark: _Toc310349218] State of practice in Europe

In order to get the big picture of the EHR certification in Europe, a survey has been completed by the members of the EHR-QTN network. In this section, we are describing synthetically the answers received from 21 countries:
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· Austria
· Belgium
· Bulgaria
· Croatia
· Cyprus
· Czech Republic
· Denmark
· Estonia
· Greece
· Ireland
· Italy
· Luxembourg
· Netherlands
· Norway
· Portugal
· Romania
· Serbia
· Slovakia
· Slovenia
· Spain
· United Kingdom

Nine of these countries have already set up at least one national EHR certification: Austria, Belgium, Croatia, Denmark, Ireland, Netherlands, Norway, Portugal and Serbia. We added France based on information available. 

The Table 3 describes their different national certification tracks in place, more especially ‘clinical system certifications’. We did not include purely administrative / billing applications.

We limited the survey to 10 possible certification tracks per country; it was enough for all the countries except the Denmark that declared more than 100 different certifications, each message e.g. being considered as a separate certification process. Denmark considers each certification of a data exchange message as a separate track.
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[bookmark: _Toc309037036]Figure 3 Countries reviewed in the project: actual and expected status

Slovakia, Czech Republic and Italy declare to establish an EHR certification within 1 or 2 years. The United Kingdom, Cyprus and Estonia foresee the establishment of an EHR certification later.


	Coun-try
	Certification description
	Type

C=certifica-tion

QL=Quality labelling

O=other
	Target EHR system

PC=primary care,
AC=ambulatory care[footnoteRef:36], [36:  Ambulatory care encompasses primary care (general practitioners) and in some countries ambulatory healthcare centres with medical specialists as well as general practitioners. This may also include privately practicing specialists.] 

HC=hospital care,
Pha=Pharmacist 
Phy=Physiotherapist 
Home= Homecare 
LIS= Laboratory
SC= social care
	Functionality
Certified

BA=Billing & administration
DE=data exchange, eP=ePrescription,
PS=patient summary,
CES=Complete EHR systems
	Enforced by law
	Initiator and driver 
	Incentives or / and Penalties
	Payers

S=Supplier

I=Insurance Institute

H=Health Authorities

	AT
	Reimbursement
	C
	PC
	BA, DE
	No
	Social insurance
	Penalties: lose certified software developer status
	H

	AT
	Export of patient history in standardised form
	C
	PC
	DE
	No
	Social insurance
	Penalties: lose certified software developer status
	H

	AT
	Checking that the patient has social security
	C
	PC
	BA
	No
	Social insurance 
	Penalties: lose certified software developer status
	H

	BE
	Functional quality and data-exchange for GP Information Systems
	C
	PC
	CES, DE, PS
	Yes[footnoteRef:37] [37:  Law of 21st August 2008, published in the Moniteur / Staatsblad 13th October 2008. Law regarding creation; structure and activities of the eHealth-platform.] 

	eHealth platform
	Incentives for the users of certified applications
	H + S

	BE
	Functional quality for private physiotherapists
	C
	Phy
	BA, DE: limited "clinical aspects"
	Yes
	Ministry of Health, but eHealth platform for next sessions
	Incentives for the users of certified applications
	H

	BE
	Functional quality for homecare nursing
	C
	Home
	BA, DE
	Yes
	Ministry of Health, but eHealth platform for next sessions
	Incentives for the users of certified applications
	H

	BE
	Functional quality for dental information systems
	C
	Dental
	CES, DE
	Yes
	Ministry of Health, but eHealth platform for next sessions
	Agreement with the professional organizations. No individual incentives.
	H

	BE
	Functional quality and data-exchange for Hospital  Information Systems
	QL
	HC
	BA, clinical reporting
	No
	National Health Insurance Institute
	
	I + each hospital pays its own costs

	DK
	Discharge letter
	C
	All eHealth systems (many)
	BA, DE, eP, PS,
100 profiles cross sector
	No
	MedCom + Board of National eHealth
	
	S + Medcom

	DK
	Referral
	C
	PC, AC,HC, Phy
	DE
	Yes[footnoteRef:38] [38:  Law regarding prescription] 

	
	Incentives
	S

	DK
	Laboratory request + report
	C
	PC, AC,HC, Pha, Phy,SC, LIS
	DE
	No
	
	Incentives
	S

	DK
	Admission notification
	C
	PC, HC, Phy, PAS, LIS
	DE
	No
	
	Incentives
	S

	DK
	Birth notification
	C
	PC, HC, Phy, SC, PAS, LIS 
	DE
	No
	
	Incentives
	S

	DK
	Prescription
	C
	PC, AC,HC, Pha, Phy,
	eP
	Yes[footnoteRef:39] [39:  Law regarding prescribing] 

	National: MedCom
	Incentives + Penalties
	S

	DK
	Radiology report
	C
	PC, AC,HC
	DE
	No
	MedCom
	
	S

	DK
	Booking confirmation
	C
	PC, AC,HC, Pha, Phy

	DE
	No
	MedCom
	
	S

	DK
	Clinical email
	C
	PC, AC,HC, Pha, Phy,
SC, dental + more
	DE
	No
	MedCom
	
	S

	DK
	Shared Medication Record
	C
	PC, AC,HC, Pha, Phy,
All eHealth systems using medication
	Synchronise data (local  national repository)
	Yes[footnoteRef:40] [40:  Law of health. All system shall implement this service in 2012. Mandatory to update the national repository by all health professionals.] 

	MedCom

	Penalties: Mandatory. Missing use of the service is fined
	H

	FR
	Electronic Prescribing Support Software
	C
	PC, AC, HC
	eP
	Yes
	Haute Autorité de Santé
	Increasingly required in procurement
	H

	HR
	Compliance of applications for  with central application of Primary Healthcare Information System
	C
	PC, AC,HC, Pha, dental
	Compliance with the central application
	Yes
	Ministry of Health and Social Welfare
	Only certified applications can be integrated in the central system
	S

	IE
	GP Information Systems
	QL
	PC
	CES
	
NO
	GP-IT Group
	No
	S

	NL
	NICTIZ LSP-certification (HL7 version 3 messages)
	C
	PC, AC,HC, Pha, Phy
	DE,
eP,
PS
	No
	NICTIZ
	Incentives and support to It vendors
	S

	NO
	EHR messages (more than 50 different messages)
	O[footnoteRef:41] [41:  Combination of self declaration, use of an automated test server and verification by a third party (KITH)] 

	PC, AC,HC, Pha
	DE
	No
	
	the certification is free of cost for the vendors
	H

	PT
	eP of medicines
	C
	PC, AC,HC, Pha, 
	DE,
eP,
	Yes[footnoteRef:42] [42:  The prescription of medicines done by informatics means is mandatory, since August 2011, as defined by Decree Law n. 106-A/2010 of Oct., 1st and Legal ordinance (Portaria) n. 198/2011 of May, 18th.] 

	National: ACSS
	No
	S

	RS
	National Certification of software solutions for implementing in Integrated Health Information System of Serbia
	C
	PC, HC
	CES
	Yes[footnoteRef:43] [43:  IT Rulebook adopted by MoH in 2009 ] 

	
	penalties
	H

	RS
	EuroRec Seal
	QL
	PC, HC
	CES
	Yes[footnoteRef:44] [44:  IT Rulebook adopted by MoH in 2009 ] 

	
	penalties
	H
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Table 3 EHR certification in Europe

[bookmark: _Toc310349219]Prerequisites for (sustainable) quality labelling and certification: consortium’s opinion

[bookmark: _Toc310349220]National Certification Prerequisites

The EHR-QTN network has been asked to rank conditions to be met in order to enable an EHR certification in their country. The same analysis process was used as documented in section 7.1, with a weighting score scale has been used from 5 (important) to 1 (nice to have). 

The list below and the Error! Reference source not found.5 show the ranking of the prerequisites for EHR quality labelling and certification in a country:

1. (71)	Create a legal framework enabling to define quality criteria for the EHR
2. (69)	Stimulate the use of certified EHR systems by creating incentives (€)
3. (63)	Initiate a cooperative platform involving all stakeholders to define domain / profession specific quality criteria for the EHR (GP, …)
4. (55)	Initiate a cooperative platform involving all stakeholders  to define overall quality criteria for the EHR
5. (52)	Stimulate the use of certified EHR systems by offering services (improvement of administrative procedures)
6. (47)	Sufficient public funding for setting up the implementation framework for certification (accreditation, cooperative platforms of stakeholders, documentation,…)
7. (37)	Sufficient public funding to perform and to report the assessments of the EHR applications
8. (33)	Select “standardised descriptive statements” to formulate the selected criteria in a comparable way.
9. (22)	Stimulate the use of certified EHR systems by penalising the healthcare professionals not using any EHR
10. (19)	Stimulate the use of certified EHR systems by penalising the users of non certified EHR systems
11. (12)	Ensure regulatory based private funding to perform the assessments of the EHR applications


[bookmark: _Toc309037037]Figure 4 EHR certification prerequisites


[bookmark: _Toc310349221]Sustainability of National Certification
Reaching sustainability in Quality Labelling and Certification is another issue, at national level as well as regarding cross-border certification.

The list below and the figure 6 show the ranking by the EHR-QTN network of the conditions needed to reach sustainability of the EHR certification in a country: 
1. (68)	Create a relation of trust and partnership between authorities, users and industry.
2. (61)	Increase economic viability of the suppliers by supporting the use of certified EHR systems and stimulating defragmentation of the market.
3. (52)	Organise cross border recognition of tested functions.
4. (48)	Develop and support a common “language” across Europe to describe functional requirements enabling portability across Europe: European repository of nationally reusable statements publically available.
5. (47)	Costs need to be shared between health authorities and the industry, industry e.g. paying the effective testing / assessment only
6. (47)	Develop and support a common “language” to describe functional requirements in a comparable way: national repository of reusable statements publically available.
7. (40)	Costs need to be supported by the health authorities.
8. (34)	Costs should be supported by the product suppliers
9. (34)	Develop quality assessment and certification as a “public service” with / without subcontracting.
10. (28)	Functional assessment and “interoperability” assessment should be offered by on Health IT Quality Institute.
11. (15)	Functional assessment and “interoperability” assessment should be kept as distinct procedures.


[bookmark: _Ref307402082][bookmark: _Toc309037038]Figure 5: Conditions to reach sustainability of the EHR certification in a country





1.3 [bookmark: _Toc310349222]Sustainability of European Cross-Border Certification

It would be pity or even a missed opportunity if each of the countries takes its own options instead of taking profit from the experience yet gathered in some countries.

The consortium network identified the following issues as important to reach sustainability of quality labelling and certification across Europe.

1. Define a “standard” certification procedure / certification model applicable in as much countries as possible and based on existing experience in some of the Member states.
2. Provide / develop as much as possible common instruments or tools that can be used across the continent. This includes addressing multi-lingual aspects.
3. Make use and define where needed sets of functional and interoperability criteria applicable to more and more clinical and medico-administrative domains.
4. Develop a business model based on incentives for using quality labelled applications and co-payment for testing and certification.
5. Favour and invest in cross border recognition of quality labels and quality labelled products.
6. Create a legal framework, once quality labelling and certification accepted and running, rendering the use of certified EHR systems mandatory.

The creation of a European Institute for eHealth quality - functional and semantic interoperability - has largely been accepted by the consortium members as a way to go.

Consortium Members commented that this Institute should prevent the fragmentation of the certification implementation.

The Institute could provide guidelines and advices, mutualise some efforts and coordinate activities.


[bookmark: _Toc310349223]Certification Strategy

The goal is clear: only high quality EHR systems should be used in healthcare. 

This requires a way to assess the quality of the EHR systems. 

Quality Labelling and Certification will be one of the most objective and secure ways to document the quality of an EHR system, user satisfaction being another as important way to evaluate such systems. 

Quality labelling is an “a priori” approach, user satisfaction an “a posteriori” approach, once the system installed and in use.

Quality labelling and certification offers clearly best protection of buyers and users. Quality labelling and certification does not offer an absolute protection against wrong choices of application but an objective external opinion on the application enabling an “informed decision” by the buyer.

The quality of the certification process (pre-assessment phase as well as the assessment as such) is of course another important and limiting factor. This encompasses a quality assessment of the certification body, as discussed further in this deliverable. 

We will discuss in this chapter strategic options towards a professional and more generalised quality labelling and certification of EHR systems, including system functionality, conformance to standards, data exchange and interoperability between systems, locally, nationally as well as at European Level.

[bookmark: _Toc310349224]Regulatory driven public certification or market driven certification: dual approach

There aren’t hundred different ways/roads to reach generalised quality labelling and certification. This does not mean that realising this quality labelling and certification will be an easy mission. 

It will take time and it will require appropriate and important resources (financial and human resources as well as regulatory and legal resources) before we will reach the final goal. 

We are distinguishing two main approaches to improve gradually the level of quality labelling in a given market: the mainly market driven approach and the mainly regulatory driven approach.
[bookmark: _Toc300438791][bookmark: _Toc310349225]Market Driven

A market driven approach is typically by decision of a supplier to go for a quality label either on its own initiative or as part of procurement request to prove a level of functional, structural quality and compliance to standards.

We distinguish the supplier driven and the procurement driven. Both intend to prove compliance to a particular ‘private’ set of requirements issued either by an organisation issuing a quality label or as part of a procurement procedure.

Supplier driven

The initiative is coming from the supplier, submitting his application to a conformity test to a set requirements defined by a third party, having the role of a “certification body”.

The suppliers expect to obtain the quality label they judged as important to affirm their quality and to be used for promotional reasons.

Suppliers are willing to pay for it not only to be tested and to get the label but also to prepare their application in order to be fully compliant.

Not succeeding in a supplier driven approach has generally no direct negative consequences and is rather exceptional as there are no time constraints. The supplier submits his application once he is convinced to meet the requirements.

Both IHE Interoperability Labels and EuroRec Seal Quality Labels are supplier driven, addressing different domains of application: exchange and compliance to syntax standards for IHE, (basic) functional requirements for the EuroRec Seal. The original CCHIT was also market driven, in a different context with different resources.

Supplier driven quality labelling is progressing slowly.

One of the stimulating factors is the presence of a product with a quality label addressing the same target population or market segment.  

Some are also submitting their applications as an extended test procedure, in order to externally validate own developments. 

Procurement driven

Procurement driven quality labelling means that the supplier needs to get a level of quality, of compliance with criteria as part of a procurement procedure.

The rules are defined by the procurer. There is mostly an ultimate date defined to get the label.

The quality assessment is mostly done by the procurer as part of his investigations and selection process. The quality assessment might also be done by a third party, the procurer asking for a third party verification and validation of the application.

The latter approach offers advantages to the procurer:
· building on the testing experience of the third party.
· building on the knowledge of the tested system or even of competing systems.
· enforcing his selection by an external expert advice.

The third party approach in procurement is not common practice yet.

Procurement driven quality labelling will surely enforce and stimulate quality labelling and certification.

Both, procurement driven and supplier driven will result in a progressive but initially slow uptake of quality labelling and certification. 

The market driven approach may support in a limited way sustainability of quality labelling and certification in general Europe.

 (
It is highly recommended to s
trengthen
 the European scale pioneering initiatives (EuroRec / I.H.E) to keep certification on the agenda.
)The market driven approach seems on the other hand to be the easiest way to come to a level of cross border recognised and identifiable quality labelling and certification. 

European scale initiatives as IHE Connectathons and the EuroRec Seals are examples where a limited number of profiles / sets of criteria where defined to be validated against an “International” quality label.

It is highly recommended to support these pioneering initiatives. They put and keep quality labelling and certification on the agenda of both suppliers and authorities.

[bookmark: _Toc300438793][bookmark: _Toc300438794][bookmark: _Toc310349226]Public 

Health Information Technology and of course also EHR systems have an enormous potential to improve quality of care, but also risks to harm patients.

Smith[footnoteRef:45] categorised possible patient harm in 6 classes: direct physical harm, indirect physical harm (delay in treatment e.g.), mental suffering and distress, financial loss, loss of personal reputation or livelihood, loss of opportunity to improve care. [45:  Smith, M.F. [1995]. The electronic patient record and computer safety. In AMICE95  Proceedings. Strategic alliances between patient documentation and medical informatics. Rotterdam, Netherlands] 


Health Authorities have an essential role in enabling the patient to profit at maximum of this technology and at the same time to protect the patient against systems that may harm the patient.

This is only possibly by identifying good and “risky” systems based on thorough and comparable verification and validation, resulting in a quality label or certificate.  

Setting the framework

The health authorities should have a leading role in the process:

· Creating a legal context enabling quality labelling and certification

· Ensuring the creation of the quality labelling framework by
· Recognising the parties to be involved in the process
· Initiating consensus between providers, users and authorities on the goal, the strategy and the basic rules that will apply
· Enabling the creation of the technical context facilitating “comparable quality labelling and certification”
· “standardised” requirements definitions: functional statements as well as interoperability profiles
· Tools

· Deciding for their constituency to effectively initiate the process, resulting in
· definition of the “content” of a planned (first/next) session within a given domain
· documentation of the selected requirements considering domain and area of application in such a way that all involved parties understand the same and expect the same outcome of each requirement validation
· selecting accreditation body and certification body, eventually also involved in the selection of the conformity assessment body
· defining the context of the session: mandatory or on voluntary basis and/or linked to incentives to use quality labelled products.

All the tasks enumerated are pre-assessment tasks. It is very difficult to consider that these tasks should be done by a private (commercial) party 

The health authorities should avoid being involved in the testing as such, testing addressing a more technical aspect of quality assessment.

[bookmark: _Toc300438796][bookmark: _Toc310349227]Profit from existing developments 
[bookmark: _Toc310349228]EuroRec

EuroRec developed a “language”, functional descriptive statements, which enable to document EHR functionality in a consistent way across the Union and across domains.

The EuroRec repository of over 1.700 functional descriptive statements was created by merging into one single multilingual database criteria from different countries. The criteria originate from different initiatives but mainly the Belgian Ministry of Health, the CCHI IT criteria as well as some Meaningful Use criteria from the USA, the GP-IT criteria and some Danish and Serbian criteria.

The criteria are “descriptive” and “generic” in such a way that most of them are applicable to most of the systems in the different countries. It is up to the user / initiator of a quality labelling or certification process to decide whether they are optional or mandatory.

The criteria are addressing most of the functions and aspects of EHR systems, though some aspects aren’t finalised. Data exchange and interoperability issues are addressed from functional point of view and only indirectly from syntax point of view.

 (
The EuroRec criteria facilitate yet cross-border and cross-domain functional certification of EHR systems. It would be pity not to use these opportunities.
)Some sets of criteria are yet validated across Europe in a number of workshops organised within this EHR-QTN project. The University of Victoria published a “Technical Report” on quality labelling and certification. They validated the statements regarding privacy and security. They concluded “Currently the EuroRec repository contains more than 1.700 criteria, of which we could identify a total of 275 fine-grained criteria in that address security and privacy. Together these criteria cover all quality objectives in our comparison framework”[footnoteRef:46]  [46:  University of Victoria – Consumer Health Informatics Services – Certification Programs – Strengths and Weaknesses – Jens H. Weber Jahnke, James Williams, Anissa Agah – Technical Report  http://webhome.cs.uvic.ca/plab/] 


The EuroRec repository enables even to manage “National versions” of the criteria, enabling country specific accents / differences while remaining consistent and comparable across the countries and across domains of application. .

These criteria are the result of several research projects supported by the European Commission.

EuroRec developed also a number of tools to exploit that database of descriptive statements in order to use them for quality labelling as well as for procurement.

The initial investment can be estimated to be over 1.750.000€ but the database still needs to be completed and maintained. There is also a need to complete documentation / interpretation of the different statements. Tools need to further develop as well.

The EuroRec criteria facilitate yet cross-border or cross-domain certification of EHR systems in a comparable way. It would be pity not to use these opportunities.
[bookmark: _Toc310349229]IHE[footnoteRef:47] [47:  Source: HITCH project deliverables D4.1, D4.2 and D4.3 and the HITCH Roadmap, IHE website http://www.ihe.net 
] 


IHE has specified interoperability requirements and - criteria in so called IHE Technical Frameworks.

At the moment the following technical frameworks are available: anatomic pathology, cardiology, eye care, IT infrastructure, laboratory, patient care coordination, patient care device, pharmacy, quality – research and public health, radiation oncology and radiology. 

The basis for a technical framework is the integration profile. 

A profile is a selection of definitions and options from existing standards and describes the solution to a specific integration problem.
Integration profiles contain descriptions of ‘actors’ (which are responsible for producing, managing and/or acting on information in the context of integration profiles) and ‘transactions’ (which encompass the information between the actors). See figure below for a graphical overview of the organization of an IHE Technical Framework. 

[image: ]

[bookmark: _Toc309037039]Figure 6 IHE Integration Profile – Actor - Transaction

Currently 64 profiles are available (organized according to the domain they belong to):
· Anatomic pathology (1) :
· Anatomic Pathology Workflow
· Cardiology (5) :
· Cardiac Cath Workflow
· Echocardiography Workflow
· Evidence Documents
· Stress Testing Workflow
· Displayable Reports
· Eye care (3) :
· Eye Care Workflow
· Eye Care Evidence Document 
· Eye Care Displayable Report
· IT infrastructure (16) :
· Consistent Time
· Audit Trail and Node Authentication
· Request Information for Display
· Enterprise User Authentication
· Patient Identifier Cross Referencing
· Patient Synchronized Application
· Patient Demographics Query
· Cross Enterprise Document Sharing
· Personnel White Pages
· Cross-Enterprise Document Media Interchange
· Cross-Enterprise Document Reliable Interchange
· Cross-Enterprise Sharing of Scanned Documents
· Patient Identifier Cross-Reference and Patient Demographics Query for HL7v3
· Registry Stored Query Transaction for Cross-Enterprise Document Sharing Profile
· Stored Query
· Retrieve Form for Data Capture
· Laboratory (3) :
· Laboratory Scheduled Workflow
· Sharing Laboratory Reports
· LOINC Test Codes Subset
· Patient care coordination (9) :
· Medical Summaries
· Exchange of Personal Health Record Content
· Emergency Department Referral
· Basic Patient Privacy Consents
· Pre-procedural History and Physical
· Antepartum Care Summary
· Functional Status Assessments
· Emergency Department Encounter Record
· Query for Existing Data
· Patient care devices (5) :
· Alarm Communication Management
· Device Enterprise Communication
· Implantable Device Cardiac Observation
· Point-of-care Infusion Verification
· Rosetta Terminology Mapping
· Radiation oncology (3) :
· Normal Treatment Planning-Simple
· Multimodality Registration for Radiation Oncology
· Treatment Workflow
· Radiology (19) :
· Scheduled Workflow
· Patient Information Reconciliation
· Post-Processing Workflow
· Reporting Workflow
· Import Reconciliation Workflow
· Portable Data for Imaging
· Nuclear Medicine Image
· Mammography Image
· Evidence Documents
· Simple Image and Numeric Report
· Key Image Note
· Consistent Presentation of Images
· Presentation of Grouped Procedures
· Image Fusion
· Cross-enterprise Document Sharing for Imaging
· Teaching File and Clinical Trial Export
· Access to Radiology Information
· Audit Trial and Node Authentication
· Charge Posting 

IHE uses the MESA tools which are testing tools, modules and processes. 

The Gazelle management tool is used for internal-, acceptance- and certification testing, and is used in the IHE Connectathons (testing events organized on an annual basis in Europe, North America and Japan).

The total cost of investment (out of the pocket and reinvested income from industry) can be estimated at several M€ (millions of €). That investment is available for further use for cross border interoperability testing.

[bookmark: _Toc310349230]National Developments

The Policy Brief on the Current Status of Certification of Electronic Health Records in the US and Europe listed 11 countries with some quality labelling and certification in place.

The certified functionalities are quite different for the different countries:

· Messaging and interoperability, for integration into a national or regional network, is the main issue for quality labelling and certification in Denmark (MedCom), Greece (Integration in Regional Health Information Network), Norway (KITH) and the United Kingdom (NHS ITK accreditation). These countries certify systems in their capacity to produce or to handle some specific ‘standard’ messages.
· Accreditation of Practice Management Systems and/or Hospital Systems for billing purposes is yet common practice (sometimes since than 20 years), e.g. in Austria, Belgium (for hospitals), Denmark, France (Sésame Vitale), Germany (KBV) and Slovenia.
· Small scale quality labelling based on the EuroRec Seals went on in Slovenia, Serbia, Hungary, Greece, Denmark and Austria.
· Nationwide quality labelling of the clinical functions is rather exceptional: implemented in Belgium, Ireland and Serbia.
· The USA is going a step further, not only certifying applications offering a set of functions but also evaluating the use of these functions by the healthcare professionals.
[bookmark: _Toc300438798][bookmark: _Toc300438799][bookmark: _Toc300438800][bookmark: _Toc310349231]Stimulating uptake of quality labelling and certification

There are three options possible on how to impose or stimulate quality labelling and certification of EHR systems: the voluntary option, the incentivised option and the mandatory option.

The choice between these options depends on the local context and the expectations of the initiator of the process. 
Local elements influencing the choice:
· Are the healthcare professionals employed or self-employed?
· Is progress and innovation usually a top/down approach or private-public cooperation?
· Who pays? Only the healthcare authorities or is there a form of co-payment by the healthcare professionals, by the healthcare providers and/or by the suppliers of the applications?



[bookmark: _Toc310349232]Mandatory quality labelling and certification


Main advantages of the mandatory approach

1. No need / Less important to consider feasibility for existing (sometimes small) systems.
2. Less pre-assessment consensus building with users and suppliers.
3. Easier to implement an official (long term) strategy

Main problems related to a mandatory quality labelling and certification:

1. Seems only conceivable when combined with the obligation to use EHR systems, especially for self-employed healthcare professionals. There is otherwise a serious risk for refusal.
2. The initiator (authority) needs to have the means of his ambition, the means to enforce the market. All the costs will most probably to be endorsed by the initiator.
3. Suppliers will be in defensive position, contesting each negative interpretation of a test. Quite some contestation will be on a correct “interpretation” of the criteria.
4. Will kill “competition” and “innovation”. There is a risk that only what’s officially required will be developed anymore. 

This clearly not our favourite approach, but may be the only possibility in some countries with a very dominant top/down approach in healthcare in general.

[bookmark: _Toc310349233]Voluntary quality labelling and certification

Main advantages of voluntary generalised quality labelling and certification:

1. In principle based on a consensus model between the different stakeholders (users, suppliers, authority).
2. Less “contestation”.
3. Shared cost has more chances to be accepted by all parties involved.

Main problems of voluntary quality labelling and certification:

1. Still a number of not certified applications on the market, though they tend to disappear after a number of years.
2. Long and fastidious negotiations on the feasibility of the requests made by users and authorities.
3. Longer and stepwise approach to reach sufficient functionality and quality.
4. Progress at least partially defined by the development capacity of the weakest parties involved (small providers). 

[bookmark: _Toc310349234]Incentivised quality labelled and certification

This model is based on incentives for acquiring and using quality labelled or certified applications.

This model has big advantages: reducing the problems enumerated while keeping most of the advantages of both approaches. 

The main difference with the previous models is the new and dominant role of the users (user empowerment), urging the suppliers to provide applications that are quality labelled and certified.

All parties seem to be partners in that model, the suppliers willing to commit in order to keep their users.

The incentivised model is the model used in Belgium (for primary care, homecare, physiotherapists and also in-patient care[footnoteRef:48]) and in the USA (all physicians: primary care and ambulatory care as well as in-patient care). [48:  The hospitals are incentivised to implement certain functionality by increasing the day price of the hospital bed.] 


The incentivised model was also the model applied in one of the first countries ever quality labelling EHR systems for General Practitioners, the Netherlands.

The Dutch Institute for General Practitioners (NHG) initiated a quality label (WCIA) in the late 80’s. Applications were tested against the 1990 criteria. Users of certified applications were granted a supplement with the inscription of patients in their practice. The incentive rate was quickly considered as the standard rate and lost his “incentive character” because the link between using such a system and the incentive was gone since there were no sanctions foreseen. The “user empowerment” was lost and the process stocked in the late 90’s. The 1995 WCIA was never used to certify any system any more.[footnoteRef:49] [49:  http://www.informedici.nl/weblog/pivot/entry.php?id=39] 


The USA is implementing actually a combined model with initially incentives and after 3 to 5 years penalties for the healthcare professionals not using at that moment a certified EHR system and not reporting sufficient use of the system.

It is not proven yet that these penalties will work or ever be applied.

Main advantages of incentivised generalised quality labelling and certification:

1. Involvement of the stakeholders
2. Win – win for all the stakeholders

Main problem of incentivised quality labelling and certification:

1. Important involvement of the authorities, more especially granting incentives to the users of quality labelled and certified products.
2. Up to a certain level a consensus model: important pre-assessment efforts.


 (
The incentivised model seems by far the most promising model to promote a more generalised used of certified systems, at least for self-employed healthcare professionals. The mandatory model may work in some countries with only employed healthcare professionals or only for employed healthcare professionals, though an incentive may be required for their employers.
)



[bookmark: _Toc300438802][bookmark: _Toc310349235]Competing or Cooperative Quality Labelling and Certification
[bookmark: _Toc310349236]Different areas of quality labelling and certification

We distinguish within the scope of eHealth and more especially EHR systems five complementary areas for quality labelling and certification:

· Data exchange facilities testing (including some aspects of interoperability)
· Functional testing (including some aspects of interoperability)
· Administrative and billing facilities testing
· Use related measurement and validation
· Software development quality assessment

The software development quality assessment is a very distinct way to evaluate an EHR system and will not be further discussed in this deliverable, except for the point on the Medical Device Directive. There are, at a first glance no specific aspects related to the development of health related software compared to other software.

The four other “areas” are basically different but at the same time complementary aspects of quality labelling one single product / supplier. 

They require a different expertise and a different way of testing / validation. This resulted in different processes and different service providers.

The HITCH project made a distinction between functional requirements and so called “interoperability” requirements. 

Functional requirements are related to the application as such and intend to describe, to define how the application behaves or should in its interaction with the user.

The interoperability requirements encompass exchangeability (syntactic interoperability) as well as the semantic interoperability. They are addressing a specific subset of functionality, more especially on the ability of the application to “interact” with other applications.

Figure 8 illustrates the overlap between interoperability and functionality requirements and the respective labelling processes.

The required functionality of an application to exchange data, to produce interoperable content are indeed also functional requirements but addressing another dimension of the EHR application, compared with e.g. store and retrieval functions, prescribing, alerting or integrated decision support functions.


[image: ]
[bookmark: _Toc309037040]Figure 7 Relation between functional and interoperability requirements

Most quality labelling and certification in place focuses on the ability of the applications to produce and to collect exchange documents, clinical documents or even more administrative (billing) documents. 

Examples are for clinical data the Norwegian KITH certification activities or the Danish MEDCOM activities. Billing oriented certified applications are in use in most of the countries as we have Germany, Austria or France. 

Some countries have, beside some data exchange validation services, also functional validation of the applications. Examples are the United States, Belgium, Serbia and Ireland.

The EuroRec Seal is an example of functional labelling, focusing on reliability, trustworthiness and operational management of patient data.

IHE (Integrate Health Enterprises) focuses his activities on the interoperability processes, more especially the syntactic interoperability between different applications. 

Other organisations are combining administrative and billing quality labelling with some domain specific functional testing, e.g. the German DKV, certifying as well administrative and billing functionality as chronic disease management modules.

The USA has with its “meaningful use” evaluation of “certified software users” a combination of “certified” software (functional testing) and usage evaluation.



[bookmark: _Toc310349237]Is cooperation possible, advisable?

A supplier who wants his application to be “fully” certified needs to submit his application to several certification bodies, each of them most probably with their own rules and administrative burden.

The HITCH project advised in one of his recommendations to favour cooperation between functional and “interoperability” quality labelling / certification.

The EHR-QTN is supporting this request.

· Why should IHE not use EuroRec Statements to express some interoperability related requirements?
· Why should a supplier attending a Connectathon not have the opportunity to quality label their products for interoperability as well as for functional requirements?

The purpose of cooperation should be:
· to improve quality and efficiency by aligning the administrative and other processes.
· to align / link requirements formulation and documentation.
· to have full documentation available to the suppliers wherever they contact a certification body.
· to centralise data on “certified” applications or components.
· to invest in and to maintain tools for functional as well as for “interoperability” testing.
· to favour trans-european certification through recognition of the different certified applications for the requirements in common.
· to increase, where needed, independence from providers and users, once the requirements are defined.
 (
Favour cooperation between all service providers active in different areas of quality labelling and certification of EHR systems.
)

An ambitious form of cooperation might be the creation of a European eHealth Quality Institute.


Mission of such a European eHealth Quality Institute:

1. Improving and maintenance of the Quality Labelling and Certification services, including compliance to the ISO 17020 standard.
2. Coordination between the different quality assessment and certification services covering the different areas of application.
3. Centralised information services for the suppliers.
4. Maintaining a Register of Certified eHealth products
5. Trans – European Harmonisation of applications.

Such an Institute, including EuroRec as well as IHE, can be created as an independent organisation or embedded in larger entities as[footnoteRef:50]: [50:  Not limitative.] 


· EMA = European Medicines Agency: www.ema.europa.eu
· ISQUA = International Society for Quality in Health Care Ltd or a European counterpart: www.isqua.org

 
[bookmark: _Toc310349238]Personnel shortage

Personnel shortage may be another reason to cooperate. 

eHealth quality labelling and certification requires a combined expertise in informatics, in healthcare and in quality assessment and testing.

A shortage in health informatics workforce and related problems is documented by Dr. Jean Roberts[footnoteRef:51]. [51:  Jean Roberts, eHealth Informatics Workforce challenges for Europe. UK Council of Health Informatics Professions. To be published in IOS Press.] 


There are no figures available about shortage of even more specialised personnel: health informatics professionals with experience in quality labelling and certification of eHealth IT solutions.

Though the number of required specialists remains limited, it seems not so unreasonable to expect that people with such a profile may lack in some countries, more especially in some small countries.
[bookmark: _Toc310349239]European Dimension

Health and Healthcare is still and will most probably remain a national or even regional competence. 

This results in a national legal context for quality labelling and certification, in nationally approved user requirements and in nationally or regionally defined regulatory requirements. Each country wants the applications to meet their own needs primarily.

This is surely the case for functional requirements.

Interoperability requirements are – for some aspects and in some cases – more universal, e.g. making an imaging department of Philips to exchange data with a hospital information system of Siemens.

Quality Labelling and Certification of complete systems will therefore first be national or regional.

The EHR-QTN consortium hereby subscribes the fifth HITCH recommendation of favouring a two level certification, a national one first, a European one on top of it.

It is important to avoid – now – that each starts to develop its own repository of requirements, using a (slightly) different “language” to express the same requirement or using different definitions for the same concepts, e.g. for the concept “episode of care”.

Quality Labelling and Certification of data exchange may be national and International / European at the same time depending on the “syntax standard” implemented.

European harmonisation of EHR systems is a very important issue if we want to enforce cross-border data exchange and availability of care related patient data and dismantle progressively the use of EHR systems in different countries. 

Quality Labelling and Certification can contribute to this harmonisation by: 
· Recognising each other’s certificates.
· Validating all the applications on the European Market (for a particular domain, user group or function) against a common basic set of “generic” requirements regarding, as a European Guarantee for a common basic quality of the application.
[bookmark: _Toc310349240]Recognising national certificates

The European dimension should be added to the national dimension by harmonising the procedures and by recognising each other’s quality label and certificate.

Recognising each other’s certification does not mean that an application certified in one country needs to be recognised “as such” in another country. Country specific aspects still need to be verified.

Recognising each other’s certification means that applications certified in one country does not need to re-do the assessment of equivalent, the same requirements in a second country.

This is only possible when the requirements are equivalent, when they have exactly the same meaning in both countries. 

Expressing the requirements by using the same “language” is one of the possibilities offered when using the EuroRec descriptive statements.
[bookmark: _Toc310349241]European Certificate

A European Certificate can only address requirements considered as common to all the systems (in a given domain, for a defined user group and/or function) in all the Member States.

This will only be the case for more “generic “ statements related to trustworthiness, reliability, accountability, privacy, security of systems and content of the EHR systems.

EuroRec defined two sets of requirements and validated some 20 different applications across Europe for the EuroRec Seal Level 1 (20 criteria) and EuroRec Seal Level 2 (50 criteria).

[bookmark: _Toc310349242]European Incentives

National health authorities are advised to favour quality through quality labelling and to favour quality labelling by granting incentives to the users of certified systems.

The European Commission and more especially the Directorates launching call for projects may foresee specific grants when using certified systems or data from certified.



[bookmark: _Toc310349243]Medical Devices Directive

The Medical Devices Directive causes quite some uncertainty on the market and more especially at the level of the different governments, resulting in a risk for standstill of certification in general.
[bookmark: _Toc310349244]The Directive 2007/47/EC

The medical device Directive 2007/47/EC amending the Council Directive 93/42/EEC includes the standalone software in the definition[footnoteRef:52][footnoteRef:53] of an active medical device if it is specifically intended to be used for diagnostic and/or therapeutic purposes. In addition, in the introduction, the Directive precise that software designed for general purposes that could be also used in a healthcare setting (e.g. MS Word) is not a medical device.  [52: Directive 2007/47/EC Article I .2. (a)(i): “Medical device means …software…, whether used alone or in combination, together with any accessories, including the software intended by its manufacturer to be used specifically for diagnostic and/or therapeutic purposes and necessary for its proper application, intended by the manufacturer to be used for human beings for the purpose of diagnosis, prevention, monitoring, treatment or alleviation of disease.”]  [53:  Directive 2007/47/EC Annexe IX S1.4: “Standalone software is considered to be an active medical device”.] 


According to the Directive[footnoteRef:54] the “medical software must be validated according to the state of the art taking into account the principles of development lifecycle, risk management, validation and verification”. But it does not precise any standards.  [54:  Directive 2007/47/EC Annexe I .12.1a “For devices which incorporate software or which are medical software in themselves, the software must be validated according to the state of the art taking into account the principles of development lifecycle, risk management, validation and verification”.] 


[bookmark: _Toc310349245]The IEC 62304 standard

Even if there is no known method to guarantee 100 % safety for any kind of medical software the standard IEC 62304 [Medical device software – Software life cycle processes] defines the life cycle requirements for medical device software. 

The IEC standard clearly refers to “software development and maintenance” when defining the “Field of Application” of the standard.

“This standard applies to the development and maintenance of medical device software… when software is itself a medical device or when software is an embedded or integral part of the final medical device”[footnoteRef:55] [55:  webstore.iec.ch/preview/info_iec62304%7Bed1.0%7Den_d.pdf] 


[bookmark: _Toc310349246]Applicable to eHealth and EHR systems?

There is at least some confusion on the market on the exact fields of application of Directive and Standard. Are all the complex “clinical” or “functional requirements” of the application as such included in the field of application?

Should functional and interoperability requirements be included in the Medical Device approach?

We don’t believe that this is feasible. The Canadian experience seems to confirm that. They also listed a number of reasons why this isn’t at all evident. 

Devices are different from EHR systems in a way that they are products reproduced “ne varietur” as they are certified, sometimes in thousands of copies.

EHR systems are processing patient data without any direct contact / interaction with the human body. The device is the computer. None of the “decisions” or “actions” performed by the application directly affects the patient. Subsequent actions are performed, executed by the healthcare professional under his professional responsibility.

EHR applications are modified all the time, sometimes daily to fulfil new wishes of users or to correct bugs or weaknesses of the application.

[bookmark: _Toc310349247]The Canadian Experience

The Technical Report issued by the Informational Privacy Interdisciplinary Research Group of the University of Victoria addressed this issue from a Canadian point of view.5

“In 2009, Health Canada issued a notice to the industry announcing a mandatory certification requirement for any kind of clinical ‘Patient Management Software’ under the Medical Devices Regulation. In particular, the notice declared that:

‘Any patient management software used only for storing, acquiring, transferring or viewing data or images is considered a Class I medical device.
However, any patient management software with capabilities beyond basic data visualisation, acquisition, transfer and storage is considered a Class II medical device’

Health Canada since then retracted the 2009 notice and issued a series of revised notices, with a much narrower certification scope. Moreover the latest notice does no longer refer to the term patient management software [Health Canada 2010].

Notably, Canada is not the only jurisdiction struggling with issues related to health software certification programs.”  

[bookmark: _Toc310349248]Unique Challenges in Software Certification

The same technical report identified, beside the political challenges, unique technical challenges pertaining to the certification of software.

Indirect assessments

Most software quality certification programs do not actually attempt to assess the quality of the product directly but rather aspects related to the software development processes, considering complexity, difficulties to analyse the applications and frequently evolving software. This approach is known to lack efficacy since good software process quality does not imply good software product quality.

Unclear product boundaries

Modern software is developed in a network-centric paradigm and interacts with many information and communication system infrastructures and components. “Health IT software applications do not typically operate as stand-alone devices. Instead, these products are interconnected with one another into networks of varying degrees of complexity”[footnoteRef:56] [56:  Shuren Jeffry, Director of the US FDA’s Center for Devices and Radiological Health 2010, ] 


End-user Customisation

“Health IT software is designed to be dynamic and adaptable. User facilities expect to have the ability to make configuration changes to meet their local needs”29
The ability for end-users to customise software systems represents a tremendous complication from a certification point of view. This problem turns to be intractable, due to the multitude of different factors in which end-user configurations may affect a software system.

Continuity principle not applicable for software products

The principle of continuity allows engineers to infer general conclusions about the validity of a product based on specific evidence about certain tests and measurements that have been performed. This does not apply in digital systems.

‘Social software’ 

Social computing focuses explicitly on the networking aspect, providing facilities for users to create virtual communities through the use of various collaboration and connection mechanisms. Social software exhibit ‘emerging properties ‘that are hard to predict, a factor that impedes conformance assessment and certification efforts.

Software of unknown provenance

Modern software is normally not created ‘from scratch’. It usually incorporates and potentially adapts a range of pre-existing software components, open source or commercial on the shelf or a combination of both. This impedes certification efforts.

Disclosure of intellectual property

Many software vendors are extremely reluctant to share with third parties, including external certification bodies, internal files that are protected by intellectual property clauses.

Dependability

Becker et al.[footnoteRef:57] introduced the concept of dependability as being: the ability to deliver service that can be justifiably trusted. Different laws govern the dependability of software compared to hardware.  Software does not wear out and thus does not become les dependable due to aging. A hardware fault repaired is likely to re-appear after time while repaired software defects remains fixed. [57:  Becker, S., Hasselbring, W., Paul, A., Boskovic, M., Koziolek, H., Ploski, J., et al. [2006]. Trustworthy software systems: A discussion of basic concepts and terminology.] 




[bookmark: _Toc310349249][bookmark: _Toc300438817][bookmark: _Toc300438818][bookmark: _Toc300438819][bookmark: _Toc300438821]Roadmap for Certification: national level

We are addressing step by step what needs to be done in order to reach generalised quality labelling and certification at Member State level, covering at least one area of certification (functional, ‘interoperability’, use) for one intended user group (general practitioners, homecare nursing, hospital nursing, pharmacists,…).

Such a Member State level quality labelling and certification will in principle be based on the public approach as described in Chapter 9.

The Member State level forms the basis for a larger, comparable equivalent cross-border quality labelling and certification, simply because care is provided nationally based on national regulations.

The process and the time scale for nationwide quality labelling and certification are basically the same for most of the countries. They do not depend on the set of functional criteria to be tested or on the kind of profile to be validated.

Time scale seems to depend, at least partially, on the human resources available, at least when comparing the USA to the European progress. Approach and content of quality labelling and certification are quite similar, resources are not comparable.

Time scale also depends on the willingness to make use of available expertise or to reinvent again the wheel, country by country.

These steps towards a nationwide certification of EHR systems are regrouped in 4 main phases:

· Setting the certification framework
· Pre-assessment phase
· Assessment or Testing phase
· Granting and maintaining the label

The phases are illustrated in Figure 9.

Experiences in Ireland and Belgium indicate that the whole process will take between 2 and 4 years, at least for the first quality labelling and certification procedure.

· Setting the framework will take between one and three years. Most of the tasks within this phase are reusable for next quality labelling and certification sessions or when expanding scope and content to include other user groups and domains.

· The pre-assessment phase will take between 6 and 9 months, depending on the possibility or willingness to make use of existing documentation and tools (EuroRec / IHE).

· The definition part of the assessment phase may take between 3 and 6 months while the assessment phase as such partially depends on the number of applications to be quality labelled or certified.

· The granting and maintenance of the Label / Certificate should take another 3 months.



[bookmark: _Toc309037041]Figure 8 Road towards a National Level Quality Label or Certificate




[bookmark: _Toc310349250]Cross-border Certification Roadmap


Cross-border certification exists on voluntary basis and is interpreted here as “applying the same or an equivalent quality assessment scheme to different products in different countries”. 

The concept “Cross-border certification” is used for two different scenarios:

· Applying a similar / equivalent quality assessment in more than one country, assessing the same set or a similar set of criteria resulting in a “cross-border label or certificate”
· Recognition of a label or certificate granted to a product in another country, resulting in not re-assessing yet assessed criteria, typically national aspects excepted as explained further.

Cross-border certificates are based on generic – country independent – functional criteria or profiles.

They may nevertheless differ on specific identified aspects, country related aspects.

EuroRec Fine Grained Statement 1577 specifies “The system support the use of a catalogue of medicinal products”. The catalogue as such is specified in a national version of the statement.

Products with the same a EuroRec Seal Level 2 conform to the same 50 criteria, independently the country of usage. Some of these criteria need national completion, e.g.

· Criterion 1523: The system enables the capture of all patient demographic data necessary to meet legislative and regulatory requirements.

The required data-elements are specified at national level.

· Criterion 2437: The system supports for all the users nationally approved coding lists to assist structured and coded registration of health items.

The coding schemes to be available are defined nationally in a national version of the criterion.

A concrete cross-border certificate is not something that can be imposed in a top-down approach by e.g. European authorities. We have still important differences between the countries a consequence of the national competences regarding healthcare.

This does not preclude the European Authorities to advise that EHR systems should be quality labelled, preferably in a comparable way.



[bookmark: _Toc310349251]Individual Cross-border Label or Certificate

Cross-border quality labelling is actually – at least in the domain of health informatics – offered by two organisations (EuroRec and IHE) to individual suppliers requesting it, based on a market driven approach.

· EuroRec is offering a functional label by assessing applications across Europe against the same limited set of functional criteria: the EuroRec seals.

The purpose is to label the applications as being compliant to set of basic, elementary quality criteria, addressing more especially trustworthiness and reliability as well as accountability and privacy / security related issues.

· IHE is offering ‘interoperability’ labelling by assessing applications across Europe against the same set or similar sets of IHE profiles: the IHE Conformity Attestations, addressing data exchange, mainly between applications operating within a network (hospital).

Suppliers are invited to subscribe on a voluntary and individual basis and to submit their applications.

Huge investments were done by both organisations, more especially to develop a repository of functional statements (EuroRec) and a set of IHE Profiles (IHE).

Both organisations invested in tools enabling the use of these instruments by themselves but also by third parties.

None of these investments can be considered as “completed”. The investments to be done are mainly “content” related: expanding the domains of applications regarding IHE profiles as well as regarding functional statements.

The lack of incentives for the adoption of a cross-border label hampers deployment of these quality labels.

A possible approach to reach a common level of quality across is to stimulate suppliers to get that quality.

The steps or phases of the roadmap to a cross border quality label are similar, not identical, to the ones illustrated for the national level quality labelling.


[bookmark: _Toc309037042]Figure 9 Road towards Individual Cross-Border Quality Labels or Certificates
[bookmark: _Toc310349252]Generalised cross-border certificate

This is the public or authority driven approach, imposing on a cross-border basis quality and functional requirements to the applications.

This scenario is not very probable, considering the national competence on healthcare issues in the Union.

The only possibility is to stimulate suppliers to accept consecutive quality labelling and certification based on a progressive increase of functional criteria and/or profiles to be assessed. This will, at medium long term, result in applications that offers increasingly same / similar functionality or interoperability functions.

[bookmark: _Toc310349253]Trans-European Recognition of National Labels or Certificates
 
Trans-European recognition and/or acceptance of national certificates or quality labels is probably the most significant way to reach some level of harmonisation and quality equivalence between the EHR systems on the market.

 (
Quality labels and certificates should be as much as possible 
“
portable
”
 within the Union.
)Trans-European recognition and/or acceptance of national certificates is a competence for the European Authorities have, based on the open market principles of the Union.

Quality Labels and Certificates should be as much as possible “portable” within the Union.

What means “portability of quality labels and certificates”?

This does NOT mean that a product certified in Member State should automatically be considered as suitable for use in another Member State.

It means only that the application reached a documented level quality and functionality and/or complies with a data-exchange profile in a given environment.

The consequence of recognizing a national label or certificate in another Member State than the Member State according the certificate should be that some / all tests are not to be retested in another country.

Conditions for portability of a certificate

1. The certification authority should be accredited or at least meet certain quality criteria, e.g. be compliant with ISO 17020.
2. Each criterion is preferably defined – across Europe – by using the same “language”. The meaning of the concepts and the functions to be tested should be the same in Portugal and Estonia, e.g. by using the multilingual EuroRec Repository of functional descriptive statements.
3. The set of criteria validated in the original country (the certificate country) needs to be documented and available, including how the criteria are / were interpreted.
4. The findings of the quality assessment session should be available (for consultation) to the authorities

Refusal of a certificate issued by another Member State remains possible but needs to be documented, in general and for each of the rejected criteria individually.
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[bookmark: _Toc310349254]Cost of Certification[footnoteRef:58] [58:  “Certification” is used in this section for both granting a quality label or granting a certificate to a product, a service or a person. ] 


A cost based approach is probably one of the best ways to evaluate sustainability and to define the resources needed for setting-up and maintaining certification services.

The cost depends on the approach: a supplier driven (small) certification or a more important public certification. It is impossible to define, at the start, what will be the total cost of a certification “all together”. We provide some examples as illustration and to facilitate to plan required resources.

The cost will increasingly depend on the reuse of existing developments and available tools.

[bookmark: _Toc310349255]Cross-border Certification Rates

Two of the “certification offers” on the market are not country specific. They are not linked to one country or member state.

The EuroRec Seals are real cross-border labels. All the applications in the different Member States are assessed against the same set of criteria. The products are assessed on request of the supplier and not based on the decision of an authority.

The IHE conformity attestation is country independent. They assess the ability to exchange – on the basis of an IHE profile – information with other applications using the same profile, independently from the country.

The pricing is quite different between both organisations, the services provided too.

[bookmark: _Toc310349256]EuroRec Seal

The rates for getting the EuroRec Seal are documented on the web site of EuroRec. http://www.eurorec.org/repository/index.cfm.

The EuroRec Seal Level 2 guarantees that the application was tested successfully for a set of 50 functional quality criteria addressing various essential functions of the EHR: access and security management, basic functional requirements on medication and clinical data and generic statements focusing on trustworthiness and reliability of application and content.

The applicable rate depends on the “services” to be provided by EuroRec. The efforts are related to the involvement of EuroRec in either one or more of the phases of quality labelling foreseen:

· Assisting and preparing the vendor, e.g. by documenting the criteria…
· Pre-testing the application and assist in producing the required self-assessment documentation
· Final testing of the application and reporting results of those tests
· Granting the Seal based on the test documentation

It is strongly advised to hire the services of a EuroRec Partner Organisation[footnoteRef:59] in order to increase chances of success. These are “consultancy” services to be agreed on between the vendor and that Partner Organisation. [59:  EuroRec Partner Organisations are National ProRec Centres, Associated Members of EuroRec or other affiliated Organisations. A list of partner organisations is published on www.eurorec.org] 


EuroRec makes a difference between the Western European countries and the newer member states.


	Seal requested by
	Effort by EuroRec
	Rate 

	
	
	Outside Europe 
	Western Europe 
	Eastern Europe[footnoteRef:60]  [60:  Recent Members of the European Union and surrounding countries e.g. Poland, Serbia, Bulgaria ] 


	EuroRec Partner Organisation
	Only granting the Seal[footnoteRef:61] [61:  Final testing is done by a EuroRec Partner Organisation. Cannot be a EuroRec Partner Organisation involved in assisting the vendor or in pre-testing the application.] 

	-
	250
	150

	
	Doing the final testing and granting the Seal
	-
	750[footnoteRef:62] [62:  Travel and subsistence (hotel) is to be added. Efforts limited to one introductory session, paper based assistance and finally one final testing session.] 

	50051

	Third Party
	Recognising the final testing done by that third party and granting the Seal
	800
	500
	350

	Application vendor
	Including the full trail (preparing, pre-testing[footnoteRef:63], final testing, granting the Seal) [63:  Efforts for preparing and pre-testing are limited to one on-site session and paper based assistance. Additional efforts are possible on consultancy basis. Preparing and pre-testing is preferably done on by a EuroRec Partner Organisation.] 

	3.000[footnoteRef:64] [64:  Travel and subsistence (hotel) is to be added. No assistance given or pre-testing included. Assistance by a EuroRec Partner Organisation possible based on bilateral agreement. ] 

	2.25051,52
	1.75051,52



[bookmark: _Toc309037031]Table 4 EuroRec Seal Level 2 Rates for Granting the Seal

These rates do not include the services provided by a National Partner Organisation either for assessing the application or for assisting the supplier in preparing the dossier.

A National Partner Organisation assisting and/or pre-testing a supplier cannot be involved in the final testing that application.

These rates don’t cover nor compensate the original investments as described later. They cover the cost of testing and granting the Seal.

Simultaneous[footnoteRef:65] testing for a second area (second country) or a second domain of can be done with a 50% reduction [65:  Initiated simultaneously regarding the same version of the application and tested within 24 hours from the initial version.] 

 


[bookmark: _Toc310349257]IHE – Connectathon

“So far, IHE has deliberately chosen to not provide formal product “labelling” or third party product certification to attest that a specific implementation has passed the IHE conformance testing process and offer a guarantee of interoperability. This decision was taken due to the high level of resources needed to establish the management infrastructure to support the process part of a certification program and issue some form of interoperability labelling of specific product versions offered commercially by vendors. IHE does not exclude adding to its current conformance testing process, such a legal and administrative certification process in the future.”[footnoteRef:66] [66:  HITCH Project, Deliverable D4.1, “State of the Art”.] 


IHE de facto “confirms” that an application, tested during a Connectathon, is able to exchange data and to interoperable with any other application that uses the same profile.

The Connectathon is not a one shot testing of the application but has a residential “lab” approach enabling the supplier to attend with his team and to solve all problems until conformity to the tested IHE profile can be proven.  

The prices for participating in a European Connectathon are dependent of the number of systems / applications or application versions a company wants to register and the number of IHE domains which are to be tested. In the 2011 IHE European Connectathon the participation fee for the first system /application was 2900€ and 3000€ for the following systems. Next to the participation fee a domain fee of 1000€ is charged per domain. The fee for the epSOS domain was 2000€. If a second domain is chosen, the domains of IT-Infrastructure, Pharmacy, Cardiology and Pathology are free of charge. The prices mentioned are subject to Belgian VAT. The number of company representatives at the Connectathon is restricted to 2 persons per system per participation fee. Additional persons can participate and will be charged 70€ per day per person (pre-registration conditions). On-site registration for additional participants is possible at a fee of 100€ per person per day. 

The standard cost per vendor submitting one application (version) for one domain, attending the five days Connectathon with 4 persons is 4.600€ plus travel and subsistence.

Prices are different for the IHE North America Connectathon. For the 2010 North America Connectathon the registration fee for a single system is 9000$. Additional systems can be registered at a cost of 5000$ per system. Two company representatives are allowed per registered system. Additional persons can participate at a price of 75$ per person per day or 250$ per person per week. The prices are only valid when pre-registering. On site participation costs 125$ per person per day or 500$ per person per week.

The costs mentioned above do not include travel costs (flights, hotel ...) to the Connectathon. These can be substantial as the Connectathon takes place during one week and often several persons per company participate. 

The Connectathons are self-supporting.



[bookmark: _Toc310349258]National Certification Cost for Functional Assessments

Only a few quality labelling and certification initiatives are sufficiently documented to estimate / report costs. 

“Quality has a cost”. It is very clear from the figures below that even a limited quality labelling and certification has a serious cost for supplier as well as for the authorities. 
[bookmark: _Toc310349259]Belgium: 2010-2011

Scope

The Belgian Certification 2010-2011 is an example of a follow-up certification. This means that efforts / investments done for previous certification sessions could be largely reused.

The first certification of EHR systems for primary care was done in 2002, based on a legal framework from the 90’s, a preliminary set of 333 functional criteria for the EHR listed, mainly by the specialised industry and a final set of 298 functional criteria.

The last certification was done in 2007. The process stocked a while due to the creation in 2008 of the eHealth platform, by law responsible to manage, as health authority, quality labelling and certification of EHR systems for the healthcare professionals. 

The Belgian Certification 2010-2011 is limited to EHR Systems for Primary Care Practices, focusing on the physician’s clinical handling of patient and care related data. 17 systems were tested, 16 systems were tested before from 11 different suppliers.

The costs listed here are limited to the 2010-2011 session and does not include the initial investments and the improvements over the years. The pre-2010 investments by mainly the Belgian Ministry of Health can be estimated at some 5.000.000€ (incentives excluded).

Description of the efforts by the eHealth authorities

The efforts, listed by the eHealth platform, started in March 2009 to end per December 2011 and encompassed the following activities:

1. Updating of the existing set of functional and interoperability criteria from the Ministry of Health : March-April 2009
2. Meeting with a specific working group “primary care” composed of representatives of the eHealth platform, the National Health Insurance Institute, the Ministry of Health and General Practitioners. Goal of the meetings: agree on the update criteria and selection of the subset to be effectively tested in 2010-2011. April – September 2009
3. Meeting with the suppliers in order to get comments on the updated criteria and to present them the criteria that will be tested. Number of questions to be answered (from 11 suppliers): 587. July – August 2009
4. Redaction of a public tender to select a partner to write scenarios and use cases (Lot 1) and to organise and perform the effective quality assessment (Lot 2) September – November 2009
5. Launching the tender with pre-selection of candidates, information session, negotiation and assignment to the best bid. Redaction and signature of the contract. December 2009 – May 2010
6. Analysis of the documentation, scenarios and use cases provided by the selected partner. July – August 2010.
7. Distribution of the documentation. August – September 2010
8. Coordination of the quality assessment done by the partner. October 2010 – January 2011.
9. Analysis of the results. February 2011
10. Analysis of the maintenance contracts, subsequent to some criteria addressing the rights of the user of EHR systems. January – February 2011
11. Presenting the results to the National Commission Physicians – Sick funds, finally deciding on according the label or not. March 2011
12. Documenting the final decision and processing feedback from the suppliers. March – April 2011.
13. Proposal for new maintenance contracts. May 2011
14. Organisation of the second session for the applications that failed in the first session. April-May 2011
15. Meeting with suppliers to discuss improvements to the process of quality labelling in general. May 2011
16. The second test sessions. June 2011
17. Analysis of the results. July – August 2011
18. Presenting the results of the second session to the National Commission Physicians – Sick Funds, finally deciding on according the label or not. September 2011
19. Limited retesting – Test for the GP Migration Export and Import – October 2011
20. Certificates to be granted before the end of 2011.

Budget strictly for quality assessment and certification

The costs are carried by the authorities (different departments) and the suppliers. 

The total costs directly linked to the quality labelling and certification amounts 386.500€ to test and quality label 17 applications for general practitioners or an average investments off over 22.750€ per application.

We split the budget between authorities and suppliers.

Budget invested by the authorities, for the actual label, is estimated 313.000€:

· eHealth Platform			
· Personnel costs			236.250€	350 person days
· Meeting costs				 10.000€
· Scenarios and use cases		 12.500€
· Technical (translations,…)		   3.000€
· Special test Migration Format	 36.250€
· National Health Insurance Institute
· Personnel costs			 15.000€	20 person days
· Framework transfer		 	for free (original & updated criteria)

Costs for assessing the applications, to be paid by the suppliers

· First session: 3.000€ per application	51.000€
· Second session: 2.500€ per application	22.500€



Other costs for the suppliers

The suppliers have on top of these “public investments” their own costs of development of the application and the costs for the assessment as such. This cost is estimated between 40.500€ and 63.000€ per application.

· Data entry of the test population (5 person days)
· Upgrading the application (between three and five person months)
· Pretesting of the application (5 person days)
· Attending meetings and assessment sessions (5 person days)

The total cost for the supplier is estimated to be between 40.500€ and 63.000€.

The total cost of the granting label 2010-2011 will be some 1,2ME, 879.750€ to be invested by the suppliers, 313.000€ to be invested by the eHealth authorities.

Incentives

Each General Practitioner using a certified EHR system is granted annually 800€.
The incentives budget is then for approximate 10.000 GP’s 8.000.000€

[bookmark: _Toc310349260]Ireland: 2011-2012

Scope

Quality labelling and certification is done, organised by the Irish General Practice Information Technology (GPIT) Group and supported by the National Health Authority. 

“The General Practice Information Technology (GPIT) Group is made up of representatives from the Irish College of General Practitioners and the Health Service. The aim of the GPIT Group is to promote computerisation in general practice and primary care. There are two parts to the group, an educational section led by Dr Brian Meade and a projects section with Dr Brian O’Mahony as project manager. The GPIT Group is chaired by Mr Pat O’Dowd of the Health Service Executive[footnoteRef:67]”. [67:  From the web site www.icgp.ie] 


GPIT testing addresses functional aspects as well as data-exchange capabilities of the applications.

Five applications achieved certification between November 2008 and February 2010.

New / Updated criteria are issued in order to initiate a certification process 2011-2012.

Budget

The budget is estimated at 70.000€ to 80.000€, paid by the Health Service Executive, the National Health Authority.

This included drawing up the Requirements for Certification, agreeing the Requirements with the stakeholders and the GP Practice Software Vendors and testing the systems.

Costs for the suppliers

Quality labelling and certification is done on “voluntary basis”, explicitly supported by the representative professional organisation of General Practitioners.

No fee was charged to the GP Practice Software vendors.

Incentives

There are no financial incentives for the users nor for the vendors.
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Scope

The Republic of Serbia initiated “The Integrated Health Information System”. They issued in 2009 an “IT Rulebook”[footnoteRef:68] with technological and functional requirements to be fulfilled by the application in order to be allowed to participate in the Integrated Health Information System. [68:  Full Name : “Rulebook on more detailed contents of technological and functional requirements for the establishing the integrated health information system”, Official Gazette of the Republic of Serbia, no. 95/2009)] 


The Ministry of Health nominated a “standing committee for certification” acting as a certification body. The certification process was established as a permanent activity of Ministry of Health.

Quality Assessment is done by independent “external” experts, nominated / hired by the Ministry. These experts act as Conformity Assessment Bodies.

Up to 14 different applications were certified today and some others are actually involved in a procedure of certification. 10 for Primary Health Care, 2 Hospital Information Systems, 1 Laboratory Information System and 1 Dental software are certified. The software compliance to the IT Rulebook shall be reviewed biannually, or more often in case of adopting a new version of IT Rulebook. 

Description of the efforts by the Health authorities

1. Selection of the requirements (functional and technological) based – partially – on the EuroRec set of descriptive statements, HL7 and other related standards. (November 2008 – February 2009)
2. Confining the legal context in order to make certification mandatory to each EHR systems applying to participate at the Integrated Health Information System. (November 2009)
3. Nominate a Standing Committee for Certification. (January 2010)
4. Define procedures for testing and certification. The procedure is based on an initial self-assessment by the vendor, validation of the documentation provided by the vendor and subsequent on-site third party assessment of the application. (February – March 2010)
5. Selection and training of external experts. (May 2010)
6. Publishing of international call for submission of bids for software certification procedure for participation in the DILS project (implementation of certified software in all health care institutions of Primary Health Care of Serbia) – (March 2010)
7. The first phase of conducting the review of each of the applications (for DILS). (June 2010 – October 2010)
8. Conducting the review of each of the applications – on-going activity (January 2011 – Today)
9. External experts perform quality assessment of the software compliance with the IT Rulebook in actual environment, namely, in a health institution. (June 2010 – Today) 
10. Validating the report of the external experts. (June 2010 – Today)
11. Granting or not-granting the label. (June 2010- Today)

Budget for the authorities.

The process, considered as a project of the Ministry of Health, is funded by a loan from the World Bank.

Cost specification:

	· Personnel costs                                          (project team, IT committee, consultants)     
	92.000€

	· Workshops, meetings, conferences
	30.000€

	· External experts - 2000€ per application
	28.000€

	· Technical (translations,…)
	5.000€

	Total:
	155.000€



Cost for the suppliers

There are actually no costs for the suppliers, at least not for the quality assessment and certification as such.

According to informal discussions with vendors the cost of making their application compliant to the requirements is estimated from 10.000€ to 30.000€.

Incentives

All EHR systems on the market need to be certified.

Ministry of Health (DILS project financed by World Bank) has awarded 1.2 M€ to all PHC institutions for procurement and implementation of certified software (average 7.400€ for 162 PHC institutions) - December 2010. This process will be completed by June 2012.

[bookmark: _Toc310349262]United States

Scope

Within the American Recovery and Reinvestment Act (ARRA), the Health Information Technology for Economic and clinical Health (HITECH) allocates approximately $19 billion dollars to the adoption of health information technology. A specific budget is attributed to the certification and testing of health information technologies. 

In order to apply for Medicare and Medicaid EHR Incentive Programs “meaningful use” of certified EHR technology must be demonstrated. In addition the EHRs must be connected so exchange of health information is possible, and specific clinical quality measures and other selected measures must be submitted. 




Incentives and penalties

A  ‘carrot and stick’ approach is being applied, which encompasses financial incentives for eligible professionals and - hospitals who can demonstrate meaningful use of certified EHRs, and penalties for those who do not demonstrate meaningful use at a certain stage in time. 

Below, an overview is presented of the possible financial incentives (and penalties) (source: https://www.cms.gov/EHRIncentivePrograms/35_Basics.asp)


	Medicare Eligible Professionals

· Within the time period of 2011 – 2016 eligible professionals can receive up to $44000 over 5 years. In order to receive this maximum amount, they have to start in 2012
· After 2015, eligible professionals who fail to demonstrate “meaningful use” will receive financial adjustments to their Medicare reimbursement (starts at 1% - increases every year – with a maximum of 5%)


Medicare Eligible Hospitals

· Hospitals can receive financial incentives in any year from 2011 to 2015, but the amount of payment will decrease from 2014 and later
· After 2015, Medicare payments will also be adjusted 
· Incentive payments are depending of a number of factors, but start at $2 million base level (!)


Medicaid Eligible Professionals

· Eligible professionals can receive up to $63750 over 6 years
· Starting from 2015, Medicaid eligible professionals who also treat Medicare patients will undergo payment adjustments to Medicare reimbursements if they fail to demonstrate “meaningful use”


Medicaid Eligible Hospitals

· Medicaid Eligible Hospitals can receive financial incentives from 2011 to 2016














Overview of maximum incentives 
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Source: http://www.practicefusion.com/pages/HITECH_healthcare_stimulus.html


	Costs for the suppliers

At the moment ONC has authorized six Authorized Testing and Certification Bodies (ONC-ATCBs) who have the authority to test and certify EHRs. The vendor has to pay those ONC-ATCBs in order to have their EHRs tested and certified. The costs are different for each of the six ONC-ATCBs:

· Certification Commission for Health Information Technology (CCHIT) : http://www.cchit.org/sites/all/files/Pricing-ONC-ATCB-2011-2012_0.pdf
· Drummond Group Inc. : http://www.drummondgroup.com/pdfs/EHR_Testing_and_Certification_Guide_Rev_F.pdf
· InfoGard Laboratories Inc. : no pricing details available; website: http://www.infogard.com/ig.nsf/html/EHR+Testing+and+Certification
· SLI Global Solutions: http://www.sliglobalsolutions.com/resources/ONC%20ATCB%20Pricing%20Guide%202011.pdf
· ICSA Labs : no pricing details available; website: https://www.icsalabs.com/technology-program/onc-ehr
· Surescripts LLC: no pricing details available; website: http://www.surescripts.com/connect-to-surescripts/certification-overview.aspx


Only three ONC-ATCBs have published concrete pricings on their websites. CCHIT charges standard certification fees of $32550 for hospital complete EHRs and $34300 for eligible provider complete EHR testing. Drummond Group requests $19500 for a complete EHR testing (based on one testing day). The price for SLI Global Solutions is $20000 for testing a complete EHR (inpatient or ambulatory). 

[bookmark: _Toc310349263]National Certification Costs for Data Exchange - Denmark


Scope and History

MedCom (www.medcom.dk) was formed in 1996 and is a national project organisation which is involved in developing, testing, distributing and quality-checking electronic communication and information in the healthcare sector.

MedCom is a Danish co-operative venture between authorities, organisations and private companies linked to the Danish healthcare sector. In the 1999 financial agreement between the counties and the central government, it was decided that MedCom would be made permanent, with the following objective:

"MedCom will contribute to the development, testing, dissemination and quality assurance of electronic communication and information in the healthcare sector with a view to supporting good patient progression".

Most of the tests are a technical validation, where it is examined that the vendor has implemented the message-specification correct. This test includes also a validation of the correct use of coding and data values.

Some tests include also functional testing. For example in a laboratory result, it is important that the comments to a specific value are displayed together in the same screen.

The integration test of the National Shared Medication Record and the electronic health record for use in General Practice is also including a functional test. For this test MedCom is assisted by a number of General Practitioners.

The result of a test is published on MedCom’s website. For each area/message it is possible to lookup a table which shows the vendor and the current status:

· Red: Test not started
· Yellow: In progress
· Green: Approved
[image: pisafodgodk]

[bookmark: _Toc309037043]Figure 10 Status for tests is published at MedComs web-site

Description of the efforts by the Health authorities

MedCom is responsible for maintenance of existing and development of new standards. This includes definition of content and practical testing and certification of the supplier's implementation.

MedCom has established a test centre and developed a set of test tools to support eHealth implementation and provides test and certification to the suppliers.

MedCom defined and maintains actually some 100 profiles. This includes maintenance of the documentation. As new profiles are defined, the cost for test specification is on-going, and difficult to estimate.

About 15 different electronic patient record systems are interoperable in the General Practitioner sector and four different homecare records are used in the municipalities. Through a consensus process with vendors of almost 100 systems, all patient management systems for hospitals, GPs, homecare and pharmacies have incorporated a common messaging system and have been tested and certified by MedCom.
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[bookmark: _Toc309037044]Figure 11 More than 5 mill. messages per. month are exchanged in the Danish Health Care Network

The certification offered by MedCom is not mandatory and is not a part of the Danish legislation. However today it is not possible for a vendor to be on the market if their systems are not certified by MedCom.

Budget for the authorities

MedCom is financed by:

· Ministry of Health and Prevention
· Ministry of Social Welfare
· Danish National Board of Health 
· Danish Regions  
· Local Government Denmark
· Danish Pharmaceutical Association

The cost for maintaining the “infrastructure” is estimated at some 7.500€ and three members of MedCom being involved in testing. These activities are to be considered as employing one FTE with a cost of approx. 80.000€.

The cost for developing the tools (in the past) is estimated at 50.000€.

The cost for new specifications of profiles and their documentation is has not been estimated.

Cost for the suppliers

A test case offered by MedCom includes always one to maximum five messages. If the vendor request, test of more messages in a test case, this must be agreed before the start. A test case must be finalized with three month from start of the testing the first message. The price for a test case is 400 EUR including 4 hours of test.

The vendor of electronic patient record systems for use in General Practice can get unlimited test for 550 EUR per year.

A number of tests are free of charge for the vendors as they are part of a national dissemination project. For example if the health organisations agree that the physiotherapists must send clinical notes to the patients General Practitioner. In such a case MedCom is running a “large” national project which includes the development of a new message (profile), education, meetings and testing.

Incentives

There are no specific financial incentives for the use of certified EHR systems, considering that there are no not-certified systems on the market.

The advantage for the users is the guarantee that the products listed as compliant to the MedCom specifications are trustworthy. Procurement is easier and cheaper.

The EHR systems are made available by the counties.


[bookmark: _Toc310349264]Business Definition
[bookmark: _Toc310349265][bookmark: _Toc217964402][bookmark: _Toc223070940]Description of the (potential) business opportunities

Business opportunities are not so easy to identify considering the complexity and the relative immaturity of the market, the different role of the stakeholders and most of all the different legal and regulatory aspects in the different countries. 

This is more especially the case when addressing the cross-border dimension of quality labelling and certification.
[bookmark: _Toc310349266]Market fragmentation

Market fragmentation is a reality as documented in D3.1 for this project “EHR Market Overview”.

Market fragmentation seems, at the first glance, to be an opportunity for Quality Labelling and Certification rather than a problem: the more products, the more potential “clients”. 

The reality is slightly different for two main reasons:

· The main goal of Quality Labelling and Certification is not to reduce innovative competition between providers.
· The main goal of Quality Labelling and Certification is to improve quality.

Market fragmentation, the large number of EHR systems and system providers, is generally considered as one of the limiting factors delaying generalised use of high quality EHR systems, because of procurement issues and the sometimes limited resources to reach a sufficient quality level.

Market fragmentation does on the other hand not always mean that a large number of systems are marketed for a given user groups within a country. The market fragmentation within one country is at least partially due the large number of professions involved, each with their own clinical priorities and specific regulatory context.

On the other hand, applications addressing the needs of a specific health profession are only exceptionally as such usable in other countries of the Union, due to linguistic and most of all different legal and regulatory environments, evolving over time.

The result of this all is that we are confronted with a multitude of small markets addressing specific professional user groups in each market group.

Building a commercially viable service of quality labelling and certification will therefore be a challenge in some countries, more especially in the smaller Member States.
[bookmark: _Toc310349267]Market penetration

Market penetration is very heterogeneous, not only between the countries but also between the different health professions, more especially regarding “clinical applications”.

A “severe” quality labelling and certification may hamper initial introduction of applications in some of those “niche markets”.
[bookmark: _Toc310349268]Shrinking Market 

Developing a quality labelling and certification infrastructure is additionally self-limiting. 

One of the effects, even if not the main goal, of quality labelling and certification is the reduction of the number of products and suppliers… reducing at the same time potential business opportunities.

Another aspect is the attractiveness of the Label. The more applications with a label, the less important will be the impact of that label on the market.
[bookmark: _Toc310349269]Market approaches

Market opportunities in the different countries will heavily be determined by the market approach regarding quality labelling and certification.

We are distinguishing two different tracks:
· The “market driven” track resulting in Quality Labels issued by organisations like EuroRec or IHE or similar organisations
· The “public nation-wide” track resulting in Certificates issued by Certification Bodies entitled by authorities to do so.

Business opportunities are fundamentally different for both approaches.

Private organisations like EuroRec or IHE may offer / manage the complete track of services on a “fee for service” basis in a market driven approaches.

Business opportunities are limited to the provision of specific services to the authorities in the public approach.
[bookmark: _Toc310349270]The EHR “Market”

A market analysis by the EHR-QTN consortium, reported in Deliverable 3.1 of this project, identified 849 commercial “EHR” systems from 722 different suppliers in some 20 countries of the union, as illustrated in the next table. 

	
	GP 
	Hospital 
	Home / Nursing 
	Para- 
medical 
	Dental 

	Suppliers 
	240 
	262 
	87 
	73 
	60 

	Applications 
	290 
	320 
	91 
	87 
	61 

	Applications/Supplier 
	1,2083 
	1,2214 
	1,0460 
	1,1918 
	1,0167 

	Countries Reported 
	22 
	24 
	17 
	14 
	15 

	Average Applic. / Country 
	13,18 
	13,33 
	5,35 
	6,21 
	4,07 

	Average Supplier/Country 
	10,91 
	10,92 
	5,12 
	5,21 
	4,00 



[bookmark: _Toc309037032]Table 5 EHR-QTN Market Overview


Only important (>5% of national market share) or quality labelled systems were included in the market overview. We did not receive input for some target user markets (e.g. homecare nursing or dental software) nor did we include any application from France, Sweden, Finland, Lettonia, Lithuania or from Switzerland. 

The total market of “important” systems is estimated at some 1.250 systems, the total number of applications on the market over 5.000 systems of various qualities. 

This figure clearly illustrates the need to the wheat from the chaff and to favour the use of sustainable and quality assessed applications. 
[bookmark: _Toc310349271]Market Potential
[bookmark: _Toc310349272]EuroRec Labels

Average cost for a label

The average cost for a label, Seal 2 of EuroRec, is actually 2.000€[footnoteRef:69] per application version per area. [69:  This is actually the average between the two rates for a Seal Level 2 where testing is done by EuroRec without preliminary assistance from a EuroRec Partner Organisation. More detailed information on the EuroRec rates are available on the web site www.eurorec.org clicking on “Seal”.] 


This cost does not cover the initial investment costs. The listed costs are strictly related to the validation of the applications against the 50 selected criteria of the Seal Level 2.

Total possible market

The total possible market for a European Quality Label is based on the following hypothesis:

· Each product has one (the last) version labelled.
· Each product is only labelled for one area, one Member State.
· All the products are directly labelled by the central organisation EuroRec (without assistance or pre-testing done by a EuroRec Partner Organisation).
· Each product is retested (in a new version) three years after the original testing.

The maximal income for a three years cycle can then be, considering that all important products are validated, will be 1.698.000€ or some 849.000€ per year.

It is not realistic to estimate that 100% of the listed applications will be quality labelled and granted a EuroRec Seal within the next three years (see table 5 on next page). There are on the other hand some countries not listed in the EHR-QTN Market description.  

Uptake of the market

Uptake will be slow and difficult to predict. Hereby an attempt to estimate potential uptake of EuroRec Seal and related income:


	
	New Labels
	Renewed Labels
	Total Labels
	Granted Labels
	Estimated Income

	
	%
	n
	%
	N
	%
	n
	
	

	2012
	5
	42
	-
	-
	5
	42
	42
	84.000

	2013
	8
	68
	-
	-
	13
	110
	68
	136.000

	2014
	10
	85
	2
	17
	23
	212
	102
	204.000

	2015
	10
	85
	8
	68
	33
	365
	153
	306.000



[bookmark: _Toc309037033]Table 6 Market Uptake and Seal Related Estimated Income 

The estimated income did not account possible labels for more than one geographic area or for products addressing more than one targeted user groups.

Most on the efforts will, on the other hand, be done by the EuroRec Partner Organisations in the different countries.

[bookmark: _Toc305097511][bookmark: _Toc305097609][bookmark: _Toc310349273]IHE Attestations

IHE Connectathon results can be browsed via http://connectathon-results.ihe-europe.net/

Looking at the IHE European Connectathon 2011, it can be noticed that 63 software companies have participated. A software company can participate with several software packages in the Connectathon. Typically multiple IHE Profiles are tested for each of the software packages. 

Assuming that a software company participates with only one software package and tests IHE profiles from only one IHE domain, the estimated costs for all vendors would be € 4600 x 63 = € 289800. In reality this figure will be higher because some vendors have multiple software packages and multiple IHE domains tested. 


[bookmark: _Toc310349274]Business Risk Assessment Plan

[bookmark: _Toc310349275]Risks description

One of the main risks, hampering commercially sustainable quality labelling and certification, will be that it may not become a standard requirement for EHR systems within an acceptable timeframe, based on a lack of (political) decision.

A second risk, more focusing on the EuroRec services, is related to the acceptance of the EuroRec approach. The main goal of the project is nevertheless the promotion of Quality Labelling and Certification in general, rather than the promotion of one of the possible approaches to 
Lack of decision – Absence of any political decision

Someone needs to take a decision to quality label whatever product or service. This applies as well for devices as for EHR systems or any other e-Health service. This applies to any activity related to quality labelling and certification, being it the EuroRec services, the IHE services or the national entitled quality labelling and certification services.

This is in a market driven approach based on “individual” decisions by the suppliers. This approach is based on “commercial motives”, differentiating products against each other. 

Take-up of such an approach is slow and “domino” game like. EuroRec and the consortium are activating this track by promoting the EuroRec Seal. This track is promising but at the same time self-limiting, at least at longer term. The more systems labelled the less competitive advantage of getting such a Seal.

A more quality oriented approach is based on the will to improve “average quality” of whatever product or services.  This approach is based on a decision by an “authority”. Such an authority may be a Ministry or any other public instance (e.g. National Health Insurance organisation) representing patients and public interested in quality of care services and care. Such an authority may also be the representatives of the users, e.g. a healthcare professional’s organisations, groups of healthcare providers as we have hospital trusts or in some countries private health insurance trusts.

The healthcare authorities are in such a case enforcing directly or indirectly (e.g. through incentives to the users of quality labelled systems) quality assessment of the products and services, resulting in either a quality label or a certificate.

Different authorities may decide for different kinds of quality labelling and certification, e.g. the insurance organisations (Krankenkasse) in Germany and Austria for billing functions, the GP professional organisation in Ireland, the Ministry in Belgium and Serbia.

Take-up is much quicker with this model. Costs are in most cases shared between “organising instance” and suppliers, as documented in chapter 12 of this deliverable.

The “decision” is mostly political and takes time. The “decision” as such is not sufficient. Resources need to be available to materialise this decision.

The European Commission may favour these decisions by a directive and by promoting the use of certified systems where “real data” are used in implementation projects.

Non acceptance of the EuroRec statements and options

Non acceptance by the authorities of some of the Member States of the EuroRec approach is a risk and may affect the sustainability of the EuroRec services and the return on investment for EuroRec.

This is indeed a risk but does not exclude national “public” quality labelling and certification initiatives to be installed successfully. The primary goal of the EHR-QTN project is the promotion of the concept of quality labelling and certification. Such a certification can be done using “own” (national) criteria and test procedures.

EuroRec offers, through its repository of functional treatments, the means to an authority to define what they consider as normative within a given context at a given moment.

The EuroRec statements are NOT NORMATIVE. EuroRec do not consider itself as a normative institute defining what is needed and what is not needed in an EHR system.  That should be done by an authority to define what they consider as normative in a given context at a given moment.

EuroRec offers, through its repository of functional statements, the means to define “cross-border comparable” requirements for EHR systems, facilitating a cross-border distribution of quality labelled products.

National authorities should use as much as possible “European Statements”, completed where needed with national specifications.

Medical Devices Directive
 
As described in Chapter 10, the Medical Device Directive and its extension to “stand alone Health IT software applications” as the EHR systems does will not favour take up of Quality Labelling and Certification nor investments in these activities.

The EHR systems cannot be considered as medical devices, based on the definitions given by the actual directive (2007/47) and other sources:

The GMDN Agency (Global Medical Device Nomenclature Agency) defines a medical device as “any instrument, apparatus, appliance, material or other article, whether used alone or in combination, including the software necessary for its proper application, intended by the manufacturer to be used for human beings for the purpose of: - diagnosis, prevention, monitoring, treatment or ...”

A medical device is a product which is used for medical purposes in patients, in diagnosis, therapy or surgery. If applied to the body, the effect of the medical device is primarily physical, in contrast to pharmaceutical drugs, which exert a biochemical effect. ... (Wikipedia)

Directive 2007/47/EC defines a medical device as: "any instrument, apparatus, appliance, software, material or other article, whether used alone or in combination, including the software intended by its manufacturer to be used specifically for diagnostic and/or therapeutic purposes and necessary for its proper application, intended by the manufacturer to be used for human beings.”

The EHR systems is on the other hand clearly a software product on which software quality requirements apply, e.g. regarding documentation, regarding design, regarding user interface and many more aspects.

Clarity is needed. Uncertainty on what will happen is of course the worst.

Fragmentation of initiatives

Quality labelling and certification of services and application is quite recent in healthcare and even more in e-Health applications. Different initiatives evolved to different organisations, focusing on different aspects of the EHR and the management of healthcare data.

The main kinds of quality labelling are:

· Administrative data exchange, mainly for billing purpose. Quality labelling and certification is based on the capacity of the systems to report correctly medical and para-medical acts and bills, using the appropriate forms and exchange formats. Reporting obligations are purely national or even regional obligations. Certification is done nationally. There is no cross border aspect.

· Exchangeability or clinical data exchange is another axis where quality labelling and certification is going on. Exchangeability of content is one of the required functions of most/all systems. This exchangeability may be with “external” systems or within a network, e.g. within a hospital. National initiatives (KITH in Norway, MedCom in Denmark) are mainly addressing these issues. An industry lead initiative, IHE, is addressing more especially the “internal” connectivity.

· EuroRec started a different approach, considering that a system may be perfect in producing bills but clinically insane and/or not reliable and considering that garbage may be correctly exchange, compliant to data exchange standards. EuroRec addresses the functions of the EHR as such. In the context of data exchange: the sending as well as the receiving system.

EHR functionality is on the other hand so complex that functional testing will mostly probably include several “modular labels or certificates” granted by centres of excellence, exchangeability being one or several of them.

It might be worthwhile to promote more cooperation between at least the data exchange and the functional testing of applications. Both have cross border aspects, with a lot of similar behaviour in the different countries of the union.

Another problem rising will be the availability of the information on what product / what version of a product has been granted a quality label or certificate for what by whom? 

It might be worthwhile to consider a public service maintaining that information and making it available to the “market” and the “public”.

This “Register of Quality Labelled or Certified” clinical software might be similar to what exists for medical devices, eventually reusing (some) infrastructure.


[bookmark: _Toc310349276]Risks evaluation and mitigation

We are now, for each of the risks, documenting: 

· The likelihood of occurrence
· The severity of risk in light of general acceptance of quality labelling and certification
· The mitigation initiatives in order to reduce that risk
· The means of verification that the mitigation works.



	Name of Risk
	Description of risk
	Likelihood of occurrence (High / Medium / Low)
	Severity of risk in light of generalised certification 
(High / Medium / Low)
	Mitigation (i.e. what will be needed to ensure that likelihood and severity are minimised)
	Means of verification (how to know if the approach to mitigation is working?)

	Lack of decision by suppliers
	Excepted for countries / regions with compulsory certification, a decision needs to be taken by a supplier to start quality labelling.
	Medium
Like for all implementations based on competition: the start is most difficult. Take up may be slow. Likelihood of risk depends on the sustained efforts and resources spend to promote quality labelling.
	Medium
Reaching a significant level of spontaneous quality labelling is a missionary work. It will take time, also before being sustainable.
	Maximise efforts to promote the EuroRec Seals and to cooperate with national initiatives for quality labelling and certification.
Efforts should go on after the lifetime of the project, at least in some regions. 
	The number of products labelled with a EuroRec Seal (Level 1 and Level 2) will provide an indication on the take-up of the quality assessment efforts.
Some products may be granted a Seal through third party testing, testing by partner organisations or acceptance of other initiatives.

	Absence of any political decision by a health authority
	National health authority have the ability to stimulate the certification by incentives (best approach) or a penalty linked to using / not using quality labelled applications.
A political decision in favour of the certification is the quickest way to obtain significant results. 
Note: That authority may be a public authority or even a professional authority.
	High (a few countries excepted)
Some countries have yet a certification of EHR systems. Some authorities don’t yet consider the possibility of quality labelling and certification. 
	Medium
Quality labelling is not impossible without a decision by health authorities but it will take much more time and it will have less impact on the average quality of the applications on the market.
	Consider to include national health authorities in future initiatives to promote quality labelling and certification. 
Consider to favour a European Directive to favour quality labelling and certification.
	The existence of a European Directive about quality labelling and certification. The number of countries where a decision is taken and/or where quality labelling and certification is implemented.

	Cross domain functional quality labelling and certification
	Quality labelling and certification should be an issue for all health IT applications, not only for GP software. It should also address e.g. hospital used software, nursing, physiotherapy, dental care and even personal health records.
Some quality related aspects are sufficiently generic to be applied to all the healthcare professional’s applications.
	High
The current quality labelling and certification efforts focuses on the physician’s or nursing systems and is often limited to devices and to administrative / billing applications.
The complexity of clinical applications for one health profession is yet challenging. Cross domain quality labelling and certification is even more challenging.
	Medium
There is still a lot to do for applications addressing the same target user groups.
Covering the whole spectrum for a cross domain set of functionalities is a huge challenge. It will require several years. .
Even validating applications against the same / similar basic criteria will take time. 
But it is not because some professions aren’t addressed yet that quality labelling should not be considered as an important issue.
	The project will promote the EuroRec Seal as initial quality label to any EHR system for any profession.
	Number of functional quality labels assigned to non GP systems.

	Non acceptance by the authorities or by the market of the EuroRec Statements and the certification methodology
	The EuroRec Statements are “tools” to “organise” quality labelling and certification in a cross border approach. They are also intended to be used for product description and for procurement. The acceptance by third parties is important for the sustainability of EuroRec and its developments, but not essential for the case of quality labelling and certification. EuroRec enables authorities on the other hand the authorities not to start from scratch.
	Medium
The “not invented here” syndrome may result in separate / competing descriptive statements, but will not differ fundamentally. Additional efforts will then be required to map the competing approaches in order to be comparable.

	Medium - Low
The most important issue is that quality labelling and certification are done and well documented. Not using the EuroRec statements and options will only affect the sustainability of EuroRec and the comparability between certified products.
	Increase promotional activities, documenting success cases. The Serbian case demonstrates that it is possible to base nation-wide quality labelling and certification on the EuroRec Statements and certification methodology.
	Quality labelling and certification referring to the EuroRec approach or using the EuroRec statements to define the test criteria.
Number of product documentations or procurement documents based on or using the EuroRec statements to describe functionalities provided or required.

	Sustainability of the EuroRec services: Repository, Tools, Consultancy services
	Important investments were done in the past, for the initial set-up and maintenance of the repository and the tools to exploit them. There is still a huge need for resources to expand the repository (to other domains of application / health professions), to improve internal quality and to cross references to other initiatives worldwide. These activities require additional and guaranteed resources. They also require training and involvement of partners in the different countries.
	Medium – High
The risk is important if no new “resources” can be identified to guarantee further development and maintenance.

	Medium
Even electric cars need a source of “energy”, a power supply. 
The same apply for EuroRec.
The EHR-QTN demonstrated the potential of the EuroRec approach. 
Functional quality labelling is on the other hand possible without the EuroRec statements and tools.


	Deliverable D5.2 “Roadmap towards Sustainable Pan-European Certification” will more especially pay attention to this aspect of sustainability.
The “own resources” will – at least for the first years – not be sufficient to finance needed investments.
	Surviving the initial years (next three years) will be critical and most probably a good indication on long time sustainability of the services, alone or in cooperation with other quality labelling and certification initiatives. 
Commitment of the authorities will be measured on the resources made available.

	Sustainability of the EuroRec Seal services
	A certain expertise is required in order to validate EHR systems for the EuroRec seal Level 1 and Level 2. The number of applications to be validated is (actually) not sufficient to guarantee full time commitment of the people involved. This represents a risk.
	Low – Medium
Sustainability of the Seal Services as such will depend on its success in the market.
	Low – Medium
The Seals as such are quite stable, even if “actualisation” might be required from time to time.
Granting a Seal is mostly “self-supporting”, the supplier paying for the costs related to getting the Seal.
	We will do some efforts to increase the number of ProRec centres or partner organisations able to validate applications, to prepare the required documentation and to introduce the dossier for obtaining finally the Seal.
	Number of applications being granted a Seal and the number of countries with applications being granted a Seal.

	Medical Devices Directive
	Uncertainty may paralyse the complete scene. Most (a large part) of the experts involved in EHR systems does not consider an EHR as a device as defined in the directive 2007/47/EC.
The focus of both worlds is different: product oriented versus service oriented.
	Medium – High
The risk depends first on how soon a clear position will be taken. The issue is at least partially political.
	High
The risk – after a decision to go for medical devices based certification – depends on the flexibility of the “medical devices certification people” to adapt their processes to the domain of the clinical applications and services. Difficult to evaluate the risk.
	Out of power of the project. 
There is a need for regulatory clarity. A way to solve a problem is making a distinction between the services provided by the applications and the software as product that should meet a verifiable level of product quality.
	

	Fragmented quality labelling and certification
	Four different processes of quality labelling and certification can be distinguished: administrative/billing, functional, interoperability / exchangeability, product development and maintenance quality. This result in some confusion on the value of each of the separate labels / certificates.
	High
This is actually the case, each of initiatives / organisations considering themselves as sufficient / important. This is indeed the case for single purpose certification (billing, data exchange).
	Low
Severity is considered as low. This will most probably not hamper existing initiatives to reach a certain maturity. This does not imply that there is no need to work on more cooperation between the initiatives.
	Starting by recognising the specificity of each approach. 
Setting-up a common registry of quality labelled and/or certified applications as a first step towards a “one stop shopping” approach. It will also bring more openness and transparency on quality labelling and certification. What application has been tested for what and certified by whom? 
	Setting up a registry should be a joint project of the different organisations and the health authorities in the different countries.

Software quality assessing could be a fifth documented quality label or certification.








[bookmark: _Toc310349277]Recommendations

The consortium identified a number of recommendations.

1 Recommendations regarding the legal and regulatory framework

1.1 Create and harmonise the legal and regulatory framework (Directive) stimulating national or regional authorities to enforce the use of quality labelled and certified applications.

1.2 Clarify the role of Directive 2007/47/EC regarding software development aspects, EHR functional aspects and Data-Exchange related issues


2 Recommendations related to the stakeholders involved

2.1 Certification bodies should be accredited and compliant to international standards, more precisely ISO 17020.

2.2 Favour cooperation between all service providers active in different areas of quality labelling and certification of EHR systems: administrative data exchange, clinical data exchange and system functionality.

2.3 Create an advisory platform involving all stakeholders to agree on content and feasibility of requirements.


3 Technical Framework Recommendations


3.1 It is highly recommended to strengthen the European scale pioneering initiatives (EuroRec / I.H.E) to keep certification on the agenda.

3.2 Invest in maintenance and expansion of the actual descriptive statements and profiles towards more completeness and towards including more “domain or profession specific sets”.

3.3 Address the issue of personnel shortage in health informatics in general as well as specialised in health informatics quality assessment.


4 Regarding the quality labelling and certification process

4.1 Third party assessment is the most suitable procedure for the still immature market of EHR systems

Third party assessment offers most guarantees to the “clients”.

4.2 Mixed approaches are in use, self-assessment for a number of statements and third party assessment. This is the case in Belgium where previously tested criteria are self-assessed by the supplier, but still subject of ad random testing and validation.

4.3 It is strongly recommended to start “small”, to evaluate the effectiveness of the scheme in place and the parties involved and to increase focus and requirements to be validated step by step

4.4 The incentivised model seems by far the most promising model to promote a more generalised used of certified systems, at least for self-employed healthcare professionals. The mandatory model may work in some countries with only employed healthcare professionals or only for employed healthcare professionals, though an incentive may be required for their employ

5 Regarding cross-border trans-European aspects

5.1 Quality labels and certificates are primarily national. Strengthen national certification in order to improve average quality and to enable a second step Trans-European comparability and portability.

5.2 The EuroRec statements facilitate yet cross-border and cross-domain functional certification of EHR systems. It would be pity not to use these opportunities.

5.3 The IHE profiles are in principle country-independent and should be promoted as European Profiles for data-exchange.

5.4 Promote equivalence of certificates across Europe by validating at European level the functional descriptive statements by EuroRec and the IHE profiles.

5.5 Enforce portability of quality assessment labels and certificates across the Union.

5.6 Consider the possibility to create a cross-border “Register of Quality Labelled or Certified Clinical Software”, offering information about the products (complete EHR systems as well a software modules) and documentation about the certification process.


Setting the Framework


Convince the authorities to take the decision to go for quality labelling and certification


Create the legal framework


Pre-assessment Phase


Select and prioritise functions / processes to be assessed


Negotiate feasibility with suppliers and users


Assessment Phase


Define "test population"


Granting & Maintaining the 
Label / Certificate


Accreditate a certification body


Create advisory platforms with users and suppliers


Create appropriate documentation regarding each of the criteria and the procedure


Select  CAB (Conformity Assessment Body)


Manage Q & A and "interpretations"


Define "test scenario's"


Evaluate test scenario's on feasability and appropriatness


Install logistics (inscription, financial aspects,..)


Assess the applications


Document comformity or non confirmity to the criteria


Enable "appeal" and "restesting" sessions





Decide on granting or not granting the label or certificate


Distribute the "incentives"


Update / upgrade of the criteria for future use


Document motivation and archive assessment documentation


Development of assessment tools


Formulate verifiable quality criteria


Select the standards to be used












Setting the Framework


Create contractual context governing the quality labelling platform and processes


Pre-assessment Phase


Select and prioritise functions / processes to be assessed (set of criteria / IHE profiles) applicable across Europe


Consider feasibility with suppliers and users


Assessment Phase


Install logistics (inscription, financial aspects,..)


Granting & Maintaining the 
Label / Certificate


Create advisory platforms with users and suppliers to  gather domain expertise


Create appropriate documentation regarding each of the criteria and the testing procedure


Select  CAB (Conformity Assessment Body)


Manage Q & A and "interpretations"


Evaluate test scenario's on feasability and appropriatness


Assess the applications


Document comformity or non confirmity to the individual criteria or to the profile


Enable "appeal" and "restesting" sessions


Decide on granting or not granting the label or certificate


Document motivation and archive assessment documentation


Develop assessment tools


Elaborate and validate internal quality procedures, compliant with standards (ISO 17020)


Create or recognise an institute or organisation to grant labels to EHR applications


Define "test scenario's"











Level 1	Improve market deployment and product development	Stimulate competition on quality and reduce market fragmentation	Validated privacy protection	Improve EHR Procurement	Have a reliable data source for secondary use	Increase compliance to user and use quality requirements	Improving the quality of the care by improving the quality of the content based on related criteria	Improved patient safety in care	Leverage exchange of health (care) related data and interoperability of systems	Increasing quality of the products through coherent and pre-tested functionality	Assured compliance to national rules and standards	2	2	2	1	1	2	1	3	0	0	0	Level 2	Improve market deployment and product development	Stimulate competition on quality and reduce market fragmentation	Validated privacy protection	Improve EHR Procurement	Have a reliable data source for secondary use	Increase compliance to user and use quality requirements	Improving the quality of the care by improving the quality of the content based on related criteria	Improved patient safety in care	Leverage exchange of health (care) related data and interoperability of systems	Increasing quality of the products through coherent and pre-tested functionality	Assured compliance to national rules and standards	5	1	0	2	2	2	0	1	1	0	3	Level 3	Improve market deployment and product development	Stimulate competition on quality and reduce market fragmentation	Validated privacy protection	Improve EHR Procurement	Have a reliable data source for secondary use	Increase compliance to user and use quality requirements	Improving the quality of the care by improving the quality of the content based on related criteria	Improved patient safety in care	Leverage exchange of health (care) related data and interoperability of systems	Increasing quality of the products through coherent and pre-tested functionality	Assured compliance to national rules and standards	1	3	1	1	3	3	2	1	5	5	0	Level 4	Improve market deployment and product development	Stimulate competition on quality and reduce market fragmentation	Validated privacy protection	Improve EHR Procurement	Have a reliable data source for secondary use	Increase compliance to user and use quality requirements	Improving the quality of the care by improving the quality of the content based on related criteria	Improved patient safety in care	Leverage exchange of health (care) related data and interoperability of systems	Increasing quality of the products through coherent and pre-tested functionality	Assured compliance to national rules and standards	0	1	7	4	3	2	3	4	4	5	3	Level 5	Improve market deployment and product development	Stimulate competition on quality and reduce market fragmentation	Validated privacy protection	Improve EHR Procurement	Have a reliable data source for secondary use	Increase compliance to user and use quality requirements	Improving the quality of the care by improving the quality of the content based on related criteria	Improved patient safety in care	Leverage exchange of health (care) related data and interoperability of systems	Increasing quality of the products through coherent and pre-tested functionality	Assured compliance to national rules and standards	1	4	3	5	5	6	7	7	6	6	13	
Level 1	Ensure regulatory based private funding to perform the assessments of the EHR applications	Stimulate the use of certified EHR systems by penalising the users of non certified EHR systems	Stimulate the use of certified EHR systems by penalising the healthcare professionals not using any EHR	Select “standardised descriptive statements” to formulate the selected criteria in a comparable way.	Sufficient public funding to perform and to report the assessments of the EHR applications	Sufficient public funding for setting up the implementation framework for certification (accreditation, cooperative platforms of stakeholders, documentation,…)	Stimulate the use of certified EHR systems by offering services (improvement of administrative procedures)	Initiate a cooperative platform involving all stakeholders  to define overall quality criteria for the EHR	Initiate a cooperative platform involving all stakeholders to define domain / profession specific quality criteria for the EHR (GP, …)	Stimulate the use of certified EHR systems by creating incentives (€)	Create a legal framework enabling to define quality criteria for the EHR	2	2	2	3	1	0	0	1	1	0	1	Level 2	Ensure regulatory based private funding to perform the assessments of the EHR applications	Stimulate the use of certified EHR systems by penalising the users of non certified EHR systems	Stimulate the use of certified EHR systems by penalising the healthcare professionals not using any EHR	Select “standardised descriptive statements” to formulate the selected criteria in a comparable way.	Sufficient public funding to perform and to report the assessments of the EHR applications	Sufficient public funding for setting up the implementation framework for certification (accreditation, cooperative platforms of stakeholders, documentation,…)	Stimulate the use of certified EHR systems by offering services (improvement of administrative procedures)	Initiate a cooperative platform involving all stakeholders  to define overall quality criteria for the EHR	Initiate a cooperative platform involving all stakeholders to define domain / profession specific quality criteria for the EHR (GP, …)	Stimulate the use of certified EHR systems by creating incentives (€)	Create a legal framework enabling to define quality criteria for the EHR	2	1	1	2	1	3	1	1	2	0	0	Level 3	Ensure regulatory based private funding to perform the assessments of the EHR applications	Stimulate the use of certified EHR systems by penalising the users of non certified EHR systems	Stimulate the use of certified EHR systems by penalising the healthcare professionals not using any EHR	Select “standardised descriptive statements” to formulate the selected criteria in a comparable way.	Sufficient public funding to perform and to report the assessments of the EHR applications	Sufficient public funding for setting up the implementation framework for certification (accreditation, cooperative platforms of stakeholders, documentation,…)	Stimulate the use of certified EHR systems by offering services (improvement of administrative procedures)	Initiate a cooperative platform involving all stakeholders  to define overall quality criteria for the EHR	Initiate a cooperative platform involving all stakeholders to define domain / profession specific quality criteria for the EHR (GP, …)	Stimulate the use of certified EHR systems by creating incentives (€)	Create a legal framework enabling to define quality criteria for the EHR	2	2	3	1	2	1	2	0	2	2	3	Level 4	Ensure regulatory based private funding to perform the assessments of the EHR applications	Stimulate the use of certified EHR systems by penalising the users of non certified EHR systems	Stimulate the use of certified EHR systems by penalising the healthcare professionals not using any EHR	Select “standardised descriptive statements” to formulate the selected criteria in a comparable way.	Sufficient public funding to perform and to report the assessments of the EHR applications	Sufficient public funding for setting up the implementation framework for certification (accreditation, cooperative platforms of stakeholders, documentation,…)	Stimulate the use of certified EHR systems by offering services (improvement of administrative procedures)	Initiate a cooperative platform involving all stakeholders  to define overall quality criteria for the EHR	Initiate a cooperative platform involving all stakeholders to define domain / profession specific quality criteria for the EHR (GP, …)	Stimulate the use of certified EHR systems by creating incentives (€)	Create a legal framework enabling to define quality criteria for the EHR	0	1	1	2	2	2	6	3	3	2	4	Level 5	Ensure regulatory based private funding to perform the assessments of the EHR applications	Stimulate the use of certified EHR systems by penalising the users of non certified EHR systems	Stimulate the use of certified EHR systems by penalising the healthcare professionals not using any EHR	Select “standardised descriptive statements” to formulate the selected criteria in a comparable way.	Sufficient public funding to perform and to report the assessments of the EHR applications	Sufficient public funding for setting up the implementation framework for certification (accreditation, cooperative platforms of stakeholders, documentation,…)	Stimulate the use of certified EHR systems by offering services (improvement of administrative procedures)	Initiate a cooperative platform involving all stakeholders  to define overall quality criteria for the EHR	Initiate a cooperative platform involving all stakeholders to define domain / profession specific quality criteria for the EHR (GP, …)	Stimulate the use of certified EHR systems by creating incentives (€)	Create a legal framework enabling to define quality criteria for the EHR	0	1	1	3	4	6	4	8	8	11	9	
Level 1	Functional assessment and “interoperability” assessment should be kept as distinct procedures.	Functional assessment and “interoperability” assessment should be offered by on Health IT Quality Institute.	Costs should be supported by the product suppliers	Develop quality assessment and certification as a “public service” with / without subcontracting.	Costs need to be supported by the health authorities.	Costs need to be shared between health authorities and the industry, industry e.g. paying the effective testing / assessment only	Develop and support a common “language” to describe functional requirements in a comparable way: national repository of reusable statements publically available.	Develop and support a common “language” across Europe to describe functional requirements enabling portability across Europe: European repository of nationally reusable statements publically available.	Organise cross border recognition of tested functions.	Increase economic viability of the suppliers by supporting the use of certified EHR systems and stimulating defragmentation of the market.	Create a relation of trust and partnership between authorities, users and industry.	0	1	2	0	2	2	0	1	2	0	0	Level 2	Functional assessment and “interoperability” assessment should be kept as distinct procedures.	Functional assessment and “interoperability” assessment should be offered by on Health IT Quality Institute.	Costs should be supported by the product suppliers	Develop quality assessment and certification as a “public service” with / without subcontracting.	Costs need to be supported by the health authorities.	Costs need to be shared between health authorities and the industry, industry e.g. paying the effective testing / assessment only	Develop and support a common “language” to describe functional requirements in a comparable way: national repository of reusable statements publically available.	Develop and support a common “language” across Europe to describe functional requirements enabling portability across Europe: European repository of nationally reusable statements publically available.	Organise cross border recognition of tested functions.	Increase economic viability of the suppliers by supporting the use of certified EHR systems and stimulating defragmentation of the market.	Create a relation of trust and partnership between authorities, users and industry.	4	2	1	1	0	0	0	0	1	1	1	Level 3	Functional assessment and “interoperability” assessment should be kept as distinct procedures.	Functional assessment and “interoperability” assessment should be offered by on Health IT Quality Institute.	Costs should be supported by the product suppliers	Develop quality assessment and certification as a “public service” with / without subcontracting.	Costs need to be supported by the health authorities.	Costs need to be shared between health authorities and the industry, industry e.g. paying the effective testing / assessment only	Develop and support a common “language” to describe functional requirements in a comparable way: national repository of reusable statements publically available.	Develop and support a common “language” across Europe to describe functional requirements enabling portability across Europe: European repository of nationally reusable statements publically available.	Organise cross border recognition of tested functions.	Increase economic viability of the suppliers by supporting the use of certified EHR systems and stimulating defragmentation of the market.	Create a relation of trust and partnership between authorities, users and industry.	1	3	1	0	0	2	2	3	2	2	0	Level 4	Functional assessment and “interoperability” assessment should be kept as distinct procedures.	Functional assessment and “interoperability” assessment should be offered by on Health IT Quality Institute.	Costs should be supported by the product suppliers	Develop quality assessment and certification as a “public service” with / without subcontracting.	Costs need to be supported by the health authorities.	Costs need to be shared between health authorities and the industry, industry e.g. paying the effective testing / assessment only	Develop and support a common “language” to describe functional requirements in a comparable way: national repository of reusable statements publically available.	Develop and support a common “language” across Europe to describe functional requirements enabling portability across Europe: European repository of nationally reusable statements publically available.	Organise cross border recognition of tested functions.	Increase economic viability of the suppliers by supporting the use of certified EHR systems and stimulating defragmentation of the market.	Create a relation of trust and partnership between authorities, users and industry.	1	1	3	3	2	1	4	2	3	2	4	Level 5	Functional assessment and “interoperability” assessment should be kept as distinct procedures.	Functional assessment and “interoperability” assessment should be offered by on Health IT Quality Institute.	Costs should be supported by the product suppliers	Develop quality assessment and certification as a “public service” with / without subcontracting.	Costs need to be supported by the health authorities.	Costs need to be shared between health authorities and the industry, industry e.g. paying the effective testing / assessment only	Develop and support a common “language” to describe functional requirements in a comparable way: national repository of reusable statements publically available.	Develop and support a common “language” across Europe to describe functional requirements enabling portability across Europe: European repository of nationally reusable statements publically available.	Organise cross border recognition of tested functions.	Increase economic viability of the suppliers by supporting the use of certified EHR systems and stimulating defragmentation of the market.	Create a relation of trust and partnership between authorities, users and industry.	0	2	3	4	6	7	5	6	6	9	10	
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